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                      Warsaw, December 2018 FRO Internal Document for information The European Travel and Information and Authorisation System (ETIAS) 1. Definition and functioning ETIAS is an automated information system “created to identify migration, security and health risks associated with a visa-exempt visitor travelling to the Schengen Area”1 for a short stay (up to 90 in a 180-day period), and to accordingly deliver or refuse a travel authorisation. In order to enter the Schengen area, the third-country nationals concerned will be required to be in possession of a valid travel authorisation delivered by ETIAS. 2 However, the final decision to authorise or refuse entry will remain a prerogative of the national border guards. ETIAS was established in order to “achieve objectives similar to the visa regime” 3, namely to ensure that all third-country national is checked prior to its entry to European territory and to provide border guards with additional information, while preserving the EU’s visa liberalisation policy. ETIAS shall enter into operation by 2022. It is estimated that ETIAS will process around 40 million applications in that first year of activity. 2. Institutional framework ETIAS is composed of three institutional levels:  The ETIAS Information System (Article 6), developed by eu-LISA, is the system’s technical infrastructure. It includes in particular the ETIAS Central System, which is tasked with carrying out the automated processing of the applications received.  The ETIAS Central Unit (Article 7), established within the European Border and Coast Guard (EBCG) Agency. First, it is tasked with manually verifying the accuracy of the hits reported by the ETIAS Central System. Second, it is tasked with defining, evaluating and revising the risk indicators on which the ETIAS screening rules are based.  The ETIAS National Units (Article 8), established in all Member States. They are tasked with manually processing the applications to which one or several hits are associated and to take the related final decisions. In addition, two important institutions have to be mentioned:  1 The ETIAS Screening Board (Article 9), established within the EBCG Agency and composed of a representative of the EBCG Agency, of Europol, and of each ETIAS National Unit. It is tasked with advising the Central Unit on the definition and evaluation of the risk indicators, and the Member States and Europol on the implementation of the ETIAS watchlist, while taking into consideration the recommendations issued by the ETIAS Fundamental Rights Guidance Board. European Data Protection Supervisor (EDPS), EDPS Opinion on the Proposal for a European Travel and Information and Authorisation System (ETIAS), Opinion 3/2017, 6 March 2017, p. 6 2 European Commission, Proposal for a Regulation of the European Parliament and of the Council establishing a European Travel Information and Authorisation System (ETIAS), COM(2016) 731 final, 16 November 2016, p. 5 3 COM(2016) 731 final, p. 2
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                       The ETIAS Fundamental Rights Guidance Board (Article 10), an independent body whose secretariat shall be provided by the EBCG Agency, and composed of the FRO of the EBCG Agency, a representative of the Consultative Forum of the EBCG Agency, a representative of the European Data Protection Supervisor, of the European Data Protection Board, and of the Fundamental Rights Agency. The ETIAS Fundamental Rights Guidance Board is mainly tasked to issue recommendation to the ETIAS Screening Board on the impact on fundamental rights of the processing of application and the use of the screening rules. It can also be consulted by the ETIAS Screening Board on specific issues pertaining to fundamental rights. 3. Functioning ETIAS’ functioning involves three phases:  Once the application is lodged and deemed admissible, it goes through an automated processing carried out by the ETIAS Central System (Article 20). The personal data filled in the application are checked against several databases and risk indicators in order to assess the risk posed by the applicant. The consistency of the data is equally assessed. If no hit is generated at this step, the ETIAS Central System automatically issues a travel authorisation.  If one or several hits are triggered during the automated processing, the application file is referred to the ETIAS Central Unit for manual processing (Article 22). If the ETIAS Central Unit establishes that the hit is a false positive due to data inaccuracy, the Central System shall automatically issue a travel authorisation. Conversely, if the Central Unit confirms the accuracy of the data that triggered the hits or if doubts remain, the application is referred to the responsible ETIAS National Unit (as a rule the National Unit of the Member State that entered the most recent data that triggered the hit; or the Member State of declared first entry if the hit occurred against Interpol databases, Europol data or the risk indicators).  The ETIAS National Unit shall take a final decision on an application (Article 26 et seq.). To that end, it verifies manually the hit triggered and can ask the applicant to provide additional documentation or information. If need be, the applicant can be invited to an interview at the responsible countries’ closest consulate. 4. Risk assessment ETIAS follows a double methodology in order to assess the risk posed by a third-country national.  On the one hand it checks personal alphanumeric data against databases established by Interpol and Europol (Europol data and ETIAS watchlist established jointly by Europol and the Member States) and against EU information systems (SIS, VIS, EES, EURODAC, ETIAS itself) in order to verify: o whether the applicant’s travel document:  is reported lost, stolen or invalidated (Interpol SLTD, SIS),  or is associated with an Interpol notice (Interpol TDAWN),  or is associated to another application for travel authorisation associated with different identity data (ETIAS),  or corresponds to a refused, revoked or annulled travel authorisation in the ETIAS Central System (ETIAS); o whether the applicant:  appears in the Europol data or in the ETIAS watchlist,  or is wanted for the execution of a European Arrest Warrant or for extradition purposes (SIS),  or is subject to a refusal of entry and stay alert (SIS, EES), has been subject to a decision to refuse, annul or revoke a short stay visa (VIS), is currently reported or has been reported as an overstayer (EES),  or is registered in EURODAC,  or corresponds to a refused, revoked or annulled travel authorisation in the ETIAS Central System (ETIAS)
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                       On the other hand, it carries out an algorithmic profiling through the implementation of the ETIAS screening rules in order to establish whether the applicant poses a migration, security or health risk (Article 33). The data recorded in the application file are checked against risk indicators defined by the ETIAS Central Unit and based on the risks defined by the Commission. The Commission shall base its definition of the risks on: o statistics indicating abnormal rates of overstaying and refusal of entry (EES), or refusal of travel authorisation (ETIAS), correlated to a specific group of travellers; o information substantiated by factual and evidence-based elements provided by Member States concerning specific security or migration risks; o information provided by Member States, the European Centre for Disease prevention and Control and the World Health Organisation, concerning public health risks. Drawing from the risks defined by the Commission, the ETIAS Central Unit shall establish risks indicators based on the following data: o age range, sex, nationality; o country and city of residence; o level of education (primary, secondary, higher or none); o current occupation. 5. Impact on Fundamental rights Right to non-discrimination The right to non-discrimination can be impacted by the use of the ETIAS screening rules (Article 33) governing the algorithmic profiling if the risk indicators on which this profiling is based are ill-defined. The EDPS recalled in its opinion that algorithmic profiling “as any other form of computerised data analysis, when used in the process of decision making that affects individuals, raises serious technical, legal and ethical questions, related to their transparency and accuracy”.4  The definition of the risks by the Commission, the specification of the risk indicators by the ETIAS Central Unit, and the establishment of the ETIAS screening rules shall be particularly monitored. The right to non-discrimination may also be impacted due to the fact that access to technology, let alone computer literacy, are not evenly distributed. Certain categories of third-country nationals can be negatively impacted by the fact that the application has to be submitted online (Article 19). This risk can be mitigated by the possibility to apply for a travel authorisation directly at the border. However it is not guaranteed that the read-only version of the ETIAS Central System the carriers will have access to will be updated sufficiently frequently. Therefore the carriers might not retrieve in time the information about a travel authorisation that was issued following an application filed at the border.  There is a possibility that an applicant will be temporarily blocked at the external border until the carrier accesses the updated information. A more flexible fast-track procedure should be conceived. Right to the protection of personal data The right to the protection of personal data can be impacted if the data recorded are made available to external actors without due justification and without appropriate safeguards. The Regulation provides that national immigration authorities on the one hand (Article 49), and national law enforcement authorities and Europol on the other hand (Article 50 et seq.) are entitled to request consultation of certain data recorded in the ETIAS Central System if the necessary conditions are fulfilled. In particular, law enforcement authorities and Europol shall request access respectively to an independent “central access point” (Article 50 (2)) and to a “specialised unit of duly empowered Europol officials” (Article 53 (3)) tasks to verify whether the conditions are met (the request for access shall be necessary, proportionate, and based on “evidence or reasonable grounds” that the consultation “will contribute to the prevention, detention or investigation” or terrorism or serious criminal offence, “in particular where there is a substantial suspicion” that the perpetrator, suspect of victim “falls under a category of traveller covered by [the] Regulation” – see Articles 52 (1) and 53 (2)). The independence of the “central access point” and of the Europol “specialised unit” is therefore paramount for the protection of the personal data of the applicants. First because an important safeguard provided for in the Commission proposal dated November 2016 was dropped in the final text. The proposal provided that access by national law enforcement authorities and Europol shall be granted only if a “prior consultation of all relevant 4 EDPS, Opinion 3/2017, p. 10. See also FRA, #BigData: Discrimination in data-supported decision making, May 2018, pp. 4-5
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                      national databases and the Europol data did not lead to the requested information” (Article 45 (1)) of the Proposal). The final text does not contain this safeguard. Second because the Central System will contain the personal data of children regardless of age – therefore including children below the age of criminal responsibility.5  The independence of the “central access points” and of the Europol “specialised unit” has to be ensured, and the best interests of the child shall be given due consideration when granting access by law enforcement authorities and Europol. In addition, it is unclear whether the data subject will be able in practice to exercise their data subject rights (right to access, rectification and erasure) in view of the high number of applications. Both the EBCG Agency and ETIAS National Units are considered to be data controllers in relation to the processing of personal data in the ETIAS Central System (Article 57). Therefore, the Data Protection Officer of the Agency and national Data Protection Officers shall be responsible for reviewing the requests filled by data subject to access, rectify or erase the data processed.  It has to be ensured that Data Protection Offices are sufficiently staffed in order to be able to cope with a possibly high number of requests, and that data subjects are appropriately informed of their rights and the procedures related thereto. Right to asylum and protection against refoulement The right to asylum can be impacted if no possibility is given to third-country nationals to benefit from an emergency/exceptional procedure whereby they could get a travel authorisation. The possibility to apply for a travel authorisation at the border can mitigate this risk. However, the limitations pointed out above (see “Right to non-discrimination”) still apply. The Regulation provides that a travel authorisation with geographical and temporal limitations (Article 44 (1)) can be issued on humanitarian grounds even if the manual processing is not yet completed or if a travel authorisation has been refused, annulled or revoked. However, two limitations can be identified. First, this possibility applies only to admissible applications, whereas asylum applicants might need to hide their identity or might be unable to collect to necessary documents: the Regulation does not foresee the case where an applicant would not be able to provide a travel document.6 Second, when such a travel authorisation is delivered, it is associated with a flag suggesting a second-line check (Article 44 (5)): this could lead to the application of border procedures to asylum applicants who benefited from this exceptional procedure.  Due consideration should be given to right to asylum and to the vulnerable situation of asylum seekers. The use of travel authorisations with geographical limitation shall be monitored accordingly. FRA voiced concerns regarding the possibility to transfer personal data recorded in the ETIAS Central System to third countries for return purposes (Article 65 (3)). First because the primary objective of ETIAS is not to facilitate returns; and second because this transfer bears “possible and severe risks for applicants and their families” should the authorities of this country deduce that these applicants have apply for asylum. 7 It should be noted that the Regulation provides that the transfer of personal data to third country can take place even if this third country does not ensure an adequate level of protection of personal data, provided that the return activity is “of public interest” (Recital (48), Article 65 (3)). It is however specified that the principle of non-refoulement shall be complied with (Article 65 (4)).  The transfer of personal data to third-country shall be particularly monitored. Particular attention should be given to the use of the concept of “reason of public interest” and to the assessment of the risk of refoulement. Right to an effective remedy The right to an effective remedy “covers also administrative decisions, including travel authorisation refusals under ETIAS”.8 This right can be impacted if applicants whose application have been rejected are not provided with sufficient information on the grounds for refusal. The Regulation provides that the notification that a travel authorisation has been refused shall include “a statement on the grounds for refusal… indicating the applicable grounds listed… 5 FRA, The impact of fundamental rights of the proposed Regulation on the European Travel Information and Authorisation System (ETIAS), Opinion 2/2017, 30 June 2017, p.35 6 FRA, Opinion 2/2017, p. 38 7 FRA, Opinion 2/2017, p. 40 8 FRA, Opinion 2/2017, p. 41
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                      enabling the applicant to lodge an appeal” (Article 38 (2)). However, the “grounds listed” are rather broad categories (“poses a security risk”, “poses an illegal immigration risk”, etc. – see Article 37 (1) and (2)).  The grounds for refusal shall be comprehensively specified in the notification.9 In addition, it remains unclear whether the applicants will have access to a judicial remedy: the Regulation provides that applicants whose travel authorisation has been refused, annulled or revoked “shall have the right to appeal” (Articles 37 (3), 40 (3) and 41 (7)) and that these appeals “shall be conducted in the Member State that has taken the decision… and in accordance with the national law of that Member State” (idem), without specifying the nature of the remedy.  Specific guidelines shall be issued in order to specify the judicial nature of the remedy.10 Last, FRA observed that there is no administrative remedy set-up whereby applicants could complaints about “delays or irregularities in the processing”.11  An administrative remedy shall be set-up within Frontex or at Member State level whereby applicants could file a complaint in this matter. 6. Addendum (March 2019) Two important developments took place since the drafting of this paper. First, FRA published in December 2018 a handbook entitled Preventing unlawful profiling today and in the future, which contains a chapter dedicated to algorithmic profiling. Given the importance of this topic and its potential impacts on the applicants’ fundamental rights, this handbook is a valuable source of information and analysis. Second, the Commission proposed in January 2019 a series of amendments aiming at including ECRIS-TCN in the list of EU IT Systems the be queried during the automated processing. ECRIS-TCN was included in the Commission proposal but did not appear in the final text. The Commission based its proposal on Recital (58) of the Regulation which provides that “if a centralised system for the identification of Member States holding conviction information on third-country nationals and stateless persons is established at Union level, ETIAS should be able to query it”. 9 EDPS, Opinion 3/2017, pp. 17-18 10 FRA, Opinion 2/2017, p. 42 11 Idem.
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