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                      ANNEX 4CD Cybersecurity Act (Version 16/03/2019) Red         issues to be discussed - political Yellow      issues which need technical discussion/ proposal to be agreed on Green       solved issues Word        changes to the wording of the General Approach [Remarks]   comments/ remarks by the Presidency Purple      text different (changed or added) to EP and Council text Blue        explanation about additions to column "proposals and remarks", i.e. text copied from EP , from Council, from both, or changed COM(2017) 477                   EP Position / First Reading       Council General Approach               Proposals and Remarks (08/06/2018) 0 2018/0328 (COD)                       2018/0328 (COD)                   2018/0328 (COD)                                                      1 2 Proposal for a                        Proposal for a                    Proposal for a                       Proposal for a REGULATION OF THE                      REGULATION OF THE             REGULATION OF THE                   REGULATION OF THE EUROPEAN PARLIAMENT                   EUROPEAN PARLIAMENT              EUROPEAN PARLIAMENT                 EUROPEAN PARLIAMENT              3 AND OF THE COUNCIL                    AND OF THE COUNCIL             AND OF THE COUNCIL                  AND OF THE COUNCIL 4 establishing the European             establishing the European      establishing the European           establishing the European Cybersecurity Industrial,              Cybersecurity Industrial,     Cybersecurity Industrial,           Cybersecurity Industrial, Technology and Research                Technology and Research       Technology and Research             Technology and Research xxxxx/18                                                                                                      EB/kp                            2 ANNEX                                                                    JAI.2                        LIMITE                                EN
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                      Competence Centre and the  Competence Centre and the   Competence Centre and the     Competence Centre and the Network of National         Network of National     Network of National           Network of National Coordination Centres        Coordination Centres     Coordination Centres          Coordination Centres A contribution from the    A contribution from the      A contribution from the       A contribution from the European Commission to the  European Commission to the   European Commission to the    European Commission to the Leaders’ meeting in         Leaders’ meeting in           Leaders’ meeting in           Leaders’ meeting in Salzburg on 19-20 September Salzburg on 19-20 September Salzburg on 19-20 September   Salzburg on 19-20 September 2018                       2018 2018                          2018 xxxxx/18                                                                                EB/kp                          3 ANNEX                                                     JAI.2                     LIMITE                           EN
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                      THE EUROPEAN                       THE EUROPEAN                      THE                  EUROPEAN     THE                    EUROPEAN PARLIAMENT AND THE                 PARLIAMENT AND THE                PARLIAMENT AND THE                PARLIAMENT           AND      THE COUNCIL OF THE EUROPEAN            COUNCIL OF THE                    COUNCIL            OF        THE  COUNCIL OF THE EUROPEAN UNION,                             EUROPEAN UNION,                   EUROPEAN UNION,                   UNION, Having regard to the Treaty on the Having regard to the Treaty on    Having regard to the Treaty on    Having regard to the Treaty on the Functioning of the European        the Functioning of the European   the Functioning of the European   Functioning of the European Union, and in particular Article   Union, and in particular Article  Union, and in particular Article  Union, and in particular Article 173(3) and the first paragraph of  173(3) and the first paragraph of 173(3) and the first paragraph of 173(3) and the first paragraph of Article 188 thereof,               Article 188 thereof,              Article 188 thereof,              Article 188 thereof, Having regard to the proposal      Having regard to the proposal     Having regard to the proposal     Having regard to the proposal from the European Commission,      from the European Commission,     from the European Commission,     from the European Commission, Having regard to the opinion of    Having regard to the opinion of   Having regard to the opinion of   Having regard to the opinion of the European Economic and          the European Economic and         the European Economic and         the European Economic and 1                                 3                                 5                                 7 Social Committee ,                 Social Committee ,                Social Committee ,                Social Committee , Having regard to the opinion of    Having regard to the opinion of   Having regard to the opinion of   Having regard to the opinion of 2                                  4                                 6                                 8 the Committee of the Regions ,     the Committee of the Regions ,    the Committee of the Regions ,    the Committee of the Regions , Acting in accordance with the      Acting in accordance with the     Acting in accordance with the     Acting in accordance with the 1 OJ C , p. . 2 OJ C , , p. . 3 OJ C , p. . 4 OJ C , , p. . 5 OJ C , , p. . 6 OJ C , , p. . 7 OJ C , , p. . 8 OJ C , , p. . xxxxx/18                                                                                                 EB/kp                                4 ANNEX                                                                  JAI.2                         LIMITE                                 EN
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                      (1) Our daily lives and            (1) More than 80 % of the         (1) Our daily lives and             (1) More than 80 % of the            6 economies become increasingly      population of the Union is        economies become increasingly       population of the Union is dependent on digital technologies, connected to the internet and     dependent on digital                connected to the internet and our citizens become more and more      our daily lives and economies     technologies, citizens become       daily lives and economies are exposed to serious cyber           are becoming increasingly         more and more exposed to            becoming increasingly dependent incidents. Future security         dependent on digital              serious cyber incidents. Future     on digital technologies, with depends, among others, on          technologies, with citizens       security depends, among others,     citizens becoming more and more enhancing technological and        becoming more and more            on enhancing technological and      exposed to serious cyber industrial ability to protect the  exposed to serious cyber          industrial ability to protect the   incidents. Future security Union against cyber threats, as    incidents. Future security        Union against cyber threats, as     depends, among others, on both civilian infrastructure and   depends, among others, on         both civilian infrastructure and    contributing to overall resilience, military capacities rely on secure contributing to overall           military capacities rely on secure  on enhancing technological and digital systems.                   resilience, on enhancing          digital systems.                    industrial ability to protect the technological and industrial                                          Union against constantly evolving ability to protect the Union                                          cyber threats, as both against constantly evolving                                           infrastructure and security cyber threats, as both                                                capacities rely on secure digital infrastructure and security                                           systems. Such security can be capacities rely on secure digital                                     achieved by raising the systems. Such security can be                                         awareness for cybersecurity achieved by raising the                                               threats, by developing awareness for cybersecurity                                           competences, capacities, threats, by developing                                                capabilities throughout the competences, capacities,                                              Union, thoroughly taking into capabilities throughout the                                           account the interplay of Union, thoroughly taking into                                         hardware and software account the interplay of                                              infrastructure, networks, hardware and software                                                 products and processes, and the infrastructure, networks,                                             societal and ethical implications products and processes, and the                                       and concerns. xxxxx/18                                                                                                  EB/kp                                 5 ANNEX                                                                 JAI.2                           LIMITE                                  EN
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                      societal and ethical implications                                       [Council proposes no changes. All and concerns.                                                           EP changes retained] (1a) Cybercrime is a fast                                               (1a) Cybercrime is a fast growing threat to the Union, its                                        growing threat to the Union, its citizens and its economy. In                                            citizens and its economy. In 2017, 80 % of the European                                              2017, 80 % of the European companies experienced at least                                          companies experienced at least one cyber incident. The                                                 one cyber incident. The Wannacry-attack in May 2017                                             Wannacry-attack in May 2017 affected more than 150                                                  affected more than 150 countries countries and 230 000 IT-                                               and 230 000 IT-systems and had systems and had significant                                             significant impacts on critical impacts on critical                                                     infrastructures, such as infrastructures, such as                                                hospitals. This underlines the hospitals. This underlines the                                          necessity for the highest necessity for the highest                                               cybersecurity standards and cybersecurity standards and                                             holistic cybersecurity solutions, holistic cybersecurity solutions,                                       involving people, products, involving people, products,                                             processes and technology in the processes and technology in the                                         Union, as well as for the Union’s Union, as well as for the                                               leadership in the matter, and for Union’s leadership in the                                               digital autonomy. matter, and for digital autonomy.                                                               [Council proposes no changes. All 7 EP changes retained] (2) The Union has steadily          (2) The Union has steadily          (2) The Union has steadily          (2) The Union has steadily increased its activities to address increased its activities to address increased its activities to address increased its activities to address growing cybersecurity challenges    growing cybersecurity               growing cybersecurity               growing cybersecurity challenges     8 following the 2013 Cybersecurity    challenges following the 2013       challenges following the 2013       following the 2013 Cybersecurity xxxxx/18                                                                                                     EB/kp                                 6 ANNEX                                                                    JAI.2                           LIMITE                                  EN
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                      9                                                    11                                 13                 15 Strategy aimed to foster a           Cybersecurity Strategy aimed       Cybersecurity Strategy aimed        Strategy aimed to foster a reliable, safe, and open cyber       to foster a reliable, safe, and    to foster a reliable, safe, and     reliable, safe, and open cyber ecosystem. In 2016 the Union         open cyber ecosystem. In 2016      open cyber ecosystem. In 2016       ecosystem. In 2016 the Union adopted the first measures in the    the Union adopted the first        the Union adopted the first         adopted the first measures in the area of cybersecurity through        measures in the area of            measures in the area of             area of cybersecurity through Directive (EU) 2016/1148 of the      cybersecurity through Directive    cybersecurity through Directive     Directive (EU) 2016/1148 of the European Parliament and of the       (EU) 2016/1148 of the European     (EU) 2016/1148 of the European      European Parliament and of the 10                                                          12                                 14           16 Council on security of network       Parliament and of the Council      Parliament and of the Council       Council on security of network and information systems.             on security of network and         on security of network and          and information systems. information systems.               information systems. (3) In September 2017, the           (3) In September 2017, the         (3) In September 2017, the          (3) In September 2017, the Commission and the High              Commission and the High            Commission and the High             Commission and the High            9 Representative of the Union for      Representative of the Union for    Representative of the Union for     Representative of the Union for 9 Joint Communication to the European Parliament and the Council:: Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace JOIN(2013) 1 final. 10 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1). 11 Joint Communication to the European Parliament and the Council:: Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace JOIN(2013) 1 final. 12 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1). 13 Joint Communication to the European Parliament and the Council: Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace, JOIN(2013) 1 final. 14 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1). 15 Joint Communication to the European Parliament and the Council: Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace, JOIN(2013) 1 final. 16 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1). xxxxx/18                                                                                                      EB/kp                               7 ANNEX                                                                     JAI.2                           LIMITE                                EN
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                      Foreign Affairs and Security        Foreign Affairs and Security       Foreign Affairs and Security       Foreign Affairs and Security Policy presented a Joint            Policy presented a Joint           Policy presented a Joint           Policy presented a Joint 17                                   18                                 19                                20 Communication on "Resilience,       Communication on                   Communication on                   Communication on "Resilience, Deterrence and Defence: Building    "Resilience, Deterrence and        "Resilience, Deterrence and        Deterrence and Defence: Building strong cybersecurity for the EU"    Defence: Building strong           Defence: Building strong           strong cybersecurity for the EU" to further reinforce the Union’s    cybersecurity for the EU" to       cybersecurity for the EU" to       to further reinforce the Union’s resilience, deterrence and          further reinforce the Union’s      further reinforce the Union’s      resilience, deterrence and response to cyber-attacks.          resilience, deterrence and         resilience, deterrence and         response to cyber-attacks. response to cyber-attacks.         response to cyber-attacks. (4) The Heads of State and          (4) The Heads of State and         (4) The Heads of State and         (4) The Heads of State and              10 Government at the Tallinn Digital   Government at the Tallinn          Government at the Tallinn          Government at the Tallinn Digital Summit, in September 2017,          Digital Summit, in September       Digital Summit, in September       Summit, in September 2017, called for the Union to become "a   2017, called for the Union to      2017, called for the Union to      called for the Union to become a global leader in cyber-security by  become a global leader in          become "a global leader in         global leader in cybersecurity by 2025, in order to ensure trust,     cybersecurity by 2025, in order    cyber-security by 2025, in order   2025, in order to ensure trust, confidence and protection of our    to ensure trust, confidence and    to ensure trust, confidence and    confidence and protection of our citizens, consumers and             protection of our citizens,        protection of our citizens,        citizens, consumers and enterprises online and to enable a  consumers and enterprises          consumers and enterprises          enterprises online and to enable a free and law-governed internet."    online and to enable a free, safer online and to enable a free and    free, safer and law-governed 17 Joint Communication to the European Parliament and the Council "Resilience, Deterrence and Defence: Building strong cybersecurity for the EU", JOIN(2017) 450 final. 20 Joint Communication to the European Parliament and the Council "Resilience, Deterrence and Defence: Building strong cybersecurity for the EU", JOIN(2017) 450 final. 19 Joint Communication to the European Parliament and the Council "Resilience, Deterrence and Defence: Building strong cybersecurity for the EU", JOIN(2017) 450 final. 18 Joint Communication to the European Parliament and the Council "Resilience, Deterrence and Defence: Building strong cybersecurity for the EU", JOIN(2017) 450 final. xxxxx/18                                                                                                   EB/kp                                    8 ANNEX                                                                   JAI.2                         LIMITE                                    EN
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                      and law-governed internet, and   law-governed internet."     internet, and declared to “make declared to “make more use of                                more use of open source open source solutions and/or                                 solutions and/or open standards open standards when                                          when (re)building ICT systems (re)building ICT systems and                                 and solutions (among else, to solutions (among else, to avoid                              avoid vendor lock-ins), including vendor lock-ins), including                                  those developed and/or promoted those developed and/or                                       by EU programmes for promoted by EU programmes                                    interoperability and 2 for interoperability and                                     standardisation, such as ISA ”. 2 standardisation, such as ISA ”. [Council proposes no changes. All EP changes retained] (4a) The European Cybersecurity Industrial, Technology and Research Competence Centre (the ‘Competence Centre’) should help to increase the resilience and reliability of the infrastructure of network and information systems, including the internet and other critical infrastructure for the functioning of society such as transport, health, and banking 11 systems. (4b) The Competence Centre                                   (4b) The Competence Centre         12 and its actions should take into                             and its actions should take into xxxxx/18                                                              EB/kp                               9 ANNEX                                     JAI.2                   LIMITE                                EN
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                      account the implementation of                                          account the implementation of Regulation (EU) 2019/XXX                                               Regulation (EU) 2019/XXX [recast of Regulation (EC) No                                          [recast of Regulation (EC) No 428/2009 as proposed by                                                428/2009 as proposed by 1a                                                                       1a COM(2016)616] .                                                        COM(2016)616] . __________________                                                     __________________ 1a                                                                     1a Regulation (EU) 2019/... of                                            Regulation (EU) 2019/... of the the European Parliament and                                            European Parliament and of the of the Council of ... setting up a                                     Council of ... setting up a Union Union regime for the control of                                        regime for the control of exports, exports, transfer, brokering,                                          transfer, brokering, technical technical assistance and transit                                       assistance and transit of dual-use of dual-use items (OJ L ..., ..., p.                                   items (OJ L ..., ..., p. ...). ...). [Council proposes no changes. All EP changes retained] (5) Substantial disruption of       (5) Substantial disruption of        (5) Substantial disruption of     (5) Substantial disruption of       13 network and information systems     network and information              network and information           network and information systems can affect individual Member        systems can affect individual        systems can affect individual     can affect individual Member States and the Union as a whole.    Member States and the Union as       Member States and the Union as    States and the Union as a whole. The security of network and         a whole. The highest level of        a whole. The security of network  The highest level of security of information systems is therefore    security of network and              and information systems is        network and information systems essential for the smooth            information systems throughout       therefore essential for the       throughout the Union is therefore functioning of the internal market. the Union is therefore essential     smooth functioning of the         essential for society and economy At the moment, the Union            for society and economy alike.       internal market. At the moment,   alike. At the moment, the Union depends on non-European             At the moment, the Union             the Union depends on non-         depends on non-European cybersecurity providers. However,   depends on non-European              European cybersecurity            cybersecurity providers. However, it is in the Union's strategic      cybersecurity providers.             providers. However, it is in the  it is in the Union's strategic xxxxx/18                                                                                                    EB/kp                               10 ANNEX                                                                     JAI.2                         LIMITE                                 EN
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