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2020/0349 (COD)

2020/0349 (COD)

Proposal for a
REGULATION OF THE
EUROPEAN
PARLIAMENT AND OF
THE COUNCIL
amending Regulation (EU)
2016/794, asregards
Europol’s cooperation with
private parties, the
processing of personal data
by Europol in support of
criminal investigations, and
Europol’s role on research
and innovation

Proposal for a
REGULATION OF THE
EUROPEAN PARLIAMENT
AND OF THE COUNCIL
amending Regulation (EU)
2016/794, as regards Europol’s
cooper ation with private parties,
the processing of personal data by
Europol in support of criminal
investigations, and Europol’s role
on resear ch and innovation

THE EUROPEAN
PARLIAMENT AND THE
COUNCIL OF THE
EUROPEAN UNION,

THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF THE
EUROPEAN UNION,

Having regard to the Treaty on
the Functioning of the
European Union, and in
particular Article 88 thereof,

Having regard to the Treaty on the
Functioning of the European Union,
and in particular Article 88 thereof,

Having regard to the proposal
from the European
Commission,

Having regard to the proposal from
the European Commission,

Page 2 of 262




25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

6. After transmission of the draft After transmission of the draft
legislative act to the national legislative act to the national
parliaments, parliaments,

7. Acting in accordance with the Acting in accordance with the
ordinary legislative procedure, ordinary legislative procedure,

8. Wheresas: Wheresas:

0. Q) The European Union Q) The European Union

Agency for Law Enforcement
Cooperation (Europol) was
established by Regulation
(EV) 2016/794 of the
European Parliament and of
the Council? to support and
strengthen action by the
competent authorities of the
Member States and their
mutual cooperation in
preventing and combating
serious crime affecting two or
more Member States,
terrorism and forms of crime
which affect acommon
interest covered by aUnion

policy.

Agency for Law Enforcement
Cooperation (Europol) was
established by Regulation (EU)
2016/794 of the European
Parliament and of the Council* to
support and strengthen action by the
competent authorities of the
Member States and their mutual
cooperation in preventing and
combating serious crime affecting
two or more Member States,
terrorism and forms of crime which
affect acommon interest covered
by a Union policy.

10.

1 Regulation (EU)
2016/794 of the European
Parliament and of the Council
of 11 May 2016 on the
European Union Agency for

1 Regulation (EU) 2016/794
of the European Parliament and of
the Council of 11 May 2016 on the
European Union Agency for Law
Enforcement Cooperation (Europol)
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Law Enforcement Cooperation and replacing and repealing Council

(Europol) and replacing and Decisions 2009/371/JHA,

repealing Council Decisions 2009/934/JHA, 2009/935/JHA,

2009/371/JHA, 2009/936/JHA and 2009/968/JHA

2009/934/JHA, (OJL 135, 24.5.2016, p. 53).

2009/935/JHA,, 2009/936/JHA
and 2009/968/JHA (OJ L 135,
24.5.2016, p. 53).

11.

(2 Europe faces a security
landscape in flux, with
evolving and increasingly
complex security threats.
Criminals and terrorists exploit
the advantages that the digital
transformation and new
technol ogies bring about,
including the inter-
connectivity and blurring of
the boundaries between the
physical and digital world. The
COVID-19 crisis has added to
this, as criminals have quickly
seized opportunities to exploit
the crisis by adapting their
modes of operation or
developing new criminal
activities. Terrorism remains a
significant threat to the
freedom and way of life of the
Union and its citizens.

AM 1

(2 Europe faces a security
landscape in flux, with
evolving and increasingly
complex security threats.
Criminals and terrorists exploit
the capabilities that the digital
transformation and new
technol ogies bring about,
including the inter-connectivity
and blurring of the boundaries
between the physical and
digital world and the
possibility to conceal their
crimes or identities through
theuse of increasingly
sophisticated techniques.
Criminals have proven their
ability to adapt their modes of
operation or develop new
criminal activitiesin times of
crisis, including by leveraging
technology-enabled tools for
multiplying and expanding the

2 Europe faces a security
landscape in flux, with evolving and
increasingly complex security
threats. Criminals and terrorists
exploit the advantages that the
digital transformation and new
technol ogies bring about, including
the inter-connectivity and blurring
of the boundaries between the
physical and digital world. The
COVID-19 crisis has added to this,
as criminals have quickly seized
opportunities to exploit the crisis by
adapting their modes of operation

or developing new criminal
activities. Terrorism remains a
significant threat to the freedom and
way of life of the Union and its
citizens.
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range and scale of the
criminal activities they engage
in. Terrorism remains a
significant threat to the
freedom and way of life of the
Union and its citizens.

12.

3 These threats spread
across borders, cutting across a
variety of crimesthat they
facilitate, and manifest
themselvesin poly-criminal
organised crime groups that
engage in awide range of
criminal activities. As action at
national level alone does not
suffice to address these
transnational security
challenges, Member States’
law enforcement authorities
have increasingly made use of
the support and expertise that
Europol offers to counter
serious crime and terrorism.
Since Regulation (EV)
2016/794 became applicable,
the operational importance of
Europol’s tasks has changed
substantially. The new threat
environment also changes the
support Member States need
and expect from Europol to
keep citizens safe.

AM 2

3 These threats spread
across borders, cutting across a
variety of crimes that they
facilitate, and manifest
themselvesin poly-criminal
organised crime groups that
engage in awide range of
criminal activities. As action at
national level and cross-border
cooperation do not sufficeto
address these transnational
security challenges, Member
States’ law enforcement
authorities have increasingly
made use of the support and
expertise that Europol offersto
prevent and counter serious
crime and terrorism. Since
Regulation (EU) 2016/794
became applicable, the
operational importance of
Europol’s tasks has increased
substantially. The new threat
environment also changes the
scope and type of support

3 These threats spread across
borders, cutting across a variety of
crimes that they facilitate, and
manifest themselvesin poly-
criminal organised crime groups
that engage in a wide range of
criminal activities. As action at
national level alone does not suffice
to address these transnational
security challenges, Member States’
law enforcement authorities have
increasingly made use of the
support and expertise that Europol
offers to counter serious crime and
terrorism. Since Regulation (EU)
2016/794 became applicable, the
operational importance of Europol’s
tasks has changed substantially. The
new threat environment also
changes the support Member States
need and expect from Europol to
keep citizens safe.

Page 5 of 262




25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

Member States need and expect
from Europol to keep citizens
safe.

13.

AM 3

Recital 3 a (new)

(3a) Theadditional tasks
conferred upon Europol by
this Regulation should allow
Europol to better support
national law enforcement
authoritieswhile fully
preserving the responsibilities
of the Member Statesin the
area of national security laid
down in Article 4(2) of the
Treaty on the European
Union. Thereinforced
mandate of Europol should be
balanced with strengthened
safeguardswith regard to
fundamental rightsand
increased accountability,
liability and oversight,
including parliamentary
oversight. To allow Europol to
fulfil its mandate, its
additional competences and
tasks should be matched with
adequate human and financial
resour ces.

14.

4) As Europe faces
increasing threats from

AM 4
(4) As Europe faces

(4)  AsEuropefacesincreasing
threats from organised crime groups
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organised crime groups and
terrorist attacks, an effective
law enforcement response
must include the availability of
well-trained interoperable
special intervention units
specialised in the control of
crisis situations. In the Union,
the law enforcement units of
the Member State cooperate
on the basis of Council
Decision 2008/617.% Europol
should be able to provide
support to these special
intervention units, including
by providing operational,
technical and financial
support.

increasing threats from
organised crime groups and
terrorist attacks, an effective
law enforcement response must
include the availability of well-
trained interoperable specia
intervention units specialised in
the control of man-made crisis
situations presenting a serious
direct physical threat to
persons, property,
infrastructure or institutions,
in particular hostage taking,
hijacking and similar events.
In the Union, those law
enforcement units of the
Member State cooperate on the
basis of Council Decision
2008/617%. Europol should be
able to provide support to these
specia intervention units,
including by providing
operational, technical and
financia support. Such support
is always to be complementary
to the efforts undertaken by
Member Statesto ensurethe
security of their citizens

and terrorist attacks, an effective
law enforcement response must
include the availability of well-
trained interoperable special
intervention units specialised in the
control of crisissituations. In the
Union, the law enforcement units of
the Member State cooperate on the
basis of Council Decision
2008/617.2 Europol should be able
to provide support to these specia

intervention units=Haekudiag by

providing eperatienal, technical and
financial support.

15.

2 Council Decision
2008/617/JHA of 23 June
2008 on the improvement of
cooperation between the

%3 Council Decision
2008/617/JHA of 23 June 2008
on the improvement of
cooperation between the

2 Council Decision
2008/617/JHA of 23 June 2008 on
the improvement of cooperation
between the special intervention
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specia intervention units of
the Member States of the
European Union in crisis
situations (OJ L 210,

specia intervention units of the
Member States of the European
Unionin crisis situations (OJ L
210, 6.8.2008, p. 73).

units of the Member States of the
European Union in crisis situations
(OJL 210, 6.8.2008).

6.8.2008).
16. (5) In recent years large AM 5 ) In recent years large scale
scale cyber attacks targeted (5) In recent years, large- cyber attacks targeted public and

public and private entities

in the Union and beyond,
affecting various sectors
including transport, health and
financia services. Cybercrime
and cybersecurity cannot be
separated in an interconnected
environment. The prevention,
investigation and prosecution
of such activitiesis supported
by coordination and
cooperation between relevant
actors, including the European
Union Agency for
Cybersecurity (‘ENISA’),
competent authorities for the
security of network and
information systems (‘NIS
authorities’) as defined by
Directive (EU) 2016/1148°,
law enforcement authorities
and private parties. In order to
ensure the effective
cooperation between all

alike across many jurisdictions

scale cyber-attacks, including
attacks originating in third
countries, targeted public and
private entities alike across
many jurisdictions in the Union
and beyond, affecting various
sectors including transport,
health and financial services.
The prevention, detection,
investigation and prosecution
of such activitiesis supported
by coordination and
cooperation between relevant
actors, including the European
Union Agency for
Cybersecurity (ENISA),
competent authorities for the
security of network and
information systems (NIS
authorities) as defined by
Directive (EU)
2016/1148*,law enforcement
authorities and private parties.
In order to ensure the effective
cooperation between all

private entities alike across many
jurisdictionsin the Union and
beyond, affecting various sectors
including transport, health and
financial services. Cybercrime and
cybersecurity cannot be separated in
an interconnected environment. The
prevention, investigation and
prosecution of such activitiesis
supported by coordination and
cooperation between relevant
actors, including the European
Union Agency for Cybersecurity
(‘ENISA’), competent authorities
for the security of network and
information systems (‘NIS
authorities’) as defined by Directive
(EU) 2016/11483, law enforcement
authorities and private parties. In
order to ensure the effective
cooperation between all relevant
actors at Union and national level
on cyber attacks and security
threats, Europol should cooperate
with the ENISA through the
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relevant actors at Union and
national level on cyber attacks
and security threats, Europol
should cooperate with the
ENISA through the exchange
of information and by
providing analytical support.

relevant actors at Union and
national level on cyber-attacks
and cybersecurity threats,
Europol should cooperate with
the ENISA within their
respective mandates through
the exchange of information
and by providing analytical
support.

exchange of information and by
providing analytical support.

17.

3 Directive (EU)
2016/1148 of the European
Parliament and of the Council
of 6 July 2016 concerning
measures for a high common
level of security of network
and information systems
across the Union (OJ L 194,
19.7.2016, p. 1-30).

% Directive (EU) 2016/1148 of
the European Parliament and of
the Council of 6 July 2016
concerning measures for a high
common level of security of
network and information
systems across the Union (OJ L
194, 19.7.2016, p. 1).

8 Directive (EU) 2016/1148
of the European Parliament and of
the Council of 6 July 2016
concerning measures for ahigh
common level of security of
network and information systems
across the Union (OJ L 194,
19.7.2016, p. 1-30).

18.

(6) High-risk criminals
play aleading role in criminal
networks and pose a high risk
of serious crime to the Union’s
internal security. To combat
high-risk organised crime
groups and their leading
members, Europol should be
able to support Member States
in focusing their investigative
response on identifying these
persons, their criminal

AM 6

(6) High-risk criminals play
aleading rolein criminal
networks and pose a high risk
of serious crime to the Union’s
internal security. To combat
high-risk organised crime
groups and their leading
members, Europol should be
able to support Member States
in focusing their investigative
response on identifying these
persons, their criminal
activities and financial assets,

(6) High-risk criminals play a
leading role in criminal networks
and pose a high risk of serious
crime to the Union’s internal
security. To combat high-risk
organised crime groups and their
leading members, Europol should
be able to support Member Statesin
focusing their investigative
response on identifying these
persons, their criminal activities and
the members of their criminal
networks.
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activities and the members of
their criminal networks.

and the members of their
crimina networks, aswell as
persons belonging to the
national, political and
financial ingtitutionswho are
involved in crimesvia
corruption schemes.

19.

(7) The threats posed by
serious crime require a
coordinated, coherent, multi-
disciplinary and multi-agency
response. Europol should be
ableto facilitate and support
such intelligence-led security
initiatives driven by Member
States to identify, prioritize
and address serious crime
threats, such as the European
Multidisciplinary Platform
Against Criminal Threats.
Europol should be able to
provide administrative,
logistical, financial and
operational support to such
activities, supporting the
identification of cross-cutting
priorities and the
implementation of horizontal
strategic goalsin countering
serious crime.

AM 7

(7) The threats posed by
serious crimerequire a
coordinated, coherent, multi-
disciplinary and multi-agency
response. Europol should be
ableto facilitate and support
such operational and strategic
activities driven by Member
States to identify, prioritise and
address serious crime thrests,
such as the European
Multidisciplinary Platform
Against Criminal Threats.
Europol should be able to
provide administrative,
logistical, financial and
operational support to such
activities, supporting the
identification of cross-cutting
priorities and the
implementation of horizontal
strategic goals in countering
serious crime.

) The threats posed by serious
crime require a coordinated,
coherent, multi-disciplinary and
multi-agency response. Europol
should be able to facilitate and
support such intelligence-led
security initiatives driven by
Member States to identify,
prioritize and address serious crime
threats, such as the European
Multidisciplinary Platform Against
Criminal Threats. Europol should
be able to provide administrative,
logistical, financial and operational
support to such activities,
supporting the identifiedeatien of

strategie-geals in countering serious

crime.
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20.

(8) The Schengen
Information System (SIS),
established in the field of
police cooperation and judicial
cooperation in criminal
matters by Regulation (EU)
2018/1862 of the European
Parliament and of the Council*
5, isan essential tool for
maintaining a high level of
security within the area of
freedom, security and justice.
Europol, asahub for
information exchange in the
Union, receives and holds
valuable information from
third countries and
international organisations on
persons suspected to be
involved in crimesfalling
within the scope of Europol's
mandate. Following
consultation with the Member
States, Europol should be able
to enter data on these persons
inthe SISin order to make it
available directly and in real-
time to SIS end-users.

AM 8

(8 Schengen Information
System (SIS), established in the
field of police cooperation and
judicia cooperation in criminal
matters by Regulation (EU)
2018/1862 of the European
Parliament and of the
Council®, is an essential tool
for maintaining a high level of
security within the area of
freedom, security and justice.
Europol, asahub for
information exchange in the
Union, receives and holds
valuable information from third
countries and international
organisations on persons
suspected of being involved in
or convicted for a criminal
offencein respect of which
Europol is competent.
Following consultation with the
Member States, Europol should
be able to enter alerts on these
personsin SIS pursuant to
Regulation (EU) 2018/1862,
provided that they are third-
country nationals and that the
information isreceived from a
third country that isthe
subject of a Commission
decision finding that it ensures

(8) The Schengen Information
System (SIS), established in the
field of police cooperation and
judicial cooperation in criminal
matters by Regulation (EU)
2018/1862 of the European
Parliament and of the Council®, is
an essentia tool for maintaining a
high level of security within the
area of freedom, security and
justice. Europol, asahub for
information exchange in the Union,
receives and holds valuable
information from third countries
and international organisations on
persons suspected to be involved in
crimes falling within the scope of

Europol S mandate E%e»ae#ﬁg

HSEeEs I n theframework of its
mandate and itstask of
supporting the Member Statesin
preventing and combating serious
crimeand terrorism, Europol
should support the Member
Statesin processing third-country
data and data from international
organisations by proposing the
possible entry by Member States

PRES suggestion (20/01/2022):
use CSL text

The Schengen Information System
(SIS), established in the field of
police cooperation and judicial
cooperation in criminal matters by
Regulation (EU) 2018/1862 of the
European Parliament and of the
Council®, is an essential tool for
maintaining ahigh level of security
within the area of freedom, security
and justice. Europol, as a hub for
information exchange in the Union,
receives and holds valuable
information from third countries
and international organisations on
persons suspected to be involved in
crimes falling within the scope of

Europol S mandaIe E@H%ﬁg

%In theframework of its

mandate and itstask of
supporting the Member Statesin
preventing and combating serious
crime and terrorism, Europol
should support the M ember
Statesin processing third-country
data and data from international
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an adequate level of data
protection (‘adequacy
decision’), from a third
country with which the Union
has concluded an
international agreement
pursuant to Article 218 of the
Treaty on the Functioning of
the European Union (TFEU)
that includes the transfer of
personal data for law
enforcement purposes, or from
a third country with which
Europol has concluded a
cooperation agreement
allowing for the exchange of
personal data prior to the
entry into force of Regulation
(EU) 2016/794. Where
information isreceived from
another third country, Europol
should be allowed to enter
alertsinto SISwhere such a
third country, has confirmed
theinformation or where the
information provided concerns
aterrorist offence or
organised crime. Europol
should be ableto enter alerts
in SISin order to make them
available directly and in real-
timeto SIS end-users at the
frontline, such as border

of a new category of information

organisations by proposing the

alertsin theinterest of the Union

possible entry by Member States

intothe SIS, in order to makeit

of a new category of information

availableto the end-users of the

alertsin theinterest of the Union

SIS. Tothat end, aperiodic
reporting mechanism should be

intothe SIS, in order to makeit
availableto the end-users of the

put in placein order to ensure
that Member States and Europol

SIS. Tothat end, a periodic
reporting mechanism should be

areinformed on the data inserted

put in placein order to ensure

in the SIS. The modalities for
Member States’ cooperation for

that Member States and Europol
areinformed on the data inserted

the processing of data and the
insertion of alertsintothe SIS,
notably as concernsthe fight
against terrorism, should be
subject to continuous
coordination amongst the
Member States. Criteria on the

in the SIS. The modalitiesfor
Member States’ cooperation for
the processing of data and the
insertion of alertsintothe SIS,
notably as concer nsthe fight
against terrorism, should be
subject to continuous

basis of which Europol would
issue proposalsfor the entry of
alertsinto the Schengen
nformation System should be
further specified by the

M anagement Boar d.

coordination amongst the
Member States. Criteria on the
basis of which Europol would
issue proposalsfor the entry of
alertsinto the Schengen
Information System should be
further specified by the

M anagement Board.
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guards or police officers, who
do not have access to the
Europol information system
and the ETIAS watch-list,
through which such
information is also shared.
Alerts should be entered in
SIS by Europoal in full respect
of fundamental rights and
data protection rules.

21

4 Regulation (EV)
2018/1862 of the European
Parliament and of the Council
of 28 November 2018 on the
establishment, operation and
use of the Schengen
Information System (SIS) in
the field of police cooperation
and judicial cooperation in
criminal matters, amending
and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council
and Commission Decision
2010/261/EU (OJL 312,
7.12.2018, p. 56-106).

%5 Regulation (EU) 2018/1862
of the European Parliament and
of the Council of 28 November
2018 on the establishment,
operation and use of the
Schengen Information System
(SIS) inthe field of police
cooperation and judicial
cooperation in criminal matters,
amending and repealing
Council Decision
2007/533/JHA, and repealing
Regulation (EC) No 1986/2006
of the European Parliament and
of the Council and Commission
Decision 2010/261/EU (OJ L
312, 7.12.2018, p. 56).

4 Regulation (EU) 2018/1862
of the European Parliament and of
the Council of 28 November 2018
on the establishment, operation and
use of the Schengen Information
System (SIS) in the field of police
cooperation and judicial
cooperation in criminal matters,
amending and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council and
Commission Decision 2010/261/EU
(OJL 312, 7.12.2018, p. 56-106).

22..

5 Regulation (EU)
2018/1862 of the European
Parliament and of the Council
of 28 November 2018 on the

5 Regulation (EU) 2018/1862
of the European Parliament and of
the Council of 28 November 2018
on the establishment, operation and
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establishment, operation and
use of the Schengen
Information System (SIS) in
the field of police cooperation
and judicia cooperation in
criminal matters, amending
and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council
and Commission Decision
2010/261/EU (OJ L 312,
7.12.2018, p. 56-106).

use of the Schengen Information
System (SIS) in the field of police
cooperation and judicial
cooperation in criminal matters,
amending and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council and
Commission Decision 2010/261/EU
(OJL 312,7.12.2018, p. 56-106).

23.

AM 9
Recital 8 a (new)

(8a) Europol hasan
important role to play in
supporting Member States to
fight serious crime and
terrorism through its expertise
and analysis capabilities. To
ensure better cooperation
between Member States and

I nterpol in accordance with
Union and international law,
Europol should actively
monitor, analyse and appraise
red alerts which I nterpol
publishes at the request of
third countries and notify
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Member States, the European
External Action Service and
the Commission when thereis
reasonable suspicion that an
alert wasissued in violation of
Article 3 of the I nterpol

constitution.

24. 9) Europol has an AM 10 9 Europol has an important
important roleto play in 9) Europol has an role to play in support of the
support of the evaluation and | important role to play in evaluation and monitoring
monitoring mechanism to support of the evaluation and mechanism to verify the application
verify the application of the monitoring mechanism to of the Schengen acquis as
Schengen acquis as verify the application of the established by Council Regulation
established by Council Schengen acquis as established | (EU) No 1053/2013. Given the need
Regulation (EU) No by Council Regulation (EU) No | to reinforce the Union’s internal
1053/2013. Giventheneedto | 1053/2013. Europol should security, Europol should contribute
reinforce the Union’s internal | therefore, upon request, with its expertise, analysis, reports
security, Europol should contribute with its expertise, and other relevant information to
contribute with its expertise, analyses, reports and other the eatire evaluation and
analysis, reports and other relevant information to the
relevant information to the entire Schengen Evaluation
entire evaluation and Mechanism, from /isits al i
monitoring process, from programming to on-site visits ! FSt
programming to on-sitevisits | and the follow-up. Europol ! '
and the follow-up. Europol should also assist in developing | meriteringtosls.
should also assist in and updating the evaluation and
devel oping and updating the monitoring tools.
evaluation and monitoring
tools.

o5 . AM 11 -

: (10) Risk assessments are (10) Risk assessments are an
an essential element of (10) Risk assessments essential element of foresight to

foresight to anticipate new

contribute to anticipate new

anticipate new trends and to address
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trends and to address new
threats in serious crime and
terrorism. To support the
Commission and the Member
States in carrying out effective
risk assessments, Europol
should provide threats
assessment analysis based on
the information it holds on
criminal phenomena and

trends and threats in serious
crime and terrorism. Europol
should provide threats
assessment analysesto the
Member States based on the
information it holds on crimina
phenomena and trends, without
prejudice to Union law
provisions on customs risk
management.

new threats in serious crime and
terrorism. To support the
Commission and the Member States
in carrying out effective risk
assessments, Europol should
provide threats assessment analysis
based on the information it holds on
criminal phenomena and trends,
without prejudice to the EU law
provisions on customs risk

trends, without prejudice to the management.
EU law provisions on customs
risk management.
26. (11) Inordertohelp EU AM 12 (11) Inorder to help EU funding
funding for security research (11) Inordertohelp EU for security research to develop its

to develop its full potential and
address the needs of law
enforcement, Europol should
assist the Commissionin
identifying key research
themes, drawing up and
implementing the Union
framework programmes for
research and innovation that
arerelevant to Europol’s
objectives. When Europol
assists the Commission in
identifying key research
themes, drawing up and
implementing a Union
framework programme, it
should not receive funding

funding for security research to
develop itsfull potential and
address the needs of law
enforcement, Europol should
assist the Commission in
identifying key research
themes, drawing up and
implementing the Union
framework programmes for
research and innovation that are
relevant to Europol’s
objectives. In order to avoid
any conflicts of interest,
Europol should not receive
funding from Union
framework programmesin
whose design or

full potential and address the needs
of law enforcement, Europol should
assist the Commissionin
identifying key research themes,
drawing up and implementing the
Union framework programmes for
research and innovation that are
relevant to Europol’s objectives.
When Europol assists the
Commission in identifying key
research themes, drawing up and
implementing a Union framework
programme, it should not receive
funding from that programmein
accordance with the conflict of
interest principle. It istherefore
necessary to provide for adeguate
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from that programme in
accordance with the conflict of
interest principle.

implementation it playsarole.

and reliable funding of the

resear ch and innovation efforts at

Europol so that it can assist the

Member States and the

Commission in that area.

27.

(12) Itispossiblefor the
Union and the Members States
to adopt restrictive measures
relating to foreign direct
investment on the grounds of
security or public order. To
that end, Regulation (EU)
2019/452 of the European
Parliament and of the Council®
establishes a framework for
the screening of foreign direct
investments into the Union
that provides Member States
and the Commission with the
means to address risks to
security or public order in a
comprehensive manner. As
part of the assessment of
expected implications for
security or public order,
Europol should support the
screening of specific cases of
foreign direct investments into
the Union that concern
undertakings providing
technologies used or being
developed by Europol or by

AM 13

(12) Itispossiblefor the
Union and the Members States
to adopt restrictive measures
relating to foreign direct
investment on the grounds of
security or public order. To that
end, Regulation (EU) 2019/452
of the European Parliament and
of the Council®establishes a
framework for the screening of
foreign direct investments into
the Union that provides
Member States and the
Commission with the meansto
address risks to security or
public order ina
comprehensive manner.
Foreign direct investmentsin
emerging technologies deserve
particular attention asthey
can have far-reaching
implications for security and
public order, in particular
when such technologies are
deployed by law enforcement
authorities. Given itsrolein
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Member States for the
prevention and investigation of
crimes.

monitoring emerging
technologies and its active
involvement in developing new
ways of using those
technologiesfor law
enforcement purposes, notably
through its Innovation Lab
and Innovation Hub, Europol
has extensive knowledge
regarding the opportunities
offered by such technologies
aswell astherisks associated
to their use. Europol should
therefore support Member
States and the Commission in
the screening of foreign direct
investments into the Union that
concern undertakings providing
technologies, including
software used by Europol or by
Member States for the
prevention and investigation of
crimes covered by Europol’s
objectives or critical
technologies that could be
used to facilitate terrorism. In
this context, Europol’s
expertise should support the
screening of theforeign direct
investments and the related
risksto security. Particular
account should be taken of
whether the foreign investor
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has already been involved in
activities affecting security in
aMember State, whether there
iIsaseriousrisk that the
foreign investor engagesin
illegal or criminal activities, or
whether the foreign investor is
controlled directly or indirectly
by the government of athird
country, including through
subsidies.

28.

6 Regulation (EU)
2019/452 of the European
Parliament and of the Council
of 19 March 2019 establishing
aframework for the screening
of foreign direct investments
into the Union (OJL 79I ,
21.3.2019, p. 1-14).

5" Regulation (EU) 2019/452 of
the European Parliament and of
the Council of 19 March 2019
establishing aframework for
the screening of foreign direct
investments into the Union (OJ
L 791, 21.3.2019, p. 1).

6 Regulation (EU) 2019/452
of the European Parliament and of
the Council of 19 March 2019
establishing aframework for the
screening of foreign direct
investments into the Union (OJ L
791 , 21.3.2019, p. 1-14).

29.

(13) Europol provides
specialised expertise for
countering serious crime and
terrorism. Upon request by a
Member State, Europol staff
should be able to provide
operational support to that
Member State’s law
enforcement authorities on the
ground in operations and
investigations, in particular by
facilitating cross-border
information exchange and

(13) Europol provides specialised
expertise for countering serious
crime and terrorism. Upon request
by aMember State, Europol staff
should be ableto provide
operational support to that Member
State’s law enforcement authorities
on the ground in operations and
investigations, in particular by
facilitating cross-border information
exchange and providing forensic
and technical support in operations
and investigations, including in the
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technical support in operations Upon request by a Member State,

and investigations, including
in the context of joint
investigation teams. Upon
request by a Member State,
Europol staff should be
entitled to be present when
investigative measures are
taken in that Member State
and assist in the taking of
these investigative measures.
Europol staff should not have
the power to execute
investigative measures.

Europol staff should be entitled to
be present when investigative

power to execute investigative
measures.

30.

(14)  One of Europol’s
objectivesisto support and
strengthen action by the
competent authorities of the
Member States and their
mutual cooperation in
preventing and combatting
forms of crime which affect a
common interest covered by a
Union policy. To strengthen
that support, Europol should
be able to request the
competent authorities of a
Member State to initiate,
conduct or coordinate a
criminal investigation of a
crime, which affectsa

AM 14

(14)  One of Europol’s
objectivesisto support and
strengthen action by the
competent authorities of the
Member States and their
mutual cooperationin
preventing and combatting
forms of crime which affect a
common interest covered by a
Union policy. To strengthen
that support, Europol should be
able to request the competent
authorities of aMember State
to initiate, conduct or
coordinate a criminal
investigation of acrime, which
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common interest covered by a
Union policy, even where the
crime concerned is not of a
cross-border nature. Europol
should inform Eurojust of such
requests.

affects acommon interest
covered by aUnion policy,
even where the crime
concerned is not of a cross-
border nature. Europol should
inform Eurojust and, where
relevant, the European Public
Prosecutor’s Office (‘the
EPPO”), of such requests.

Council

31

(15)  Publishing the identity
and certain personal data of
suspects or convicted
individuals, who are wanted
based on a Member State’s
judicia decision, increases the
chances of locating and
arresting such individuals. To
support Member Statesin this
task, Europol should be able to
publish on its website
information on Europe’s most
wanted fugitives for crimina
offences in respect of which
Europol is competent, and
facilitate the provision of
information by the public on
these individuals.

AM 15

(15) Publishing the identity
and certain personal data of
suspects or convicted
individuals, who are wanted
based on a Member State’s
judicia decision, increases the
chances of locating and
arresting such individuals. To
support Member Statesin this
task, Europol should be able to
publish on its website
information on Europe’s most
wanted fugitives for criminal
offencesin respect of which
Europol is competent, and
facilitate the provision of
information by the public on
these individuals to Europol or
the competent national
authorities.

(15) Publishing the identity and
certain personal data of suspects or
convicted individuas, who are
wanted based on a Member State’s
judicial decision, increases the
chances of locating and arresting
such individuals. To support
Member Statesin thistask, Europol
should be able to publish on its
website information on Europe’s
most wanted fugitives for crimina
offencesin respect of which
Europol is competent, and facilitate
the provision of information by the
public to the Member States on
these individuals.
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32.

(15a) When receiving per sonal

Written procedur e 20/1/2022:

data, Europol may befaced with
three situations. First, Europol
may receive personal data that
fallsinto the categories of data
subjects set out in Annex |1 of this
Regulation. Second, Europol may
receive investigative data that
national authoritiesare
authorised to processin a
criminal investigation in
accordance with procedural
reguirements and safequards
applicable under their national
law, for which they request
Europol’s support for a specific
criminal investigation, and that
does not fall into the categories of
data subjects set out in Annex 11
of this Regulation. I n that case,
Europol should be able to process
that investigative data for aslong
asit supportsthe specific
criminal investigation. Third, and
without therequest for support
for a specific criminal
investigation, Europol may
receive per sonal data that might
not fall into the categories of data
subjects set out in Annex |1 of this
Regulation. In that case, Europol
should be ableto verify if that
personal data correspondsto one

PRES compromise suggestion

(158) When receiving persona
data, and after having ascertained
that this data falls under its tasks,
Europol may be faced with three
situations. First, Europol may
receive personal datathat fallsinto
the categories of data subjects set
out in Annex 1l of this Regulation.
Second, Europol may receive fef
aswel-astfer investigative data that
national authorities are authorised to
processin acriminal investigation
in accordance with procedural
requirements and safeguards
applicable under their national law,
for which they request Europol’s
support for a specific criminal
investigation, and that does not fall
into the categories of data subjects
set out in Annex Il of this
Regulation. In that case, Europol
should be able to process that
investigative datafor aslong as it
supports the specific criminal
investigation. ©Ree-confirmed-that
personal data falls within one of
the data categories set out in
Annex I} or that data may be
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of those categories of data
subjects. In all three situations,
Europol may process the per sonal

data to support Member Statesin
countering serious crime and
terrorism. Where applicable and
asfar aspossible, Europol should
make a clear distinction between
the operational personal data of
different categories of data

subjects.

Europol may receive persona data,

that might not fall into the
categories of data subjects set out in
Annex Il of this Regulation. In that
case, Europol should be able to
verify if that personal data
corresponds to one of those
categories of data subjects. tr-aH

situations,
Europol may process the personal
data to support Member Statesin
counten ng serious cri me and
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15/11/2021: COM suggestion
linked to Art. 18(5) to use CSL text
with amodified explanation
regarding the distinction between
the personal data of different
categories of data subjects

32a Written procedur e 20/1/2022:
PRES suggestion linked to line 165
(Art. 18(5his))

32b Written procedur e 20/1/2022:

PRES suggestion linked to line 272
(Art. 26(6b))
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33. (16) Toensurethat AM 16 (16) Whilerespecting the Written procedur e 20/1/2022:
processing of personal data by principle of data m| nimisationFe | PRES compromise suggestion to
Europol islimited to the (16) Toensurethat : combine CSL/EP texts

categories of data subjects
whose data may be processed
under this Regulation, Europol
should be able to verify if
personal datareceived in the
context of preventing and

processing of personal data by
Europol islimited to the
categories of data subjects
whose data may be processed
under this Regulation, Europol
should be ableto verify if
persona datareceived in the

Reg%a Europol should be able
to verify if personal datareceivedin
the context of preventing and

(16) While respecting the
principle of data minimisation
m|n|m|sat|on %&%&

Page 25 of 262




25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

countering crimes falling
within the scope of Europol’s
objectives corresponds to one
of those categories of data
subjects. To that end, Europol
should be ableto carry out a
pre-analysis of personal data
received with the sole purpose
of determining whether such
datafallsinto those categories
of data subjects. To this end,
Europol should be ableto filter
the data by checking it against
data already held by Europol.
Such pre-analysis should take
place prior to Europol’s data
processing for cross-checking,
strategic analysis, operational
analysis or exchange of
information. If the pre-analysis
indicates that personal data
does not fall into the
categories of data subjects
whose data may be processed
under this Regulation, Europol
should delete that data.

context of preventing and
countering crimes falling
within the scope of Europol’s
objectives corresponds to one
of those categories of data
subjects. To that end, Europol
should be ableto carry out a
pre-analysis of personal data
received with the sole purpose
of determining whether such
datafalls into those categories
of data subjects by checking
the data against data it already
holds, without further
analysing the data for
additional leads at this stage.
Such pre-analysis should take
place prior to, and separate
from, Europol’s data
processing for cross-checking,
strategic analysis, operational
analysis or exchange of
information and after Europol
has established that the data
are relevant and necessary for
the performance of its tasks.

countering crimes falling within the
scope of Europol’s objectives
corresponds to one of theese
categories of data subjects set out
in Annex 11 of this Regulation. To
that end, Europol should be ableto
carry out apre-analysis of persona
data received with the sole purpose
of determining whether such data
fallsinto those categories of data
subjects. To this end, Europol
should be able to filter the data by
checking it against data already
held by Europol. Such pre-analysis
should take place prior to Europol’s
data processing for cross-checking,
strategic analysis, operational
analysis or exchange of
information. If the pre-analysis
indicates that personal data does not
fall into the categories of data
subjects whose data may be
processed under this Regulation,
Europol should delete that data.

personal datareceived in the
context of preventing and
countering crimes falling within the
scope of Europol’s objectives
corresponds to one of theese
categories of data subjects set out
in Annex |1 of this Regulation. To

that end, Europol should be able to
carry out apre-anaysis of personal
data received with the sole purpose
of determining whether such data
fallsinto those categories of data
subjects by checking the data
against data it already holds,
without further analysing the data
for additional leads at this stage.
Such pre-analysis should take place
prior to, and separate from,
Europol’s data processing for cross-
checking, strategic analysis,
operational analysis or exchange of
information and after Europol has
established that the data are
relevant and necessary for the
performance of its tasks. Once
confirmed that personal data falls
into the categories of data subjects
set out in Annex |1, Europol
should be able to process that
personal data for cross-checking,
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strategic analysis, operational
analysis or exchange of
information. If Europol concludes
that personal data does not fall into
the cateqgories of data subjects set
outin Annex |1, Europal should
delete that data.

AM 17
Recital 16a (new)

(16a) Asaresult of new
available information in the
context of investigations, for
example regarding additional
suspects, the categorisation of
personal datain a given
dataset may change over time.
For thisreason, Europol
should exceptionally be
allowed to process personal
data for the purpose of
determining the categories of
data subjects for a maximum
period of one year. Europol
should be able to extend the
maximum processing period
by up to six monthsin duly
justified cases and provided
that such an extension is
necessary and proportionate.
The European Data Protection
Supervisor (EDPS) should be
informed of the extension.
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Where the processing of
personal data for the purpose
of determining the categories
of data subjectsisno longer
necessary and justified, and in
any case after the end of the
maximum processing period,
Europol should delete the
relevant data.

35.

(17) Datacollectedin
criminal investigations have
been increasing in size and
have become more complex.
Member States submit large
and complex datasetsto
Europol, requesting Europol’s
operational analysis to detect
links to other crimes and
criminals in other Member
States and outside the Union.
Member States cannot detect
such cross-border links
through their own analysis of
the data. Europol should be
able to support Member
States’ criminal investigations
by processing large and
complex datasets to detect
such cross-border links where
the strict requirements set out

in this Regulation are fulfilled.

AM 18

(17) Datacollectedin
criminal investigations have
been increasing in size and
have become more complex.
Member States submit large
and complex datasets to
Europol, requesting Europol’s
operational analysis to detect
links to other crimes and
criminals in other Member
States and outside the Union.
Member States can detect such
cross-border links less
effectively through their own
analysis of the data. Europol
should therefore be able to
support Member States’
criminal investigations by
processing large and complex
datasets to detect such cross-
border links where the strict

(17) Datacollected in criminal
investigations have been increasing
in size and have become more
complex. Member States submit
large and complex datasets to
Europol, requesting Europol’s
operational analysis to detect links
to other crimes and criminalsin
other Member States and outside
the Union. Member States cannot
detect such cross-border links
through their own analysis of the
data. Europol should be able to
support Member States’ criminal
investigations by processing large
and complex datasets to detect such
cross-border links where the strict
requirements set out in this
Regulation are fulfilled. Where
necessary to support effectively a
specific criminal investigation in a
Member State, Europol should be
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Where necessary to support requirements and safeguards | ableto process these such

effectively a specific criminal | set out in this Regulation are investigative data sets that national

investigation in a Member fulfilled. Where necessary to authorities haveaeguired are

State, Europol should be able
to process those data sets that
national authorities have
acquired in the context of that
criminal investigation in
accordance with procedural
requirements and safeguards
applicable under their national
criminal law and subsequently
submitted to Europol. Where a
Member State provides
Europol with an investigative
case file requesting Europol’s
support for a specific criminal
investigation, Europol should
be able to process al data
contained in that filefor as
long as it supports that specific
criminal investigation. Europol
should also be able to process
personal datathat is necessary
for its support to a specific
criminal investigation in a
Member Stateif that data
originates from athird
country, provided that the third
country issubject to a
Commission decision finding
that the country ensures an
adequate level of data

support effectively a specific
criminal investigation in a
Member State or where a
Member State or Union body
reguests a strategic analysis
within the mandate of
Europol, Europol should be
able to process those data sets
that national authorities have
acquired in the context of that
criminal investigation in
accordance with procedural
requirements and safeguards
applicable under their national
criminal law and subsequently
submitted to Europol. Where a
Member State, the EPPO or
Eurojust provide Europol with
an investigative casefile
requesting Europol to support a
specific criminal investigation
within the mandate of Europol
by providing operational
analysis, Europol should be
ableto process all data
contained in that file for aslong
as it supports that specific
criminal investigation.

authorised to processin the
eontextof that criminal
investigation in accordance with
procedural requirements and
safeguards applicable under their
national erakaal law and
subsequently submitted to Europol.
This should include personal data
wherea Member State has not
been ableto ascertain whether
that data fallsinto the categories
of data subjects set out in Annex
|l of this Regulation. Where a
Member State provides Europol
with aa-investigative data easefie
requesting Europol’s support for a
specific criminal investigation,
Europol should be able to process
all that data eertaredathatfile
for aslong as it supports that
specific criminal
investigationEuropol should also be
able to process persona datathat is
necessary for its support to a
specific criminal investigation in a
Member State if that data originates
from athird country, provided that
the third country is subject to a
Commission decision finding that
the country ensures an adequate
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protection (‘adequacy
decision’), or, in the absence
of an adequacy decision, an
international agreement
concluded by the Union
pursuant to Article 218 TFEU,
Or a cooperation agreement
allowing for the exchange of
personal data concluded
between Europol and the third
country prior to the entry into
force of Regulation (EU)
2016/794, and provided that
the third county acquired the
datain the context of a
criminal investigation in
accordance with procedural
requirements and safeguards
applicable under its national
criminal law.

level of data protection (*adequacy
decision’), or, in the absence of an
adeguacy decision, an international
agreement concluded by the Union
pursuant to Article 218 TFEU, or a
cooperation agreement allowing for
the exchange of personal data
concluded between Europol and the
third country prior to the entry into
force of Regulation (EU) 2016/794,
and provided that the third county
acquired the data in the context of a
criminal investigation in accordance
with procedural requirements and
safeguards applicable under its
national criminal law.

36.

(17a) Europol should also be
ableto processinvestigative data
that the European Public
Prosecutor’s Office (‘EPPQO’) is
authorised to processin a
criminal investigation in
accordance with procedural

requirements and safeguards

applicable under Union law and

national law and which was

submitted by EPPO within its
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competences to Europol for
support.

37.

(18) To ensurethat any data
processing is necessary and
proportionate, Member States
should ensure compliance with
national and Union law when
they submit an investigative
case file to Europol. Europol
should verify whether, in order
to support a specific crimina
investigation, it is necessary
and proportionate to process
personal datathat may not fall
into the categories of data
subjects whose data may
generally be processed under
Annex Il of Regulation (EU)
2016/794. Europol should
document that assessment.
Europol should store such data
with functional separation
from other data and should
only processit where
necessary for its support to the
specific criminal investigation,
such asin case of anew lead.

AM 19

(18) To ensurethat any
personal datato be processed
by Europol is necessary and
proportionate, Member States
should ensure compliance with
national and Union law when
they submit an investigative
case file containing personal
data to Europol, including,
where applicable, prior
judicial authorisation. Bearing
in mind that the Court of
Justice of the European Union
(the “‘Court of Justice’)
considersthat accessto
personal data with a view to its
retention or use affectsthe
fundamental right to respect
for private life guaranteed by
Article 7 of the Charter of
Fundamental Rights of the
European Union (‘the
Charter’), Europol should
verify whether, in order to
support a specific criminal
investigation, it is necessary
and proportionate to process
personal datathat may not fall
into the categories of data

(18) To ensurethat any data
processing is necessary and
proportionate, Member States
should ensure compliance with
national and Union law when they
submit ar investigative easefiHe
datato Europol. Member States
should inform Europol when
their authorisation to process
data in the specific criminal
investigation in accor dance with
procedural requirements and
safeguards under the applicable
national law has ceased to exist.
Europol should verify whether, in
order to support a specific criminal
investigation, it is necessary and
proportionate to process personal
data that may not fal into the
categories of data subjects whose
data may generally be processed
under Annex |1 of Regulation (EU)
2016/794. Europol should
document that assessment. Europol
should store such datawith
functional separation from other
data and should only processit
where necessary for its support to
the specific criminal investigation,
such asin case of anew lead.

Written procedure 20/1/2022:
PRES compromise suggestion to
further amend the COM
compromise suggestion below
(linked to line 191)

Commission compromise
proposal (6/12/2021):

“(18) To ensure that any data
processing iS necessary and
proportionate, Member  States
should ensure compliance with
national and Union law when they
submit am investigative ease—fHe
data to Europol. When submitting
investigative data to Europol to
request Europol’s support for a
specific criminal investigation,
Member States should take
aecount-of consider the scale and
complexity of the processing and
the type and importance of the
investigation. Member _ States
should inform Europol when their
authorisation to process data in
the specific criminal _investigation
in _accordance with procedural
requirements and  safeqguards
under the applicable national law
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subjects whose data may be
processed under Annex |l of
Regulation (EU) 2016/794.
Europol should document that
assessment. Europol should
store such data with functional
separation from other data and
should only processit where
necessary for its support to the
specific criminal investigation,
such asin case of anew lead.

has ceased to exist. Europol should
verify whether, in order to support a
specific criminal investigation, it is
necessary and proportionate to
process personal data that may not
fall into the categories of data
subjects whose data may generally
be processed under Annex Il of
Regulation (EU) 2016/794. Europol
should document that assessment.
Europol should store such data with
functional separation from other data
and should only process it where
necessary for its support to the
specific criminal investigation, such
as in case of a new lead.”

38.

AM 20

Recital 18 a (new)

(18a) Europol should also be
able to process personal data
that is necessary for its
support to a specific criminal
investigation in one or more
Member Statesif that data
originates from athird
country, provided that the
third country is the subject of
an adequacy decision, an
international agreement
concluded by the Union
pursuant to Article 218 TFEU
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that includes the transfer of
personal data for law
enforcement purposes, or a
cooperation agreement
allowing for the exchange of
personal data concluded
between Europol and the third
country prior to theentry into
force of Regulation (EU)
2016/794, and provided that
the third county acquired the
data in the context of a
criminal investigation in
accordance with procedural
requirements and safeguards
applicable under its national
criminal law. Where an
investigative casefileis
provided to Europol by a third
country, Europol should verify
that the amount of personal
data is not disproportionatein
relation to the specific
investigation in a Member
State that Europol supports,
and that there are no objective
elementsindicating that the
case file has been obtained by
the third country in manifest
violation of fundamental
rights. Where Europol reaches
the conclusion that those
conditions are not met, it
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should not process the data.
The EDPS should be informed
of the processing and should
be provided the investigative
casefile, thejustification for
the necessity of the processing
by Europol, and a general
description of the categories of
data.

39.

(19) Toensurethat a
Member State can use
Europol’s analytical reports as
part of judicial proceedings
following a criminal
investigation, Europol should
be able to store the related
investigative case file upon
request of that Member State
for the purpose of ensuring the
veracity, reliability and
traceability of the criminal
intelligence process. Europol
should store such data
separately and only for aslong
asthejudicia proceedings
related to that criminal
investigation are on-going in
the Member State. Thereisa
need to ensure access of
competent judicial authorities
aswell astherights of

AM 21

(19) Toensurethat a
Member State can use
Europol’s analytical reports as
part of judicial proceedings
following a criminal
investigation, Europol should
be able to store the related
investigative case file upon
request of that Member State,
the EPPO or Eurojust until
thejudicial proceeding is
concluded for the purpose of
ensuring the veracity, reliability
and traceability of the criminal
intelligence process. Europol
should store such data
separately and only for aslong
asthejudicia proceedings
related to that criminal
investigation are on-going in
the Member State. Thereisa

(19) Toensurethat aMember
State can use Europol’s analytical
reports as part of judicial
proceedings following a criminal
investigation, Europol should be
able to store the related
investigative easefHe data upon
request of that Member State for the
purpose of ensuring the veracity,
reliability and traceability of the
criminal intelligence process.
Europol should store such data
separately and only for aslong as
the judicial proceedings related to
that criminal investigation are on-
going in the Member State. Thereis
aneed to ensure access of
competent judicial authorities as
well astherights of defence, in
particular the right of suspects or
accused persons or their lawyers of
access to the materials of the case.
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defence, in particular the right
of suspects or accused persons
or their lawyers of accessto
the materials of the case.

need to ensure access of
competent judicial authorities
aswell astherights of defence,
in particular the right of
suspects or accused persons or
their lawyers of accessto the
materials of the case. To this
end, Europol should log all
evidence and the methods by
which it has been produced or
acquired by Europol to allow
for effective scrutiny of
evidence by the defence.

40.

(20)  Cross-border cases of
serious crime or terrorism
require close collaboration
between the law enforcement
authorities of the Member
States concerned. Europol
provides tools to support such
cooperation in investigations,
notably through the exchange
of information. To further
enhance such cooperation in
specific investigations by way
of joint operationa analysis,
Member States should be able
to alow other Member States
to access directly the
information they provided to
Europol, without prejudice to

AM 22

(20)  Cross-border cases of
serious crime or terrorism
require close cooperation
between the law enforcement
authorities of the Member
States concerned. Europol
provides tools to support such
cooperation in investigations,
notably through the exchange
of information. To further
enhance such cooperation in
specific investigations by way
of joint operational analysis,
Member States should be able
to alow other Member States
to directly accessthe
information they provided to

(20)  Cross-border cases of
Serious crime or terrorism require
close collaboration between the law
enforcement authorities of the
Member States concerned. Europol
provides tools to support such
cooperation in investigations,
notably through the exchange of
information. To further enhance
such cooperation in specific
investigations by way of joint
operational analysis, Member States
should be able to allow other
Member States to access directly
the information they provided to
Europol, without prejudice to any
restrictions they put on access to
that information. Any processing of
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any restrictions they put on
access to that information.
Any processing of personal
data by Member Statesin joint
operational analysis should
take place in accordance with
the rules and safeguards set
out in this Regulation.

Europol, without prejudice to
any general or specific
restrictions they put on access
to that information. Any
processing of personal data by
Member Statesin joint
operational analysis should
take place in compliance with
personal datarulesin
accordance with Directive
(EVU) 2016/680 of the
European Parliament and of
the Council'? aswell as the
safeguards set out in this
Regulation.

1a Directive (EU) 2016/680 of
the European Parliament and
of the Council of 27 April
2016 on the protection of
natural personswith regard to
the processing of personal
data by competent authorities
for the purposes of the
prevention, investigation,
detection or prosecution of
criminal offencesor the
execution of criminal
penalties, and on the free
movement of such data, and
repealing Council Framework
Decision 2008/977/JHA (OJ L

personal data by Member Statesin
joint operational analysis should
take place in accordance with the
rules and safeguards set out in this
Regulation.
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119, 4.5.2016, p. 89).
41. (21) Europol provides AM 23 (21) Europol provides
operational support to the (21)  Europol provides operational support to the criminal

criminal investigations of the
competent authorities of the
Member States, especially by
providing operational and
forensic analysis. Member
States should be able to make
the results of these activities
availableto their relevant
other authorities, including
prosecutors and crimina
courts, throughout the whole
lifecycle of criminal
proceedings]. To that end,
Europol staff should be
enabled to give evidence,
which came to their
knowledge in the performance
of their duties or the exercise
of their activities, in criminal
proceedings, without prejudice
to the applicable use
restrictions and nationa
criminal procedural law.

operational support to the
criminal investigations of the
competent authorities of the
Member States, including by
providing operational and
forensic analysis. Member
States should be able to make
the results of these activities
availableto their relevant other
authorities, including
prosecutors and criminal
courts, as well as defence
lawyers, throughout the whole
lifecycle of criminal
proceedings. To that end,
Europol staff authorised by the
Executive Director should be
enabled to give evidence,
which came to their knowledge
in the performance of their
duties or the exercise of their
activities, in criminal
proceedings, without prejudice
to the applicable use
restrictions and national
procedural law.

investigations of the competent
authorities of the Member States,
especialy by providing operational
and forensic analysis. Member
States should be able to make the
results of these activities available
to their relevant other authorities,
including prosecutors and crimina
courts, throughout the whole
lifecycle of criminal proceedings].
To that end, Europol staff should be
enabled to give evidence, which
cameto their knowledge in the
performance of their duties or the
exercise of their activities, in
criminal proceedings, without
prejudice to the applicable use
restrictions and nationa criminal
procedural law.
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42. (22) Europol and the AM 24 (22) Europol and the European
European Public Prosecutor’s (22)  Europol and the EPPO Public Prosecutor’s Office

Office (‘EPPQ’) established
by Council Regulation (EU)
2017/1939’, should put
necessary arrangementsin
place to optimisetheir
operational cooperation, taking
due account of their respective
tasks and mandates. Europol
should work closely with the
EPPO and actively support the
investigations and
prosecutions of the EPPO
upon its request, including by
providing analytical support
and exchanging relevant
information, as well as
cooperate with it, from the
moment a suspected offenceis
reported to the EPPO until the
moment it determines whether
to prosecute or otherwise
dispose of the case. Europol
should, without undue delay,
report to the EPPO any
criminal conduct in respect of
which the EPPO could
exercise its competence. To
enhance operational
cooperation between Europol
and the EPPO, Europol should
enable the EPPO to have

established by Council
Regulation (EU) 2017/1939%,
should conclude working
arrangements setting out the
process for their cooperation
and, taking due account of their
respective tasks and mandates.
Europol should work closely
with the EPPO and actively
support the investigations of
the EPPO upon its request,
including by providing
analytical support and
exchanging relevant
information, aswell as
cooperate with it, from the
moment a suspected offenceis
reported to the EPPO until the
moment it determines whether
to prosecute or otherwise
dispose of the case. Europol
should, without undue delay,
report to the EPPO any
criminal conduct in respect of
which the EPPO could exercise
its competence. To enhance
operational cooperation
between Europol and the
EPPO, Europol should enable
the EPPO to have access, on

(‘EPPQO’) established by Council
Regulation (EU) 2017/1939’,
should put necessary arrangements
in place to optimise their
operational cooperation, taking due
account of their respective tasks and
mandates. Europol should work
closely with the EPPO and actively
support the investigations and

presesutions of the EPPO upon its
request, including by providing

analytical support and exchargiag
relevant information, as well as
cooperate with it, from the moment
a suspected offence is reported to
the EPPO until the moment it
determines whether to prosecute or
otherwise dispose of the case.
Europol should, without undue
delay, report to the EPPO any
criminal conduct in respect of
which the EPPO could exercise its
competence. To enhance
operational cooperation between
Europol and the EPPO, Europol
should enable the EPPO to have

9;%%@!% to data avai Iable at Europol
in accordance with the safeguards
and data protection guarantees
provided for in this Regulation,
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access, on the basis of a hit/no
hit system, to data available at
Europol, in accordance with
the safeguards and data
protection guarantees provided
for in this Regulation. The
rules on the transmission to
Union bodies set out in this
Regulation should apply to
Europol’s cooperation with the
EPPO. Europol should also be
able to support criminal
investigations by the EPPO by
way of analysis of large and
complex datasets.

the basis of a hit/no hit system,
to data provided to Europol for
strategic or operational
analysisor cross-checking, in
accordance with the safeguards
and data protection guarantees
provided for in this Regulation.
The rules on the transmission
to Union bodies set out in this
Regulation should apply to
Europol’s cooperation with the
EPPO. Europol should also be
able to support criminal
investigations by the EPPO by
way of analysis of large and
complex datasetsin
accordance with the
safeguards and data protection
guarantees provided for in this
Regulation.

including any restrictions
indicated by the entity which
provided theinformation to
Europol. Theruleson the
transmission to Union bodies set
out in this Regulation should apply
to Europol’s cooperation with the
EPPO. Europol should aso be able
to support criminal investigations
by the EPPO by way of analysis of
large and complex datasets.

! Council Regulation

(EU) 2017/1939 of 12 October
2017 implementing enhanced
cooperation on the
establishment of the European
Public Prosecutor’s Office
(‘the EPPO’) (OJ L 283,
31.10.2017, p. 1-71).

%8 Council Regulation (EU)
2017/1939 of 12 October 2017
implementing enhanced
cooperation on the
establishment of the European
Public Prosecutor’s Office (‘the
EPPO’) (OJ L 283, 31.10.2017,

p. 1).

! Council Regulation (EU)
2017/1939 of 12 October 2017
implementing enhanced cooperation
on the establishment of the
European Public Prosecutor’s
Office (‘the EPPO”) (OJ L 283,
31.10.2017, p. 1-71).

(23) Europol should
cooperate closely with the

(23) Europol should cooperate
closely with the European Anti-
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European Anti-Fraud Office
(OLAF) to detect fraud,
corruption and any other
illegal activity affecting the
financial interests of the
Union. To that end, Europol
should transmit to OLAF
without delay any information
in respect of which OLAF
could exercise its competence.
The rules on the transmission
to Union bodies set out in this
Regulation should apply to
Europol’s cooperation with
OLAF.

Fraud Office (OLAF) to detect
fraud, corruption and any other
illegal activity affecting the
financial interests of the Union. To
that end, Europol should transmit to
OLAF without delay any
information in respect of which
OLAF could exerciseits
competence. The rules on the
transmission to Union bodies set
out in this Regulation should apply
to Europol’s cooperation with
OLAF.

45.

(24)  Seriouscrime and
terrorism often have links
beyond the territory of the
Union. Europol can exchange
personal datawith third
countries while safeguarding
the protection of privacy and
fundamental rights and
freedoms of the data subjects.
To reinforce cooperation with
third countries in preventing
and countering crimesfalling
within the scope of Europol’s
objectives, the Executive
Director of Europol should be
allowed to authorise categories
of transfers of personal datato

AM 25

(24) Seriouscrime and
terrorism often have links
beyond the territory of the
Union. Europol can exchange
personal datawith third
countries while safeguarding
the protection of privacy and
fundamental rights and
freedoms of the data subjects.
In circumstances whereit is
essential to the investigation of
crimes falling within the scope
of Europol’s objectives, the
Executive Director of Europol
should be allowed to authorise
a category of transfers of

(24)  Serious crime and terrorism
often have links beyond the
territory of the Union. Europol can
exchange personal data with third
countries while safeguarding the
protection of privacy and
fundamental rights and freedoms of
the data subjects. To reinforce
cooperation with third countriesin
preventing and countering crimes
falling within the scope of
Europol’s objectives, the Executive
Director of Europol should be
allowed to authorise a categoryies
of transfers of personal datato third

countries Ha-specific-sHuations and

on a case-by-case basis, where such

Written procedur e 20/1/2022:
PRES compromise suggestion to
further

TM 26/11/2021: CSL positive
scrutiny; to check internally

EP compromise proposal

25/11/2021):

Serious crime and terrorism often
have links beyond the territory of the
Union. Europol can exchange
personal data with third countries
while safeguarding the protection of
privacy and fundamental rights and
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third countries in specific
situations and on a case-by-
case basis, where such a group
of transfersrelated to a
specific situation are necessary
and meet al the requirements
of this Regulation.

personal datato third countries
in specific situations and on a
case-by-case basis, where such
category of transfersrelated to
a specific situation is necessary
and proportionate for the
investigation of the specific
crime and meets all the
requirements of this
Regulation.

a-grodp-of transfers related to athe
same specific situation, consist of
the same categories of personal
data and the same categories of
data subjects and are necessary
and meet all the requirements of
this Regulation. This should cover
situationswherethetransfer of
personal dataisnecessary in
order to protect thevital interests
of the data subject or of another
person; necessary to safequard
legitimate interests of the data
subject; essential for the
prevention of an immediate and

freedoms of the data subjects. In
circumstances where it is essential
to the investigation of crimesfalling
within the scope of Europol’s
objectives, the Executive Director of
Europol should be alowed to
authorise a category of transfers of
personal data to third countries a
specifiesiuations ard on a case-by-
case basis, where such a-greup-of a
category of transfers relates to athe
same specific situation, consists of
the same categories of personal
data and the same categories of
data subjects, is necessary and

seriousthreat to the public
security of aMember Stateor a
third country: necessary in
individual casesfor the purposes
of the prevention, investigation,
detection or prosecution of
criminal offences or the execution
of criminal sanctions; or
necessary in individual casesfor
the establishment, exercise or
defence of legal claimsrelating to
the prevention, investigation,
detection or prosecution of a
specific criminal offenceor the
execution of a specific criminal

proportionate for the investigation
of the specific crime and meets al
the requirements of this Regulation.

subjects! A category of transfers of
personal data to third countries

should be possible in specific

situations Fhis—should—~cover
EE e e e

where the transfer of personal
data is necessary either in order to
protect the vital interests of the

sanction.

data subject or of another person
or essential for the prevention of
an immediate and seriousthreat to
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the public security of a Member
State_or _a third country, or :
necessary to safeguard legitimate
interests of the data subject, or :
neecessary in individual cases for
the purposes of the prevention,
investigation, detection or
prosecution of criminal offencesor
the execution of  criminal
sanctions, or _——heeessary in
individual cases for the
establishment, exercise or _defence
of legal claims relating to the
prevention, investigation,
detection _or prosecution of a
specific_criminal _offence or the
execution of a specific_criminal
sanction.

46.

(24a) Transfersnot based on the
abovementioned authorisation by
the Executive Director, an
adeguacy decision, an
international agreement or a
cooper ation agreement should be
allowed only where appropriate
safeguar ds have been provided in
alegally binding instrument
which ensuresthe protection of
personal data or where Europol
has assessed all the circumstances
surrounding the data transfer
and, on the basis of that
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assessment, considersthat
appropriate safeguar ds with
regard to the protection of
personal data exist. Such legally
binding instruments could, for
example, be legally binding
bilateral agreementswhich have
been concluded by the M ember
States and implemented in their
legal order and which could be
enforced by their data subjects,
ensuring compliance with data
protection requirements and the
rights of the data subjects,
including theright to obtain
effective administrative or
judicial redress. Europol should
be ableto take into account
bilateral agreements concluded
between Member States and third
countrieswhich allow for the
exchange of personal data when
carrying out the assessment of all
the circumstances surrounding
the data transfer. Europol should
be ableto also take into account
thefact that thetransfer of
personal data will be subject to
confidentiality obligations and the
principle of specificity, ensuring
that the data will not be processed
for other purposesthan for the
purposes of thetransfer. In
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addition, Europol should take
into account that the personal
data will not be used to request,
hand down or_execute a death
penalty or any form of crudl and
inhuman treatment. While those
conditions could be considered to
be appropriate safequards
allowing thetransfer of data,
Europol should be ableto require
additional safeguards.

47 (25) To support Member AM 26 (25) To support Member States
States in cooperating with (25) To support Member in cooperating with private parties
private parties providing cross- States in cooperating with orovid /ices
border services where those private parties where those where those private parties hold
private parties hold private parties hold information information relevant for preventing
information relevant for relevant for preventing and and combatting crime, Europol
preventing and combatting combatting serious crime and should be ableto receive, and in
crime, Europol should be able terrorism, Europol should be specific circumstances, exchange
tg receive, and in specific ableto ret,:eive, andin personal datawith private parties.
circumstances, _excha_nge exceptional circumstances,
perspnal datawith private exchange personal datawith
parties. private parties.

48 (26) Criminalsincreasingly | AM 27 (26) Criminasincreasingly use
use cross-border services of (26) Criminalsincreasingly cross-border services of private

private parties to communicate
and carry out illegal activities.
Sex offenders abuse children
and share pictures and videos
world-wide using online

use the services offered by
private parties to communicate
and carry out illegal activities.
Sex offenders exploit children

parties to communicate and carry
out illegal activities. Sex offenders
abuse children and share pictures
and videos world-wide using online
platforms on the internet. Terrorists
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platforms on the internet.
Terrorists abuse cross-border
services by online service
providers to recruit volunteers,
plan and coordinate attacks,
and disseminate propaganda.
Cyber criminals profit from
the digitalisation of our
societies using phishing and
social engineering to commit
other types of cybercrime such
as online scams, ransomware
attacks or payment fraud. Asa
result from the increased use
of online services by
criminals, private parties hold
increasing amounts of personal
datathat may be relevant for
criminal investigations.

and share pictures and videos
constituting child sexual abuse
material world-wide on online
platforms or with peersvia
number-independent
interpersonal communications
services. Terrorists utilisethe
services offered by online
service providersto recruit
volunteers, plan and coordinate
attacks, and disseminate
propaganda. Cyber criminals
profit from the digitalisation of
our societies and from the lack
of digital literacy and skills of
the general population using
phishing and social engineering
to commit other types of
cybercrime such as online
scams, ransomware attacks or
payment fraud. As aresult of
the increased use of online
services by criminals, private
parties hold increasing amounts
of personal data, including
subscriber, traffic and content
data, that may be relevant for
criminal investigations.

abuse cross-border services by
online service providers to recruit
volunteers, plan and coordinate
attacks, and disseminate
propaganda. Cyber criminals profit
from the digitalisation of our
societies using phishing and social
engineering to commit other types
of cybercrime such as online scams,
ransomware attacks or payment
fraud. As aresult from the
increased use of online services by
criminals, private parties hold
increasing amounts of personal data
that may be relevant for criminal
investigations.

49

(27)  Given the borderless
nature of the internet, these
services can often be provided

AM 28

(27)  Giventhe borderless
nature of the internet, victims,

(27)  Given the borderless nature
of the internet, these services can
often be provided from anywherein
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from anywhere in the world.
Asaresult, victims,
perpetrators, and the digital
infrastructure in which the
personal datais stored and the
service provider providing the
service may all be subject to
different national jurisdictions,
within the Union and beyond.
Private parties may therefore
hold data sets relevant for law
enforcement which contain
persona datawith linksto
multiple jurisdictions as well
as personal data which cannot
easily be attributed to any
specific jurisdiction. National
authorities find it difficult to
effectively analyse such multi-
jurisdictiona or non-
attributable data sets through
national solutions. When
private parties decide to
lawfully and voluntarily share
the data with law enforcement
authorities, they do currently
not have asingle point of
contact with which they can
share such data sets at Union-
level. Moreover, private
parties face difficulties when
receiving multiple requests
from law enforcement

perpetrators, the online service
provider and the digital
infrastructure in which the
personal datais stored may all
be subject to different national
jurisdictions, within the Union
and beyond. Private parties
may therefore hold datasets
relevant for law enforcement
which contain personal data
with links to multiple
jurisdictions as well as personal
data which cannot easily be
attributed to any specific
jurisdiction. Nationa
authorities find it difficult to
effectively analyse such multi-
jurisdictional or non-
attributable datasets through
national solutions. Europol
should have measuresin place
to facilitate the cooperation
with private parties, including
with respect to the sharing of
information. When private
parties decide to lawfully and
voluntarily share the data with
law enforcement authorities,
they do not currently have a
single point of contact with
which they can share such
datasets at Union level.

theworld. Asaresult, victims,
perpetrators, and the digital
infrastructure in which the personal
datais stored and the service
provider providing the service may
al be subject to different national
jurisdictions, within the Union and
beyond. Private parties may
therefore hold data sets relevant for
law enforcement which contain
personal datawith links to multiple
jurisdictions as well as personal
data which cannot easily be
attributed to any specific
jurisdiction. National authorities
find it difficult to effectively
analyse such multi-jurisdictional or
non-attributable data sets through
national solutions. When private
parties decide to lawfully and
voluntarily share the data with law
enforcement authorities, they do
currently not have a single point of
contact with which they can share
such data sets at Union-level.
Moreover, private parties face
difficulties when receiving multiple
requests from law enforcement
authorities of different countries.

Page 46 of 262




25/01/2022

COM (13908/20 + COR 1) EP (A9-9999/2021) Council Provisional agreement
authorities of different
countries.

50. (28) Toensurethat private | AM 29 (28) To ensurethat private
parties have a point of contact - parties have a point of contact at
at Union level to lawfully (28)- To ensure that private Union level to lawfully share multi-

S parties have apoint of contact | .~ .~
share multi-jurisdictional data . jurisdictional data sets or data sets
at Union level to lawfully and . .
sets or data sets that could not voluntarily provide muli- that could not be easily attributed so
be easily attributed so far to o far to one or severa specific
. jurisdictional datasets or Lo
one or severa specific - jurisdictions, Europol should be
R datasets that cannot be easily .
jurisdictions, Europol should . ableto receive personal data
be able t : a attributed so far to one or directly f vt "
d:t d'e ot{ecfeive pe_rsc;? severa specific jurisdictions, rectly Trom private parti€s.
? Irectly from private Europol should be ableto
parties. receive personal data directly
from private parties for the sole
purpose of establishing
jurisdiction, in accordance
with the safeguards and data
protection guarantees provided
for in this Regulation,
including reportsrelating to
moderated content that can
reasonably be assumed to be
linked to the criminal activities
within the remit of Europol.

51 (29) To ensurethat Member | AM 30 (29) To ensurethat Member

States receive quickly the (29) Toensurethat Member States receive quickly the relevant

relevant information necessary
toinitiate investigations to
prevent and combat serious
crime and terrorism, Europol

States receive without undue
delay the information necessary
to initiate investigations to

information necessary to initiate
investigations to prevent and
combat serious crime and terrorism,
Europol should be able to process
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should be able to process and
analyse such data setsin order
to identify the relevant
Member States and forward to
the national law enforcement
authorities concerned the
information and analysis
necessary to investigate these
crimes under their respective
jurisdictions.

prevent and combat serious
crime and terrorism, Europol
should be able to process and
analyse such datasets in order
to identify the relevant Member
States’ national units
concerned and forward those
national unitsthe personal
data and any results relevant
to establish jurisdiction.
Europol should also be ableto
forward the personal data and
results relevant to establish
jurisdiction to contact points
and third countries concerned
with which Europol has
concluded a cooperation
agreement allowing for the
exchange of personal data, or
with which the Union has
concluded an international
agreement pursuant to Article
218 TFEU providing for
appropriate safeguards, or
which isthe subject of an
adequacy decision. Where the
third country concerned is not
subject to such an agreement
or decision, Europol should be
ableto transfer theresult of its
analysis and verification of
such data to the third country
concerned where the

and analyse such data setsin order
to identify the relevant Member
States and forward to the national
law enforcement authorities
concerned the information and
anaysis necessary to investigate
these crimes under their respective
jurisdictions.
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conditions laid down in this
Regulation are fulfilled.

52

AM 31

Recital 29 a (new)

(29a) In certain casesand
subject to clear conditions,
both of which areset outin
this Regulation, it may be
necessary and proportionate
for Europol to transfer
personal data to private parties
which are not established
within the Union or in a
country with which Europol
has a cooperation agreement
allowing for the exchange of
personal data, or with which
the Union has concluded an
international agreement
pursuant to Article 218 TFEU
providing for appropriate
safeguards, or which isthe
subject of an adequacy
decision by the Commission.
In such cases, the transfer
should be subject to prior
authorisation by the Executive
Director and the EDPS should
be informed about the
transfer.
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53 (30) Toensurethat it can AM 32 (30) Toensurethat it can identify
identify all relevant national (30) To ensurethat Europol al relevant national law

law enforcement authorities
concerned, Europol should be
ableto inform private parties
when the information received
from them isinsufficient to
enable Europol to identify the
law enforcement authorities
concerned. Thiswould enable
private parties which have
shared information with
Europol to decide whether it is
in their interest to share
additional information with
Europol and whether they can
lawfully do so. To thisend,
Europol can inform private
parties of missing information,
asfar asthisisstrictly
necessary for the identification
of the relevant law
enforcement authorities.
Specia safeguards should
apply to such transfersin
particular when the private
party concerned is not
established within the Union
or in athird country with
which Europol has a
cooperation agreement
allowing for the exchange of
personal data, or with which

can identify all relevant
national units concerned, it
should be able to inform
private parties when the
information received from
them isinsufficient to enable
Europol to identify the national
units concerned. To this end,
Europol should be able to
inform private parties of
missing information, asfar as
thisis strictly necessary for the
sole purpose of identifying the
national units concerned.
Specia safeguards should
apply to such transfers where
the private party concerned is
not established within the
Union or in athird country with
which Europol has a
cooperation agreement
allowing for the exchange of
personal data, or with which
the Union has concluded an
international agreement
pursuant to Article 218 TFEU
providing for appropriate
safeguards, or which isthe
subject of an adequacy decision
by the Commission, finding

enforcement authorities concerned,
Europol should be able to inform
private parties when the information
received from them is insufficient
to enable Europol to identify the
law enforcement authorities
concerned. Thiswould enable
private parties which have shared
information with Europol to decide
whether it isin their interest to
share additional information with
Europol and whether they can
lawfully do so. To thisend, Europol
can inform private parties of
missing information, asfar asthisis
strictly necessary for the
identification of the relevant law
enforcement authorities. Special
safeguards should apply to such
transfers in particular when the
private party concerned is not
established within the Union or in a
third country with which Europol
has a cooperation agreement
allowing for the exchange of
personal data, or with which the
Union has concluded an
international agreement pursuant to
Article 218 TFEU providing for
appropriate safeguards, or whichis
the subject of an adequacy decision
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the Union has concluded an
international agreement
pursuant to Article 218 TFEU
providing for appropriate
safeguards, or which isthe
subject of an adequacy
decision by the Commission,
finding that the third country
in question ensures an
adequate level of data

that the third country in
guestion ensures an adequate
level of data protection
compared to the level of
protection provided under
Directive (EU) 2016/680.

by the Commission, finding that the
third country in question ensures an
adequate level of data protection.

protection.
(31) Member States, third AM 33 (31) Member States, third
countries, international (31) Member States, third countries, international

organisation, including the
International Criminal Police
Organisation (Interpol), or
private parties may share
multi-jurisdictional data sets or
data sets that cannot be
attributed to one or several
specific jurisdictions with
Europol, where those data sets
contain links to personal data
held by private parties. Where
it is necessary to obtain
additiona information from
such private parties to identify
all relevant Member States
concerned, Europol should be
able to ask Member States, via
their national units, to request
private parties which are

countries, international
organisations or private parties
may share multi-jurisdictional
data sets or data sets that
cannot be attributed to one or
several specific jurisdictions
with Europol, where those data
sets contain links to personal
data held by private parties.
Where it is necessary to obtain
additiona information from
such private parties to identify
all relevant Member States
concerned, Europol should be
able to send areasoned
request to Member States, via
their national units, to provide
it with the necessary personal
data from private parties which

organisations, including the
International Criminal Police
Organisation (Interpol), or private
parties may share multi-
jurisdictional data sets or data sets
that cannot be attributed to one or
several specific jurisdictions with
Europol, where those data sets
contain links to personal data held
by private parties. Whereit is
necessary to obtain additional
information from such private
partiesto identify all relevant
Member States concerned, Europol
should be able to ask Member
States, viatheir national units, to
request private parties which are
established or have alegal
representative in their territory to
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established or have alegal
representative in their territory
to share personal datawith
Europol in accordance with
those Member States’
applicable laws. In many
cases, these Member States
may not be able to establish a
link to their jurisdiction other
than the fact that the private
party holding the relevant data
Is established under their
jurisdiction. Irrespective of
thelir jurisdiction with regard
the specific criminal activity
subject to the request, Member
States should therefore ensure
that their competent national
authorities can obtain personal
data from private parties for
the purpose of supplying
Europol with the information
necessary for it to fulfil its
objectives, in full compliance
with procedural guarantees
under their national laws.

are established or have alegal
representative in their territory
to identify the national units
concerned. Therequest should
be as targeted as possible and
strictly limited to what is
necessary and proportionate
for Europol to identify the
national units concerned. The
relevant personal data, which
should be the least sensitive
possible, should be provided to
Europol in accordance with
those Member States’
applicable laws. Under the
case law of the Court of
Justice, prior authorisation
from a court or an
independent administrative
authority isgenerally required
for private parties to disclose
personal data to Member
States’ competent authorities,
except in duly justified
emergency situations. In many
cases, these Member States
may not be able to establish a
link to their jurisdiction other
than the fact that the private
party holding the relevant data
is established under or legally
represented in their
jurisdiction. Irrespective of

share personal data with Europol in
accordance with those Member
States’ applicable laws. M ember
States should assess Europol’s
reguest and decide in accordance
with their national laws whether
or not to accedetoit. Data
processing by private parties
should remain subject to their
obligations under the applicable
rules, notably with regard to data
protection, when processing such
reguests from competent law
enforcement authorities. Private
parties should providethe data to
the competent law enfor cement
authoritieswhich haveissued the
request for further transmission
to Europol. In many cases, these
Member States may not be able to
establish alink to their jurisdiction
other than the fact that the private
party holding the relevant dataiis
established under their jurisdiction.
Irrespective of their jurisdiction
with regard the specific crimina
activity subject to the request,
Member States should therefore
ensure that their competent national
authorities can obtain personal data
from private parties for the purpose
of supplying Europol with the
information necessary for it to fulfil
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their jurisdiction with regard to
the specific criminal activity
subject to the request, Member
States should therefore ensure
that their competent national
authorities can obtain personal
data from private parties for the
purpose of supplying Europol
with the information necessary
for it to fulfil its objectives, in
full compliance with
procedural guarantees under
their national laws.

its objectives, in full compliance
with procedural guarantees under
their national laws.

55

(32) To ensurethat Europol
does not keep the data longer
than necessary to identify the
Member States concerned,
time limits for the storage of
personal data by Europol
should apply. Once Europol
has exhausted all means at its
disposal to identify all
Member States concerned, and
cannot reasonably expect to
identify further Member States
concerned, the storage of this
personal datais no longer
necessary and proportionate
for identifying the Member
States concerned. Europol
should erase the personal data

AM 34

(32) To ensurethat Europol
does not keep the personal data
longer than necessary to
identify the Member States
concerned, time limits for the
storage of personal data by
Europol should apply. Once
Europol has exhausted all
means at its disposal to identify
all national units concerned,
and cannot reasonably expect
to identify further national
units concerned, the storage of
this personal datais no longer
necessary and proportionate for
identifying the Member States
concerned. Europol should

(32) Toensurethat Europol does
not keep the datareceived directly
from private partieslonger than
necessary to identify the Member
States concerned, time limits for the
storage of persona data by Europol
should apply. Once Europol has
exhausted all means at its disposal
to identify all Member States
concerned, and cannot reasonably
expect to identify further Member
States concerned, the storage of this
personal datais no longer necessary
and proportionate for identifying
the Member States concerned.
Europol should erase the personal
data within four months after the
last transmission to a national unit
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within four months after the
last transmission has taken
place, unless a national unit,
contact point or authority
concerned resubmits the
personal data astheir datato
Europol within this period. If
the resubmitted personal data
has been part of alarger set of
personal data, Europol should
only keep the personal dataif
and in so far asit has been
resubmitted by a national unit,
contact point or authority

erase the personal data within
four months after the last
transmission or transfer has
taken place, unless a national
unit, contact point or authority
concerned resubmits on duly
justified grounds and in
compliance with Union and
national law, the personal data
astheir datato Europol within
this period. If the resubmitted
personal data has been part of a
larger set of personal data,
Europol should only keep those

or_transfer to a contact point of a
third country or an authority of a
third country hastaken place,
unless anational unit, contact point
or authority concerned resubmits
the personal data astheir datato
Europol within this period. If the
resubmitted personal data has been
part of alarger set of personal data,
Europol should only keep the
personal dataif and in so far asit
has been resubmitted by a national
unit, contact point or authority
concerned. Transmissions should

concerned. personal datawhich have been | relate to Europol disclosing
resubmitted by a national unit, | personal datato national units,
contact point or authority private parties or other recipients
concerned. established in the Union, while
transfers should relateto Europol
disclosing personal data to
private parties, public authorities
or_bodies established in third
countriesor to international
organisations, in accordance with
the applicable rules.
56 (33)  Any cooperation of AM 35 (33) Any cooperation of Europol
Europol with private parties (33)  Any cooperation of with private parties should neither

should neither duplicate nor
interfere with the activities of
the Financia Intelligence
Units (*FIUs’), and should
only concern information that

Europol with private parties
should neither duplicate nor
interfere with the activities of
the Financia Intelligence Units
(F1Us), and should only

duplicate nor interfere with the
activities of the Financia
Intelligence Units (‘FIUs’), and
should only concern information
that is not already to be provided to
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is not already to be provided to | concern information that isnot | FIUsin accordance with Directive
FIUs in accordance with already to be provided to FIUs | 2015/849 of the European

Directive 2015/849 of the
European Parliament and of
the Council®. Europol should
continue to cooperate with
FIUsin particular viathe
national units.

in accordance with Directive
2015/849 of the European
Parliament and of the
Council®. Europol should
continue to cooperate with
FIUsin particular viathe
national units.

Parliament and of the Council®.
Europol should continue to
cooperate with FIUs in particular
viathe national units.

57

8 Directive (EU)
2015/849 of the European
Parliament and of the Council
of 20 May 2015 on the
prevention of the use of the
financial system for the
purposes of money laundering
or terrorist financing,
amending Regulation (EU) No
648/2012 of the European
Parliament and of the Council,
and repealing Directive
2005/60/EC of the European
Parliament and of the Council
and Commission Directive
2006/70/EC (OJL 141,
5.6.2015, p. 73).

%9 Directive (EU) 2015/849 of
the European Parliament and of
the Council of 20 May 2015 on
the prevention of the use of the
financia system for the
purposes of money laundering
or terrorist financing, amending
Regulation (EU) No 648/2012
of the European Parliament and
of the Council, and repealing
Directive 2005/60/EC of the
European Parliament and of the
Council and Commission
Directive 2006/70/EC (OJ L
141, 5.6.2015, p. 73).

8 Directive (EU) 2015/849 of
the European Parliament and of the
Council of 20 May 2015 on the
prevention of the use of the
financial system for the purposes of
money laundering or terrorist
financing, amending Regulation
(EU) No 648/2012 of the European
Parliament and of the Council, and
repealing Directive 2005/60/EC of
the European Parliament and of the
Council and Commission Directive
2006/70/EC (OJL 141, 5.6.2015, p.
73).

58

(34) Europol should be able
to provide the necessary
support for national law
enforcement authorities to

AM 36

(34) Europol should be able
to provide the necessary
support for national law

(34) Europol should be ableto
provide the necessary support for
national law enforcement
authorities to interact with private
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interact with private parties, in
particular by providing the
necessary infrastructure for
such interaction, for example,
when national authorities refer
terrorist content online to
online service providers or
exchange information with
private parties in the context of
cyber attacks. Where Member
States use the Europol
infrastructure for exchanges of
persona dataon crimesfalling
outside the scope of the
objectives of Europol, Europol
should not have access to that
data.

enforcement authorities to
interact with private parties, in
particular by providing the
necessary infrastructure for
such interaction, for example,
when national authorities refer
terrorist content online or send
removal orders concerning
such content on the basis of
Regulation (EU) 2021/784 of
the European Parliament and
of the Council*? to online
service providers or when they
exchange information with
private parties in the context of
cyberattacks. Where Member
States use the Europol
infrastructure for exchanges of
personal dataon crimesfalling
outside the scope of the
objectives of Europol, Europol
should not have access to that
data.

1a Regulation (EU) 2021/784
of the European Parliament
and of the Council of 29 April
2021 on addressing the
dissemination of terrorist
content online (OJ L 172,
17.5.2021, p. 79).

parties, in particular by providing
the necessary infrastructure for such
interaction, for example, when
national authorities refer terrorist
content online to online service
providers or exchange information
with private parties in the context of
cyber attacks. Europol should
ensure by technical meansthat
any such infrastructureisstrictly
limited to providing a channel for
such interactions between the law
enforcement authoritiesand a
private party, and that it provides
for all necessary safeguards
against access by a private party
to any other information in
Europol’s systems, which is not
related to the exchange with that
private party. Where M ember
States use the Europol
infrastructur e for exchanges of
personal data with private parties
on crimes falling within the scope
of the objectives of Europol, they
may grant Europol accessto such
exchanges. Member _States may
also use the Europol
infrastructur e for exchanges of
personal data falling outside the
scope of the obj ectives of Europol.
In that case Europol should not
have access to such exchanges.
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59 (35) Terrorist attackstrigger | AM 37 (35) Terrorist attacks trigger the | Written procedur e 20/1/2022:
the large scale dissemination (35) Terrorist attacks trigger large scale dissemination of terrorist | PRES compromise suggestion to

of terrorist content viaonline
platforms depicting harm to
life or physical integrity, or
calling for imminent harm to
life or physical integrity. To
ensure that Member States can
effectively prevent the
dissemination of such content
in the context of such crisis
situations stemming from
ongoing or recent real-world
events, Europol should be able
to exchange personal datawith
private parties, including
hashes, |P addresses or URLs
related to such content,
necessary in order to support
Member Statesin preventing
the dissemination of such
content, in particular where
this content aims at or has the
effect of seriously intimidating
apopulation, and where there
Is an anticipated potential for
exponential multiplication and
virality across multiple online
service providers.

the large-scal e dissemination
of terrorist content viaonline
platforms depicting harm to life
or physical integrity, or calling
for imminent harm to life or
physical integrity, thereby
allowing for the glorification
and provision of training for
terrorism, and eventually the
radicalisation and recruitment
of others. Moreover, the
increased use of the internet to
record or share child sexual
abuse material perpetuates the
harm for the victims, asthe
material can easily be
multiplied and circulated. To
ensure that Member States can
effectively prevent the
dissemination of terrorist
content in the context of crisis
situations stemming from
ongoing or recent real-world
events, and of child sexual
abuse material, and to support
the actions of online service
providersin linewith their
obligations under Union law
aswell asin their voluntary
actions, Europol should be able

content via online platforms
depicting harm to life or physical
integrity, or calling for imminent
harm to life or physical integrity.
To ensure that Member States can
effectively prevent the
dissemination of such content in the
context of such crisis situations
stemming from ongoing or recent
real-world events, Europol should
be able to exchange personal data
with private parties, including
hashes, |P addresses or URLSs
related to such content, necessary in
order to support Member Statesin
preventing the dissemination of
such content, in particular where
this content aims at or has the effect
of serioudly intimidating a
population, and where thereis an
anticipated potential for exponential
multiplication and virality across
multiple online service providers.
Nothing in this Regulation should
be under stood as precluding the
Member Statesfrom using
removal ordersaslaid down in
Requlation 2021/... on addressing
the dissemination of terrorist
content online as an instrument to
addressterrorist content online,

combine CSL/EP texts (linked to
line 108/Art. 4(1)(u))

(35) Terrorist attacks trigger the
large-scal e dissemination of
terrorist content viaonline
platforms depicting harm to life or
physical integrity, or calling for
imminent harm to life or physical
integrity, thereby allowing for the
glorification and provision of
training for terrorism, and
eventually the radicalisation and
recruitment of others. Moreover,
the increased use of the internet to
record or share child sexual abuse
material perpetuatesthe harm for
the victims, asthe material can
easily be multiplied and circulated.
In order to prevent and counter the
crimesfalling within the scope of
Europol’s objectives, Europol
should be able to support Fo
ensdrethat the Member States’
actions ean in effectively prevent
addressing the dissemination of
terrorist content in the context of
crisis situations stemming from
ongoing or recent real-world events,
and of child sexual abuse material,
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to exchange relevant personal
data, including hashes, IP
addresses or URLs related to
such content, with private
parties established in the
Union or in athird country
that is subject to an adequacy
decision, or, in the absence
thereof, an international
agreement pursuant to Article
218 TFEU, or an operational
cooperation agreement
concluded between Europol
and the third country prior to
the entry into force of
Regulation (EU) 2016/794.
Those exchanges should only
take place when necessary to
support Member Statesin
preventing the dissemination of
such content or to allow its
removal, in particular where
there is an anticipated potential
for exponential multiplication
and virality across multiple
online service providers.

or making use of the coordinative
and cooper ativerole of Europol
in ac-cordance with Art. 14 of
that Regulation when member
statesissue such aremoval order.

and to support the actions of online
service providersin linewith their
obligations under Union law as
well asin their voluntary actions.
Tothat end, Europol should be able

to exchange relevant persona data,
including hashes, |P addresses or
URLSs related to such content, with
private parties established in the
Union or in athird country that is
subject to an adequacy decision,
or, in the absence thereof, an
international agreement pursuant
to Article 218 TFEU, or an
operational cooperation agreement
concluded between Europol and
thethird country prior to the entry
into force of Regulation (EU)
2016/794. Those exchanges should
only take place when necessary to
support Member Statesin
preventing the dissemination of
such content or to allow its
removal, in particular wherethereis
an anticipated potential for
exponential multiplication and
virality across multiple online
service providers. Nothing in this
Regulation should be under stood
as precluding the Member States
from using removal ordersaslaid
down in Regulation (EU)
2021/784 on addressing the
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dissemination of terrorist content
online as an instrument to
addressterrorist content online,
or_ making use of the coordinative
and cooper ativerole of Europol
in accordance with Article 14 of
that Regulation when member
statesissue such aremoval order.

60 (35a) In order to avoid
duplication of effort and possible
interferences with investigations
and to minimise the burden to the
hosting service providers affected,
Europol should assist, exchange
infor mation-and cooper ate with
the competent authorities with
regard to transmissions and
transfers of personal datato
private partiesto prevent the
dissemination of online content
related toterrorism or violent
extremism.

61 (36) Regulation (EU) AM 38 (36) Regulation (EU) 2018/1725 | Written procedure 7/1/2022:

2018/1725 of the European (36) Regulation (EU) of the European Parliament and of provisionall_y_ agreed on the basis of

Parliament and of the Council® 2018/1725 of the European the Council®¥sets out ruleson the | asmall addition to the COM

10 sets out rules on the
protection of natural persons
with regard to the processing
of persona data by the Union
institutions, bodies, offices and

Parliament and of the Council®°
sets out rules on the protection
of natural persons with regard
to the processing of personal
data by the Union institutions,

protection of natural personswith
regard to the processing of personal
data by the Union institutions,
bodies, offices and agencies but it
did not apply to Europol. To ensure

proposal below (“chapter 1X of”)

“(36) Regulation (EU) 2018/1725 of
the European Parliament and of the
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agencies but it did not apply to
Europol. To ensure uniform
and consistent protection of
natural persons with regard to
the processing of personal
data, Regulation (EU)
2018/1725 should be made
applicable le to Europol in
accordance with Article 2(2)
of that Regulation, and should
be complemented by specific
provisions for the specific
processing operations that
Europol should perform to
accomplish its tasks.

bodies, offices and agencies.
While Regulation (EU)
2018/1725 has been applicable
to the processing of
administrative personal data
by Europol that are unrelated
to criminal investigations,
such as staff data, Article 3(2)
and Chapter 1 X of that
Regulation, which regulate the
processing of operational
personal data, have so far not
applied to Europol. To ensure
uniform and consistent
protection of natural persons
with regard to the processing of
personal data, Regul ation(EU)
2018/1725 should be made
applicable to Europol in
accordance with Article2(2) of
that Regulation, and should be
complemented by specific
provisions for the specific
processing operations that
Europol should perform to
accomplish itstasks.

uniform and consistent protection of
natural persons with regard to the
processing of personal data,
Regulation (EU) 2018/1725 should
be made applicable le to Europol in
accordance with Article 2(2) of that
Regulation, and should be
complemented by specific
provisions for the specific
processing operations that Europol
should perform to accomplish its
tasks.

Council® sets out rules on the
protection of natural persons with
regard to the processing of personal
data by the Union institutions,
bodies, offices and agencies. While
Regulation (EU) 2018/1725 has
been applicable to the processing
of administrative personal data by
Europol that are unrelated to
criminal investigations, such as
staff data, Article 3(2) and Chapter
I X of that Regulation, which
regulate the processing of
operational personal data, have so
far not applied to Europol. To
ensure uniform and consistent
protection of natural personswith
regard to the processing of personal
data, Chapter | X of Regulation(EU)
2018/1725 should be made
applicable to Europol in accordance
with Article2(2) of that Regulation,
and should be complemented by
specific provisions for the specific
processing operations that Europol
should perform to accomplish its
tasks. Theincreased data
processing by Europol should be
combined with strong data
protection supervision and
safeguards. The sametasks and
power s as provided to the EDPS
under Regulation (EU) 2018/1725
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should apply consistently to all
processing of personal data by
Europol. However, some of those
powersarenot relevant in the
context of the processing of

oper ational data by Europol.”

62

o Regulation (EU)
2018/1725 of the European
Parliament and of the Council
of 23 October 2018 on the
protection of natural persons
with regard to the processing
of personal data by the Union
institutions, bodies, offices and
agencies and on the free
movement of such data, and
repealing Regulation (EC) No
45/2001 and Decision No
1247/2002/EC (OJ L 295,
21.11.2018, p. 39).

0 Regulation (EU) 2018/1725
of the European Parliament and
of the Council of 23 October
2018 on the protection of
natural persons with regard to
the processing of personal data
by the Union institutions,
bodies, offices and agencies
and on the free movement of
such data, and repealing
Regulation (EC) No 45/2001
and Decision No
1247/2002/EC (OJ L 295,
21.11.2018, p. 39).

° Regulation (EU) 2018/1725
of the European Parliament and of
the Council of 23 October 2018 on
the protection of natural persons
with regard to the processing of
personal data by the Union
ingtitutions, bodies, offices and
agencies and on the free movement
of such data, and repealing
Regulation (EC) No 45/2001 and
Decision No 1247/2002/EC (OJ L
295, 21.11.2018, p. 39).

63

10 Regulation (EU)
2018/1725 of the European
Parliament and of the Council
of 23 October 2018 on the
protection of natural persons
with regard to the processing
of personal data by the Union
institutions, bodies, offices and
agencies and on the free
movement of such data, and
repealing Regulation (EC) No
45/2001 and Decision No

10 Regulation (EU) 2018/1725
of the European Parliament and of
the Council of 23 October 2018 on
the protection of natural persons
with regard to the processing of
personal data by the Union
ingtitutions, bodies, offices and
agencies and on the free movement
of such data, and repealing
Regulation (EC) No 45/2001 and
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1247/2002/EC (OJ L 295,
21.11.2018, p. 39).

Decision No 1247/2002/EC (OJ L
295, 21.11.2018, p. 39).

(36a) Theprocessing of
photographs should not be
systematically considered as
processing of special categories of

personal data, since photographs
are covered by the definition of
biometric data only when
processed through a specific
technical means allowing the
unique identification or
authentication of a natural

person.

65

(36b) Theprior consultation
mechanism is an important
safeguard for_new types of
processing operations. This
should not apply to specific
individual operational activities,
such as operational analysis
projects, but totheuse of new I T
systemsfor the processing of
personal data and any substantial

changesthereto that would
involve a high risk to therights
and freedoms of data subjects.
Thetime-period for provididng
the written advice by the EDPS
on such consultations should not
be subject to suspensions. | n case
of processing activities of

COM compromise proposal
06/12/2021):

“(36b) The prior consultation
mechanism is an important
safeguard for new types of
processing operations. This should
not apply to specific individual
operational activities, such as
operational analysis projects, but to
the use of new IT systemsfor the
processing of personal data and any
substantial changes thereto that
would involve ahigh risk to the
rights and freedoms of data
subjects. The time-period for
providing the written advice by the
EDPS on such consultations should
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substantial significance for
Europol’s performance of tasks,
which areparticularly urgent,
Europol may initiate processing
already after the prior
consultation has been launched,
even if thetimelimit for
providing written advice by the
EDPS has not yet expired.
Substantial significancefor
Europol’s performance of tasks
leading to such urgency may
arise, among others, when
processing is necessary to prevent
an immediate and serious threat
to the public security of a
Member State or third country,
to prevent an imminent danger of
perpetration of a crime, including

not be subject to suspensions. In
case of processing activities of
substantial significance for
Europol’s performance of tasks,
which are particularly urgent,
Europol may exceptionally initiate
processing already after the prior
consultation has been launched,
even if the time limit for providing
written advice by the EDPS has not
yet expired. Substantial significance
for Europol’s performance of tasks
leading to such urgency may arise;
ameng-ethers; when processing is
necessary to prevent an immediate
and serious threat to the public
security of a Member State er-third
eeuntry, to prevent, upon reguest
by a Member State, an imminent

terrorism, or to protect vital
interests of a person. The Data
Protection officer of Europol
should beinvolved in assessing
the urgency and necessity of such
processing beforethetime limit
for the EDPSto respond to prior
consultation expires. The Data
Protection Officer should over see
the processing in question.

danger of perpetration of a specific
case of serious crime, including
terrorism, or to protect vita
interests of a person. The Data
Protection Officer of Europol
should be involved in assessing the
urgency and necessity of such
processing before the time limit for
the EDPS to respond to prior
consultation expires. The Data
Protection Officer should oversee
the processing in question. The
EDPS may exercise all of its
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power swith respect to such
processing.”

66 (37) Giventhe challenges AM 39 (37) Given the challenges that
that the use of new (37)  Given the challenges the use of new technologies by

technologies by criminals pose
to the Union’s security, law
enforcement authorities are
required to strengthen their
technological capacities. To
that end, Europol should
support Member Statesin the
use of emerging technologies
in preventing and countering
crimes falling within the scope
of Europol’s objectives. To
explore new approaches and
develop common
technological solutions for
Member States to prevent and
counter crimes falling within
the scope of Europol’s
objectives, Europol should be
able to conduct research and
innovation activities regarding
matters covered by this
Regulation, including with the
processing of personal data
where necessary and whilst
ensuring full respect for
fundamental rights. The
provisions on the development
of new tools by Europol

posed to the Union’s security
by the rapid technological
development and the
exploitation of new
technologies by criminals, law
enforcement authorities are
required to strengthen their
technological capacitiesto
identify, secure and analyse
the data needed to investigate
crimes. Europol should be able
to support Member Statesin
the use of emerging
technologies and in exploring
new approaches and
developing common
technological solutions for
Member States to better
prevent and counter terrorism
and crimes falling within the
scope of Europol’s objectives,
while ensuring that the
development, use and
deployment of new
technologiesis guided by the
principles of transparency,
explainability, fairness,
accountability and does not

criminals pose to the Union’s
security, law enforcement
authorities are required to
strengthen their technological
capacities. To that end, Europol
should support Member Statesin
the use of emerging technologiesin
preventing and countering crimes
falling within the scope of
Europol’s objectives, also in
cooper ation with relevant
networks of Member States’
practitioners. Europol should also
work with other EU agenciesin
the area of justice and home
affairsto driveinnovation and
foster synergies within their
respective mandates, and support
related for ms of cooperation such
as secretarial support to the ‘EU
Innovation Hub for Internal
Security’ as a collaborative
network of innovation labs. To
explore new approaches and
develop common technol ogical
solutions for Member States to
prevent and counter crimes falling
within the scope of Europol’s
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should not constitute alegal
basis for their deployment at
Union or national level.

undermine fundamental rights
and freedomsandisin
compliance with Union law.
To that end, Europol should be
able to conduct research and
innovation projects regarding
matters covered by this
Regulation within the binding
general scope of research and
innovation activities defined
by the Management Board,
which should be updated
where appropriate and made
available to the EDPS. Those
projects are allowed to include
the processing of personal data
only where the processing of
personal dataisstrictly
required, where the objective
of the relevant project cannot
be attained through the use of
non-personal or anonymous
data, and whilst ensuring full
respect for fundamental rights,
notably non-discrimination.
The processing of special
categories of personal data for
research purposes should only
be allowed whereit is strictly
necessary. Given the sensitivity
of such processing,
appropriate additional
safeguards, including

objectives, Europol should be able
to conduct research and innovation
activities regarding matters covered
by this Regulation, including with
the processing of personal data
where necessary and whilst
ensuring full respect for
fundamental rights. The provisions
on the development of new tools by
Europol should not constitute a
legal basisfor their deployment at
Union or national level.
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pseudonymisation, should be
applied. To prevent biasin
algorithmic decision-making it
iscrucial to train the
technology with representative
datasets. I n exceptional and
duly justified cases and where
strictly required to prevent
bias, Europol should therefore
be allowed to process personal
data outside the categories of
data subjects listed in Annex

Il of Regulation (EU)
2016/794. Europol should
keep logs of all personal data
processing in the context of its
research projectsto allow the
EDPSto carry out audits and
conduct supervision, with a
view to ensure that
technological solutions based
on artificial intelligence do not
undermine fundamental rights
and freedoms and are not
discriminatory. It should
furthermore ensure that audits
are carried out by independent
experts before the deployment
of any technological solution
resulting from Europol’s
research and innovation
projectsinvolving the
processing of personal data
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with a view to ensuring that
the technological solution does
not undermine the
fundamental rights and
freedoms enshrined in the
Charter. The provisions on the
devel opment of new tools by
Europol should not constitute a
legal basisfor their deployment
at Union or national level. To
reinforce synergiesin research
and innovation, Europol
should step up its cooperation
with other Union agencies
within their respective
competencesin thisarea.

67

(38) Europol should play a
key rolein assisting Member
States to develop new
technological solutions based
on artificial intelligence,
which would benefit national
law enforcement authorities
throughout the Union. Europol
should play akey rolein
promoting ethical, trustworthy
and human centric artificial
intelligence subject to robust
safeguards in terms of
security, safety and
fundamental rights.

AM 40

(38) Europol should play a
key rolein assisting Member
States to develop new
technological solutions based
on artificia intelligence
relevant to achieve Europol’s
objectives, which benefit
national law enforcement
authorities throughout the
Unionin full respect for
fundamental rightsand
freedoms, including non-
discrimination. Europol should
play akey rolein promoting

(38) Europol should play akey
rolein assisting Member States to
develop new technological
solutions based on artificial
intelligence, which would benefit
national law enforcement
authorities throughout the Union.
Europol should play akey rolein
promoting ethical, trustworthy and
human centric artificial intelligence
subject to robust safeguardsin
terms of security, safety and
fundamental rights.
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the development and
deployment of ethical,
trustworthy and human centric
artificial intelligence subject to
robust safeguards in terms of
security, safety, transparency,
explainability and fundamental
rights.

68

(39) Europol should inform
the European Data Protection
Supervisor prior to the launch
of its research and innovation
projects that involve the
processing of personal data.
For each project, Europol
should carry out, prior to the
processing, an assessment of
the impact of the envisaged
processing operations on the
protection of persona dataand
all other fundamental rights,
including of any biasin the
outcome. This should include
an assessment of the
appropriateness of the personal
data to be processed for the
specific purpose of the project.
Such an assessment would
facilitate the supervisory role
of the European Data
Protection Supervisor,

AM 41

(39) Europol should inform
the European Data Protection
Supervisor prior to the launch
of itsresearch and innovation
projects that involve the
processing of personal data.
For each project, Europol
should carry out, prior to the
processing, a data protection
Impact assessment to ensure
full respect with data
protection and all other
fundamental rights and
freedoms of the data subjects.
This should include an
assessment of any potential
biasin the outcome and in the
personal datato be processed
for the specific purpose of the
project aswell asthe measures
envisaged to address those
risks. Such an assessment

(39) Europol should inform the
European Data Protection
Supervisor prior to the launch of its
research and innovation projects
that involve the processing of
personal data. It should inform or
consult its Management Board,
depending on specific criteria that
should be set out in relevant
guidelines. Europol should not
process data for research and
innovation without the consent of
the Member State, Union body,
third country or international
organisation that submitted the
data to Europol, unlessthat
Member State, Union body, third
country or international
organisation has granted itsprior
authorisation to such processing
for the purpose of research and
innovation. For each project,
Europol should carry out, prior to

Written procedur e 20/1/2022:
PRES compromise suggestion to
amend COM compromise below;
inconsistency issue regarding
‘consent’ raised by the EP is
addressed in line 349 (Art. 33a(5))

COM compr omise suggestion

15/11/2021):

Europol should inform the
European Data Protection
Supervisor prior to the launch of its
research and innovation projects
that involve the processing of
personal data. 1t should inform or
consult its M anagement Board,
depending on specific criteria that
should be set out in relevant
guidelines. Europol should not
process data for research and
innovation without the consent of
the Member State, Union body,
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including the exercise of its
corrective powers under this
Regulation which might also
lead to a ban on processing.
The development of new tools
by Europol should be without
prejudice to the legal basis,
including grounds for
processing the personal data
concerned, that would
subsequently be required for
their deployment at Union or
national level.

would facilitate the supervisory
role of the European Data
Protection Supervisor, which
may include the exercise of its
corrective powers and may
lead to a ban on processing or
the prohibition of the launch
of a specific research and
innovation project. Moreover,
Europol should take the
mandatory initial assessment
of the Fundamental Rights
Officer, including, where
applicable, the
recommendationsincluded
therein, into account before
launching the project. The
development of new tools by
Europol should be without
prejudice to the legal basis,
including grounds for
processing the personal data
concerned, that would
subsequently be required for
their deployment at Union or
national level.

the processing, an assessment of the
impact of the envisaged processing
operations on the protection of
personal data and all other
fundamental rights, including of
any biasin the outcome. This
should include an assessment of the
appropriateness, necessity and
proportionality of the personal
data to be processed for the specific
purpose of the project, including
thereguirement of data
minimisation. Such an assessment
would facilitate the supervisory role
of the European Data Protection
Supervisor, including the exercise
of its corrective powers under this
Regulation which might also lead to
aban on processing. Preference
should be given to using synthetic,
pseudonymized and/or
anonymized personal data. The
development of new tools by
Europol should be without
prejudice to the legal basis,
including grounds for processing
the personal data concerned, that
would subsequently be required for
their deployment at Union or
national level.

third country or international
organisation that submitted the
data to Europol, unlessthat
Member State, Union body, third
country or_international
organisation has granted itsprior
authorisation to such processing
for the purpose of research and
innovation. For each project,
Europol should carry out, prior to
the processing, a data protection
impact assessment to ensure full
respect with data protection and all
other fundamental rights and
freedoms of data subjects. This
should include an assessment of the
appropriateness, necessity and
proportionality of the personal
datato be processed for the specific
purpose of the project, including
thereguirement of data
minimisation and an assessment of
any potential biasin the outcome
and in the persona datato be
processed for the specific purpose
of the project aswell asthe

measures envisaged to address
%
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projeet. [Moreover, Europol should
take the mandatory initial
assessment of the Fundamental
Rights Officer, including, where
applicable, the recommendations
included therein, into account
before launching the project].

Pr eference should be given to
using synthetic, pseudonymised
and/or_anonymised personal data.
The development of new tools by
Europol should be without prejudice
to thelegal basis, including grounds
for processing the personal data
concerned, that would subsequently
be required for their deployment at
Union or national level.

TM 17/11/2021: EP raised concerns
regarding inconsistency between
thisrecital and the operative part
(Art. 33a(5) only obliges Europol to
‘seek’ consent but leaves open what
happensif MS do not give consent)

69

AM 42

Recital 39 a (new)

(39a) Expanding the
mandate of Europol and the
scope of its data processing
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activitieswill require the
EDPS to dedicate additional
financial and human
resources to exerciseits
supervisory role as regards
Europol. The financial
allocation to the EDPS as well
asitsprovision with human
resources at skill levels
commensurate to the
complexity of data processing
undertaken by Europol should
be adjusted in accordance with
theincreased responsibilities
of the EDPS towards Europol
so asto deliver its feedback to
consultations more quickly
and not impede the proper
functioning of Europol.

70

(40)  Providing Europol with
additional toolsand
capabilities requires
reinforcing the democratic
oversight and accountability of
Europol. Joint parliamentary
scrutiny constitutes an
important element of political
monitoring of Europol's
activities. To enable effective
political monitoring of the way
Europol applies additional
tools and capabilities, Europol

AM 43

(40)  Providing Europol with
additional tools and capabilities
requires reinforcing the
democratic oversight and
accountability of Europol. Joint
parliamentary scrutiny
constitutes an important
element of political monitoring
of Europol's activities. To
enable effective politica
monitoring of the way Europol
applies additional tools and

(40)  Providing Europol with
additional tools and capabilities
requires reinforcing the democratic
oversight and accountability of
Europol. Joint parliamentary
scrutiny constitutes an important
element of political monitoring of
Europol's activities. To enable
effective political monitoring of the
way Europol applies additional
tools and capabilities, Europol
should provide the Joint
Parliamentary Scrutiny Group and
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should provide the Joint
Parliamentary Scrutiny Group
with annua information on the
use of thesetools and
capabilities and the result
thereof.

capabilities provided to it by
this Regulation, Europol
should provide the Joint
Parliamentary Scrutiny Group
(JPSG) with detailed annual
information on the
development, deployment, use
and effectiveness of these tools
and capabilities and the result
thereof, in particular about
research and innovation
projects aswell as new
activities or the establishment
of any new specialised centres
within Europol. Moreover, two
representatives of the JPSG,
one for the European
Parliament and one for the
national parliamentsto reflect
the dual constituency of the
JPSG, should be invited to the
Management Board meetings
to address the Board on behalf
of the JPSG. In linewith the
oversight role of the JPSG, the
two JPSG representatives
should not have voting rights
in the Management Board.
Planned research and
innovation activities should be
set out in thesingle
programming document
containing Europol’s

the Member States with annual
information on the use of these

tools and capabilities and the result

thereof.
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multiannual programming
and annual work programme
and transmitted to the Joint
Parliamentary Scrutiny
Group.

71

AM 44

(40a) The Management
Board should appoint a
Fundamental Rights Officer
who should be responsible to
monitor that Europol
safeguards the respect for
fundamental rightsin all its
activities and tasks, notably
Europol’s research and
innovation projects and its
exchanges of personal data
with private parties. Europol
should provide the
Fundamental Rights Officer
with the resources and staff
necessary to enable him or her
to effectively carry out all of
his or her tasksin accordance
with this Regulation and
access to all information
concerning respect for
fundamental rightsin the
activities of Europol. The
Fundamental Rights Officer
should cooperate closely with
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the Data Protection Officer
within the scope of their
respective competences. To
this end, the Fundamental
Rights Officer and the Data
Protection Officer should
establish, in writing, a
memorandum of
understanding specifying their
division of tasks and
cooperation. To the extent that
data protection mattersare
concerned, full responsibility
should liewith the Data
Protection Officer. Europol
should take into account the
reports and advice of both
bodies.

72

(41) Europol’s services
provide added value to
Member States and third
countries. Thisincludes
Member States that do not take
part in measures pursuant to
TitleV of Part Three of the
Treaty on the Functioning of
the European Union. Member
States and third countries may
contribute to Europol’s budget
based on separate agreements.
Europol should therefore be

(41) Europol’s services provide
added value to Member States and
third countries. Thisincludes
Member States that do not take part
in measures pursuant to Title V of
Part Three of the Treaty on the

Functioning of the European Union.

Member States and third countries
may contribute to Europol’s budget
based on separate agreements.
Europol should therefore be able to
receive contributions from Member
States and third countries on the
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able to receive contributions
from Member States and third
countries on the basis of
financia agreements within
the scope of its objectives and
tasks.

basis of financial agreements within
the scope of its objectives and tasks.

73

(42) Sincethe objective of
this Regulation, namely to
support and strengthen action
by the Member States’ law
enforcement services and their
mutual cooperationin
preventing and combating
serious crime affecting two or
more Member States,
terrorism and forms of crime
which affect acommon
interest covered by aUnion
policy, cannot be sufficiently
achieved by the Member
States but can rather, due to
the cross-border nature of
serious crime and terrorism
and the need for a coordinated
response to related security
threats, be better achieved at
Union level, the Union may
adopt measures, in accordance
with the principle of
subsidiarity as set out in
Article 5 of the Treaty on
European Union. In

(42) Sincethe objective of this
Regulation, namely to support and
strengthen action by the Member
States’ law enforcement services
and their mutual cooperationin
preventing and combating serious
crime affecting two or more
Member States, terrorism and forms
of crime which affect acommon
interest covered by a Union poalicy,
cannot be sufficiently achieved by
the Member States but can rather,
due to the cross-border nature of
serious crime and terrorism and the
need for a coordinated response to
related security threats, be better
achieved at Union level, the Union
may adopt measures, in accordance
with the principle of subsidiarity as
set out in Article 5 of the Treaty on
European Union. In accordance
with the principle of proportionality
as set out in that Article, this
Regulation does not go beyond
what is necessary in order to
achieve that objective.
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accordance with the principle
of proportionality as set out in
that Article, this Regulation
does not go beyond what is
necessary in order to achieve
that objective.

74

(43) [Inaccordance with
Article 3 of the Protocol (No
21) on the position of the
United Kingdom and Ireland
in respect of the area of
freedom, security and justice,
annexed to the Treaty on
European Union and the
Treaty on the Functioning of
the European Union, Ireland
has notified its wish to take
part in the adoption and
application of this Regulation.]
OR [In accordance with
Articles 1 and 2 of Protocol
No 21 on the position of the
United Kingdom and Ireland
in respect of the area of
freedom, security and justice,
annexed to the Treaty on
European Union and to the
Treaty on the Functioning of
the European Union, and
without prejudice to Article 4
of that Protocol, Ireland is not
taking part in the adoption of

(43) fIn accordance with Article
3 of the Protocol (No 21) on the
position of the United Kingdom and
Ireland in respect of the area of
freedom, security and justice,
annexed to the Treaty on European
Union and the Treaty on the
Functioning of the European Union,
Ireland has notified its wish to take
part in the adoption and application

of this Regulation}-ORHnA
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this Regulation and is not

bound by it or subject to its

application.]

75 (44) Inaccordance with (44) Inaccordance with
Articles 1 and 2 of Protocol Articles 1 and 2 of Protocol No 22
No 22 on the position of on the position of Denmark,
Denmark, annexed to the annexed to the Treaty on European
Treaty on European Union and Union and to the Treaty on the
to the Treaty on the Functioning of the European Union,
Functioning of the European Denmark is not taking part in the
Union, Denmark is not taking adoption of this Regulation and is
part in the adoption of this not bound by it or subject to its
Regulation and is not bound application.
by it or subject to its
application.

76 (45) The European Data AM 45 (45) The European Data
Protection Supervisor was Protection Supervisor was
consulted, in accordance with S?))tectiyr]lesigs\?ﬁ;? \[,)\,Ztsa consulted, in accordance with
Article 41(2) of Regulation consulted. in accordance with Article 41(2) of Regulation (EU)
(EV) 2018/1725 of the Article 41’(2) of Regulation 2018/1725 of the European
European Parliament and the (EU) 2018/1725 of the Parliament and the Council, and has
Cquncil, and has delivered an European Parliament and the delivered an opinionon|...].
opiniononl...]. Council, and has delivered an

opinion on 8 March 202112
1a0J C 143, 23.4.2021, p. 6.

77 (46) ThisRegulation AM 46 (46) This Regulation respects the

respects the fundamental rights (46)  This Regulation fully fundamental rights and observes the

and observes the principles

respects the fundamental rights

principles recognised in particul ar
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recognised in particular by the

Charter of Fundamental Rights

of the European Union, in
particular the right to the
protection of persona dataand
the right to privacy as
protected by Articles8 and 7
of the Charter, aswell as by
Article 16 TFEU. Given the
importance of the processing
of personal datafor the work
of law enforcement in general,
and for the support provided
by Europol in particular, this
Regulation includes effective
safeguards to ensure full
compliance with fundamental
rights as enshrined in the
Charter of Fundamental
Rights. Any processing of
persona data under this
Regulation is limited to what
is strictly necessary and
proportionate, and subject to
clear conditions, strict
requirements and effective
supervision by the EDPS.

and safeguards, and observes
the principles recognised in
particular by the Charter of
Fundamental Rights of the
European Union, in particular
the right to the protection of
personal data and theright to

privacy as protected by Articles

8 and 7 of the Charter, as well
as by Article 16 TFEU. Given
the importance of the
processing of personal datafor

the work of law enforcement in

general, and for the support
provided by Europol in
particular, this Regulation
includes enhanced safeguards,
democratic oversight and

accountability mechanisms, to

ensure that the activities and
tasks of Europol are carried
out in full compliance with

fundamental rights as enshrined

in the Charter, notably the
rightsto equality before the
law, to non-discrimination,
and to an effective remedy
before the competent national
court against any of the
measures taken pursuant to
this Regulation. Any
processing of personal data

under this Regulation is limited

by the Charter of Fundamental
Rights of the European Union, in
particular the right to the protection
of personal data and the right to
privacy as protected by Articles 8
and 7 of the Charter, aswell as by
Article 16 TFEU. Given the
importance of the processing of
personal datafor the work of law
enforcement in general, and for the
support provided by Europol in
particular, this Regulation includes
effective safeguards to ensure full
compliance with fundamental rights
as enshrined in the Charter of
Fundamenta Rights. Any
processing of personal data under
this Regulation islimited to what is
strictly necessary and proportionate,
and subject to clear conditions,
strict requirements and effective
supervision by the EDPS.
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to what is strictly necessary and
proportionate, and subject to
clear conditions, strict
requirements and effective
supervision by the EDPS.
78 (47) Regulation (EU) (47) Regulation (EU) 2016/794
2016/794 should therefore be should therefore be amended
amended accordingly, accordingly,
79 HAVE ADOPTED THIS HAVE ADOPTED THIS
REGULATION: REGULATION:
80 Article 1 Article 1
81 Regulation (EU) 2016/794 is Regulation (EU) 2016/794 is
amended as follows: amended as follows:
82 Q) Article 2 isamended as Q) Article 2 isamended as
follows: follows:
83 (@) points (h) to (k) and points (@) points (h) to (k) and points (m), | Written procedure 7/1/2022:

(m), (n) and (o) are deleted;

(n) and (o) are deleted;

provisional agreement to revert to
the COM proposal, i.e. no deletion
of point (d) (= definition of “‘Union
body’) but systematic reference to
‘Union bodies’ throughout the text;

(@) points (h) to (k) and points (m),
(n) and (o) are deleted

Page 79 of 262




25/01/2022

COM (13908/20 + COR 1) EP (A9-9999/2021) Council Provisional agreement
NB: references to ‘Union body’ are
to be updated across the text.

84 (b) point (p) isreplaced by the (b) point (p) isreplaced by the
following: following:

85 “(p)  ‘administrative AM 47 “(p)  ‘administrative personal TM 28/10/2021: provisionaly
personal data’ means all ( S data’ means all personal data agreed - use CSL text:

9)] administrative personal
Eersonalll data; rf)roceﬁed ;Y aI data’ means all personal data proc;?ed alby Europ;cjal da;:a.r:[’_from (p) administrative personal data’
q utr(?’r’p gpart from operation processed by Europol apart operational personal data, -, means all personal data processed
ata,”, from operational personal data; by Europol apart from operational
personal data;
. . . AM 48 . . . .

86 (c) thefollowing point (q) is (c) the following point (q) is added:
added: (© the following points are

added:

87 “(q) ‘investigative case file’ | AM 49 “(g) __ ‘investigative data easefile’ | Written procedur e 20/01/2022:
means adataset or multiple p L .1, | means data a-dataset-e—multiple PRES suggestion to use CSL text
datasets that a Member State, Eﬁéans alggtzséatjgl?)trl \;ﬁuﬁs& ;”e datasets that a Member State, the
the EPPO or athird country datasets that a Member State EPPO or athird country asguired is

acquired in the context of an
on-going criminal
investigation, in accordance
with procedural requirements
and safeguards under the
applicable national criminal
law, and submitted to Europol

the European Public
Prosecutor’s Office (‘the
EPPO’), Eurojust or athird
country acquires in the context
of an on-going criminal
investigation, in accordance
with procedural requirements
and safeguards to respect

authorised to processin the
eentextef an on-going criminal
investigation related to one or
more Member States, in
accordance with procedural
requirements and safeguards under
the applicable Union law or
national esataal law, apd-that it

“‘investigative data easefHe’
means data a-dataset-erradtiple
datasets that a Member State, the
EPPO or athird country aeguired is
authorised to processin the
eentext-ef an on-going criminal
investigation related to one or
more Member States, in
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in support of that criminal
investigation.”

fundamental rights, under the
applicable law and submits to
Europol in support of that
criminal investigation

submitted to Europol in support of

accordance with procedural

that criminal investigation and that

requirements and safeguards under

contains per sonal data outsidethe

the applicable Union law or

cateqories of data subjects listed

national etbminal law, apdthat it

in Annex I1”

submitted to Europol in support of
that criminal investigation and that
contains personal data outside the
categories of data subjectslisted
in Annex 1”

TM 26/11/2021: CSL explained
that investigative case file could be
misunderstood asjudicial casefile;
MS use different terminology;
might cover data from different
cases; important for COM: link
between data and authorisation to
process datain national law; EP to
check internally and propose a
compromise

88

AM 51

(gb)  ‘“terrorist content’
means terrorist content as
defined in Article 2(7) of
Regulation (EU) 2021/784 of
the European Parliament and
of the Council¥

1a Regulation (EU) 2021/784
of the European Parliament
and of the Council of 29 April

279 political trilogue (30/11/2021):
provisional agreement

(gb)  ‘terrorist content’ means
terrorist content as defined in
Article 2(7) of Regulation (EU)
2021/784 of the European
Parliament and of the Council'?;

1a Regulation (EU) 2021/784 of the
European Parliament and of the
Council of 29 April 2029 on
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2029 on addressing the
dissemination of terrorist
content online (OJ 172,
17.5.2021, p. 79).

89

AM 52

(qc)  “child sexual abuse
material” means material
constituting child pornography
as defined in point (c) of
Article 2 of Directive
2011/93/EU of the European
Parliament and of the
Council*? or pornographic
performance as defined in
point (€) of Article 2 of that
Directive

1a Directive 2011/93/EU of the
European Parliament and of
the Council of 13 December
2011 on combating the sexual
abuse and sexual exploitation
of children and child
pornography, and replacing
Council Framework Decision
2004/68/JHA (OJ L 335,
17.12.2011, p. 1).

90

(c bis) the following point (r) is
added:

Provisional agreement
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AM 50

29 political trilogue (30/11/2021):

91 (r) ‘online crisis situation’ ovisional aareament on the
(ga) crisis situation’ means | meansthe dissemination of online F” . agd_ 10 be read |
an ongoing or recent real- content that islinked to or ofiowing wording (tober |_n
world event that islinkedtoa | suspected asbeing carried out in SanlLeden s 08 s 205
terrorist crime, whereonline | the context of terrorism or violent | “online crisis situation’ means the
material is created depicting extremism stemming from an dissemination of online content
harm to life or to physical ongoing or recent real-world stemming from an _ongoing or
integrity or callsfor imminent | event, which depictsharm tolife | recent real-world event which
harm to life or physical or physical integrity or callsfor depicts harm to life or to physical
integrity and aimsto, or has imminent harm to lifeor physical | integrity or calls for imminent
the effect of seriously integrity, and wherethe online harm to life or physical integrity
intimidating a population and | content aims at or_has the effect and aims to, or has the effect of
wherethereisan anticipated | of serioudly intimidating a serioudly intimidating a population,
potential of exponential population, and wherethereisan | wherethereisalink or areasonable
multiplication and virality anticipated potential for suspicion of a link to terrorism or
across multiple online exponential multiplication and violent extremism and where there
services. virality across multiple online is an anticipated potential of
service providers.” exponential multiplication and
virality across multiple online
Services,
92 (cter) thefollowing point (s) is
added:
03 AM 53 " ( ‘ . -
s) _ ‘category of transfers of TM 17/11/2021: provisionaly

(qd) category of transfers of
personal data’ means a group
of transfers of personal data
which relatesto the samereal-
wold event involving harm to
life or to physical integrity and
which consists of the same

personal data’ means a group of
transfers of personal data which
all relate to the same specific
situation, and which consist of the
same categories of personal data
and the same categories of data

subjects.”

agreed

"(s) __ ‘category of transfers of
personal data’ means a group of
transfers of personal data which
all relate to the same specific
situation, and which consist of the
same categories of personal data
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categories of personal data
and data subjects.

and the same categories of data
subjects.”

94 2 Article 4 isamended as 2 Article 4 isamended as
follows: follows:
95 (a) paragraph 1 is amended as () paragraph 1 is amended as
follows: follows:
96 (i) point (h) isreplaced by the (i) point (h) isreplaced by the
following: following:
97 “(h)  support Member “(h)  support Member States TM _ (26/11/2021): provisionaly
States’ cross-border cross-border information exchange | agreed to use CSL text
information exchange activities, operations and “thy  su .

L . pport Member States
gctlwt'leﬁ,.operatlons and. . investigations, as well asjoint cross-border information exchange
investigations, aswell asjoint investigation teams—ane-special activities, operations and
investigation teams, and Hatervention-units; including by investigations, aswell as joint
specia intervention units, providing operational, technical and investigation teams.ane-special
including by providing financial support; intervention-units; including by
?_peratl_oral, tedr,'fal and providing operational, technical and

Ihancial support, ™, financial support;”
98 (h bis) support Member States’ TM (26/11/2021): provisionally

special intervention units as
referred toin Council Decision
2008/617/JHA by providing
administrative and financial
support.”;

agreed to use CSL text

(h bis) support Member States’
special intervention units as
referred toin Council Decision
2008/617/JHA by providing
administrative and financial

support.”;
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99 (i) point (j) isreplaced by the (i) point (j) is replaced by the
following: following:

100 | “(j)  cooperate with the AM 54 “(J) cooperate with the Union TM (26/11/2021): provisionally
Union bodies established on 0 cooperate with the bodies established on the basis of agreed to merge EP/CSL texts:
tThFeEbl‘j‘s‘ng T.'ttr']eo\(/ifghe 4| Union bodies established on the BE'AE’;’ of thT\ITIgEU. and ‘1‘."”" “G)  cooperate with the Union

ancwith an basis of TitleV of the TFEU, an » 1N particuiar bodies established on the basis of
ENISA, in particular through aswell aswith OLAF and through exchanges of information Title VV of the TEEU and with
exchanggs of informgtion and ENISA, in particular through and bY providing them with OLAF and ENISA, in particular
by provi ding them_W|th exchanges of information and andl yt_|ca_1] support in the are:f.that through exchanges of information
analytical support in the areas by providing them with fall within their competence;”; and by providing them with
that faltl W'th,',r_] their analytical support in areas analytical support in the areas that
competence, -, falling within their falt falling within their

competences, competences”’

101 (iii) point (m) is replaced by (iii) point (m) is replaced by the
the following: following:

102 “(m) support Member AM 55 “(m) support Member States’ Written procedure 7/1/2022:
States’ actions in preventing (M) support Member States’ actions in preventing and combating | provisionally agr eed

and combating forms of crime
listed in Annex | which are
facilitated, promoted or
committed using the internet,
including, in cooperation with
Member States, the
coordination of law
enforcement authorities’
response to cyberattacks, the
taking down of terrorist
content online, and the making

actionsin and combating forms
of crime listed in Annex |
which are facilitated, promoted
or committed using the
internet, including, in
cooperation with Member
States, support the coordination
of Member States law
enforcement authorities’
response to cyberattacks, the
taking down of terrorist content

forms of crimelisted in Annex |
which are facilitated, promoted or
committed using the internet,
including, in cooperation with
Member States and upon their
request, the ecerdination-of
assistance to-taw-entercement
competent authorities’ response to
cyberattacks of suspected criminal
origin, the takhag-dewn-of
coordination of removal orders

EP compromise proposal
(29/11/2021):

support Member States’ actions,
while respecting theright to
privacy and the protection of
personal data, in preventing and
combating forms of crimelisted in
Annex | which are facilitated,
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of referrals of internet content,
by which such forms of crime
are facilitated, promoted or
committed, to the online
service providers concerned
for their voluntary
consideration of the
compatibility of the referred
internet content with their own
terms and conditions;”;

online and child sexual abuse
material, and thereferral of
online content to the online
service providers concerned for
their voluntary consideration of
the compatibility of the referred
internet content with their own
terms and conditions, while
respecting the right to privacy
and the protection of personal
data;

for terrorist content online by
Member States authoritiesin
accordance with Art. 14 of
Reqgulation 2021/... [the TCO-
Regulation], and the making of
referrals of internet content, by
which such forms of crime are
facilitated, promoted or committed,
to the online service providers
concerned for their voluntary
consideration of the compatibility
of the referred internet content with
their own terms and conditions;”;

promoted or committed using the
internet, including by:

i. assisting competent
authorities, upon their
request, in responding to
cyberattacks of suspected
criminal origin,

ii.  cooperating-+h-coeperation
with Member States with
regard to;coerdinating
removal ordersfor terrorist
content online by Member
States competent
authoritiesin accordance
with Article 14 of
Regulation (EU) 2021/784,
and

H=  making referrals of online
content to the online service
providers concerned for
their voluntary consideration
of the compatibility of the
referred-internet that
content with their own terms
and conditions;.

103

(iv) the following points (q) to
(r) areadded:

AM 56

(iv)  thefollowing points (q)
to (ub) are added:

(iv) the following points (q) to (r)
are added:
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104

“(q) support Member States
in identifying persons whose
involvement in crimes falling
within the scope of Europol’s
mandate, aslisted in Annex |,
constitute ahigh risk for
security, and facilitate joint,
coordinated and prioritised
investigations;

AM 57

(@ support Member States
in identifying persons
suspected of crimes falling
within the scope of Europol’s
mandate, as listed in Annex |,
and that constitute a high risk
for security, and facilitate joint,
coordinated and prioritised
investigations,

“(q) support Member Statesin
identifying persons whose
involvement in serious crimes
falling within the scope of
Europol’s mandate, aslisted in
Annex |, constitute a high risk for
security, and facilitate joint,
coordinated and prioritised
investigations regar ding those

persons;

Written procedur e 20/1/2022:
PRES compromise suggestion
based on M'S remarks

“(q) support Member States in
identifying persons whose criminal
activities Hiakedte in-seriodserimes
falling within the scope of Europol’s
mandate, as listed in Annex |, ard
constitute a high risk for security,
and facilitate joint, coordinated and
prioritised investigations regarding
those persons;

TM (26/11/2021): EP/CSL to check
merger of EP/CSL texts:

“(q) support Member Statesin
identifying persons whose linked to
serious crimes faling within the
scope of Europol’s mandate, as
listed in Annex |, aréd
constitutestag a high risk for
security, and facilitate joint,
coordinated and prioritised
investigations regar ding those

PErsons,

105

(n enter datainto the
Schengen Information System,
in accordance with Regulation
(EV) 2018/1862 of the
European Parliament and of

AM 58

() enter alertsinto the
Schengen Information System,
in accordance with Regulation
(EV) 2018/1862 of the

Presidency suggestion (20/01/22):

use CSL text in exchange for
concessions on other points

Support Member Statesin
processing data transmitted by
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the Council*, following
consultation with the Member
States in accordance with
Article 7 of this Regulation,
and under authorisation by the
Europol Executive Director,
on the suspected involvement
of athird country national in
an offence in respect of which
Europol is competent and of
which it is aware on the basis
of information received from
third countries or international
organisations within the
meaning of Article 17(1)(b);

European Parliament and of the
Council®?, following
consultation with the Member
States in accordance with
Article 7 of this Regulation,
which did not resultin a
reasoned objection by a
Member State or in a Member
State expressing its intention
to enter an alert on itsown
behalf and under authorisation
by the Europol Executive
Director, on the suspected
involvement of athird country
national in an offence in
respect of which Europol is
competent and of whichitis
aware on the basis of
information received from third
countries or international
organisations which fulfil one
of the conditions|listed in
Article 25(1) of this
Regulation or athird country
which does not fulfil one of
the conditionslisted in Article
25(1) of this Regulation,
provided that the information
has been confirmed by a third
country which fulfils those
conditions or provided that the
information relatesto a
terrorist offence or organised

third countries or inter national
organisationsto Europol on
personsinvolved in terrorism or

in serious and organised crime

and propose the possible entry by

the Member States, at their

discretion and subject to their
verification and analysis, of

information alertsin theinterest

of the Union into the Schengen

Information System, in

accor dance with Regulation (EU)

Statesin processing data

transmitted by third countries or

2018/1862 of the Eur opean
Parliament and the Council. A

inter national or ganisationsto
Europol on personsinvolved in

periodic reporting mechanism
shall be put in placein order to

terrorism or in serious and
organised crime and propose the

inform other M ember States and
Europol on the outcome of the

possible entry by the M ember
States, at their discretion and
subject to their verification and

verification and analysis and on
whether or not the data has been
inserted in the SIS, within a

analysis, of information alertsin

period of 12 monthsfrom the

theinterest of the Union into the

communication by Europol of its

Schengen | nformation System, in

information to the M ember

accor dance with Regulation (EU)

States; The Management Board

2018/1862 of the European
Parliament and the Council. A
periodic reporting mechanism
shall beput in placein order to

shall further specify thecriteria
on the basis of which Europol
issues proposalsfor possible entry
of alertsinto the Schengen

inform other Member States and

Information System. M ember

Europol on the outcome of the
verification and analysis and on

States shall inform Europol of
any information alert issued and

whether or not the data has been

of any hit on such information
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crime;

1a Regulation (EU) 2018/1862
of the European Parliament
and of the Council of 28
November 2018 on the
establishment, operation and
use of the Schengen
Information System (SIS) in
the field of police cooperation
and judicial cooperation in
criminal matters, amending
and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council
and Commission Decision
2010/261/EU (OJ L 312,
7.12.2018, p. 56).;

inserted in the SIS, within a
period of 12 monthsfrom the
communication by Europol of its

alerts, and may inform, through
Europol, thethird country or
inter national or ganisation from

information to the M ember
States; The Management Board

which the infor mation leading to
the alert originates on hitson

shall further specify thecriteria

such alerts, in accordance with

on the basis of which Europal
issues proposalsfor possible entry

the procedure set out in
Regulation (EU) 2018/1862 of the

of alertsinto the Schengen
nformation System. M ember
States shall inform Europol of
any information alert issued and
of any hit on such information
alerts, and may inform, through
Europol, thethird country or
international organisation from
which theinformation leading to
thealert originates on hitson
such alerts, in accordance with
the procedure set out in
Regulation (EU) 2018/1862 of the
European Parliament and the
Council.;

European Parliament and the
Council.;

COM compromise proposal
(26/11/2021):

(n enter alerts data into the
Schengen Information System, in
accordance with Regulation (EU)
2018/1862 of the European
Parliament and of the Council*,
fellewing upon request by at least
one Member State, following
consultation with the Member States
in accordance with Article 7 of this
Regulation, which did not result in
areasoned objection by a Member
State or in a Member State
expressing itsintention to enter an
alert on its own behalf, and under
authorisation by the Europol
Executive Director, on the suspected
involvement of a third country
national in an offence in respect of
which Europol is competent and of
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which it is aware on the basis of
information received from third
countries which fulfil one of the
conditionslisted in Article 25(1) of
this Requlation or athird country
which does not fulfil one of the
conditionslisted in Article 25(1) of
this Regulation, provided that the
information _has been confirmed
by a third country which fulfils
those conditions or international
organisations within the meaning of
Article 17(1)(b). Europol shall
inform_all Member States on
inserting such alertsin the SIS;

1a Regulation (EU) 2018/1862 of
the European Parliament and of
the Council of 28 November 2018
on the establishment, operation
and use of the Schengen
Information System (SIS) in the
field of police cooperation and
judicial cooperation in criminal
matters, amending and repealing
Council Decision 2007/533/JHA,
and repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council and
Commission Decision
2010/261/EU (OJ L 312, 7.12.2018,
p. 56).;
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106 (9 support the AM 59 (9 support theimplementation | TM 26/11/2021: provisionally
implementation of the ©) support the of the evaluation and monitoring agreed to use EP text
evaluation and monitoring implementation of the mechanism under Regulation (EU)
mechanism under Regulation evaluation and monitoring No 1053/2013 within the scope of _ _
(EU) No 1053/2013 within the - - Europol’s objectives as set out in () support theimplementation
. mechanism under Regulation . _ : s
scope of Europol’s objectives e Article 3; of the evaluation and monitoring
6 et out in Article 3 (EVU) No 1053/2013 within the mechanism under Regulation (EU)
’ scope of E_uropo_l 's objectives No 1053/2013 within the scope of
?ESH outin Ar?cle 3 tthrougz Europol’s objectives as set out in
€ provision of exper 'S? an Article 3 through the provision of
analyses, where relevant; expertise and analyses, where
relevant;
107 ) proactively monitor AM 60 (® proactively monitor and Written procedur e 20/1/2022:

and contribute to research and
innovation activities relevant
to achieve the objectives set
out in Article 3, support
related activities of Member
States, and implement its
research and innovation
activities regarding matters
covered by this Regulation,
including the devel opment,
training, testing and validation
of algorithms for the
development of tools.

) proactively monitor and
contribute to research and
innovation activities relevant to
achieving the objectives set out
in Article 3 by supporting
related activities of Member
States and implementing its
research and innovation
activities regarding matters
covered by this Regulation,
including projects for the

devel opment, training, testing
and validation of agorithms for
the development of specific
toolsfor the use of law
enforcement.

contribute to research and
innovation activities relevant to
achieve the objectives set out in
Article 3, support related activities
of Member States, ard-implement
its research and innovation
activities regarding matters covered
by this Regulation, including in the
development, training, testing and
validation of algorithmsfor the
development of tools, and
disseminate the results of these
activitiesto the Member Statesin
accordance with Article 67, and
contributeto the coordination of
activities of Union agencies
established on the basisof TitleV
of the TFEU in thefield of

PRES compromise suggestion @

(t) proactively monitor and
contribute to research and
innovation activities relevant to
achieving the objectives set out in
Article 3 by supporting related
activities of Member States and
implementing its research and
innovation activities regarding
matters covered by this Regulation,
including projects for the
development, training, testing and
validation of agorithmsfor the
development of specific tools for
the use of law enforcement, and
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resear ch and innovation within
their mandatesin close
cooper ation with Member States.

disseminate the results of these
activitiesto the Member Statesin
accordance with Article 67, and
contribute to creating synergies
between the research and
innovation activities of Union
bodies and agencies, that are
relevant for Europol’s objectives as

set out in Article 3, includin
W

for internal security, and in close

cooperation with Member States.”

TM 03/12/2021: referenceto Art.
4(1)(t) should be added in line 117;
CSL to confirm that compromise
proposal on line 107 isfine;

TM 26/11/2021: new COM
proposal; Positive scrutiny by CSL
and EP - COM to suggest wording
to clarify link between lines
107+117

(t) proactively monitor and
contribute to research and
innovation activities relevant to
achieving the objectives set out in
Article 3 by supporting related
activities of Member States and
implementing its research and
innovation activities regarding
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matters covered by this Regulation,
including projects for the

devel opment, training, testing and
validation of algorithmsfor the
development of specific tools for
the use of law enforcement, and
disseminate the results of these
activitiesto the Member Statesin
accordance with Article 67, and
contribute to creating synerqies
between the research and
innovation activities of Union
bodies and agenciesthat are
relevant for Europol’s objectives as
set out in Article 3 in close
cooperation with Member States.”

108

(u) support Member
States’ actions in preventing
the dissemination of online
content related to terrorism or
violent extremism in crisis
situations, which stems from
an ongoing or recent
real-world event, depicts harm
to life or physical integrity or
calsfor imminent harm to life
or physical integrity, and aims
at or has the effect of seriously
intimidating a population, and
where there is an anticipated
potential for exponential
multiplication and virality

AM 61
deleted

(u) support, upon their
request, Member States’ actions in
preventing the dissemination of
online content.in an onlinecrisis
situation, in particular by
providing private partieswith the

infor mation necessary to identify

Written procedure 7/1/2022:
provisionally agreed;

(u) support, upon their request,
Member  States’ actions in
addressing preventing — the
online crisis situations, in

particular by providing private
parties with the information
necessary to identify relevant
online content.
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across multiple online service
providers.

108a Written procedure 7/1/2022:
provisionally agreed;
(ua) support Member States’
actions in preventing addressing
the dissemination of online child
sexual abuse material.
109 AM 62 Written procedur e 7/1/2022:
(ua) cooperate with provisionally agreed
Financial Intelligence Units .
ua) cooperate, in accordance
(F1Us), through the Europol vflith)Articls 12 of Directive
national unit or, if allowed by 2019/1153. with Einancial
the relevfag_t M(tambetr Sttate, by I ntelligence Units (F1Us), through
Lne?ansothlrgﬁucon adc the Europol national unit or, if
ween theFisan allowed by the relevant Member
Europol, in particular through State, by means of direct contact
exchang_e;c of informat_ion and betwéen the FIUsand Europoal, in
the prot\/ltson of a[]alytlcal particular through exchanges of
support to SUpport Cross- information and the provision of
border investigations by analysis to Member Statesto
ll\/lem dber_ Statg: : Utt_o th? money support cross-border investigations
taun er;ng:l Vi '.&G; into the money laundering
ransnational criminal activities of transnational criminal
organisations andterrorism organisations and terrorism
financing; financing;
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(ub)  monitor, analyse and
appraisered alerts, published
by I nterpol at the request of
third countries, and notify
Member States, the European
External Action Service, and
the Commission in the case of
reasonable suspicion that an
alert wasissued in violation of
Article 3 of the I nterpol
constitution.”

111

* Regulation (EU) 2018/1862
of the European Parliament
and of the Council of 28
November 2018 on the
establishment, operation and
use of the Schengen
Information System (SIS) in
the field of police cooperation

* Regulation (EU) 2018/1862 of the
European Parliament and of the
Council of 28 November 2018 on
the establishment, operation and use
of the Schengen Information
System (SIS) in the field of police
cooperation and judicial

cooperation in criminal matters,

Provisional agreement
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and judicia cooperationin
criminal matters, amending
and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council
and Commission Decision
2010/261/EU (OJ L 312,
7.12.2018, p. 56).”;

amending and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council and
Commission Decision 2010/261/EU
(OJ L 312, 7.12.2018, p. 56).”;

112 (b) in paragraph 2, the second (b) in paragraph 2, the second
sentence is replaced by the sentence is replaced by the
following: following:

113 | “Europol shall also assist in “Europol shall also assist in the
the operational operational implementation of those
implementation of those priorities, notably in the European
priorities, notably in the Multidisciplinary Platform Against
European Multidisciplinary Criminal Threats, including by
Platform Against Criminal facilitating and providing
Threats, including by administrative, logistical, financia
facilitating and providing and operational support to Member
administrative, logistical, States-led operational and strategic
financia and operational activities.”;
support to Member States-led
operational and strategic
activities.”;

114 (c) in paragraph 3, the (c) in paragraph 3, the following

following sentence is added:

sentence is added:
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115 | “Europol shall also provide “Europol shall also providethreats | 2% political trilogue 30/11/21:
threats assessment analysis assessment analysis based on the provisiona agreement on CSL
supporting the Commission information it holds on criminal wording:
and the M ert'nbgr( Statesin phenortrjena and ttr.en?ﬁ e Europol shall aso provide threats
carying Oltj ” gjppor_m_g wppgrt'r']n?vl © ber Stat assessment analysis based on the
assessments. -, ~OMMISSIon and the viember ".es information it holds on criminal

in carrying out risk assessments.”; phenomenaand trendsio
supportHag supperting the
Commission and the Member States
in carrying out risk assessments.

116 | (d) thefollowing paragraphs (d) the following paragraphs 4a and
4aand 4b areinserted: 4b are inserted:

117 | “4a. Europol shal assist the | AM 64 “4a.  Europol shall assist the Written procedure 7/1/2022:

Commission in identifying key
research themes, drawing up
and implementing the Union
framework programmes for
research and innovation
activitiesthat are relevant to
achieve the objectives set out
in Article 3. When Europol
assists the Commission in
identifying key research
themes, drawing up and
implementing a Union
framework programme, the
Agency shall not receive
funding from that programme.

da. Europol shall assist the
Commission in identifying key
research themes, drawing up
and implementing the Union
framework programmes for
research and innovation
activitiesthat are relevant to
achieve the objectives set out in
Article 3. Where Europol plays
arolein thedesign or
implementation of aUnion
framework programme, it shall
not receive funding from that
programme. Where
appropriate, Europol may
consult the Joint Research
Centre when defining and

Member States and the
Commission in identifying key
research themes;. Europol shall
assist the Commission in drawing
up and implementing the Union
framework programmes for
research and innovation activities
that are relevant to achieve the
objectives set out in Article 3.
When Europol assists the
Commission in identifying key
research themes, drawing up and
implementing a Union framework
programme, the Agency shall not
receive funding from that
programme._Eur opol may engage
with relevant projects of such

PRES compromise suggestion to
further

“Europol shall assist the Member
States and the Commission in
identifying key research themes.
Europol shall assist the
Commission _in drawing up and
implementing the Union framework
programmes for research and
innovation activitiesthat arerelevant
to achieve the objectives set out in
Article 3.

Wher erelevant, Eur opol may shal
disseminate the results of its these
activitiesaspart of itscontribution
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conceptualising research and
Innovation activities regarding
matters covered by this
Regulation. Europol shall take
all necessary measuresto
avoid conflicts of interest.

Union framework programmesin

accordance with Article 4(1)(t).

118

4b.  Europol shall support
the screening of specific cases
of foreign direct investments
into the Union under
Regulation (EU) 2019/452 of
the European Parliament and
of the Council* that concern
undertakings providing
technologies used or being
developed by Europol or by

AM 65

4b.  Europol shall support
the Commission and Member
States in the screening of
specific cases of foreign direct
investments into the Union
under Regulation (EU)
2019/452 of the European
Parliament and of the Council@
that concern undertakings

Where appropriate, Europol may
consult the Joint Research Centre
when defining and conceptualising
research and innovation activities

regarding matters covered by this
Regulation.”

COM compromise suggestion
(6/12/2021): IS
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Member States for the
prevention and investigation of
crimes covered by Article 3 on
the expected implications for
security.

providing technologies,
including software or critical
technologies that could be
used to facilitate terrorism,
used by Europol or by Member
States for the prevention and
investigation of crimes covered
by Article 3 on the expected
implications for security.

1a Regulation (EU) 2019/452
of the European Parliament
and of the Council of 19
March 2019 establishing a
framework for the screening
of foreign direct investments
into the Union (OJ L 791 ,
21.3.2019, p. 1).

Provisional agreement

119 | * Regulation (EU) 2019/452 * Regulation (EU) 2019/452 of the
of the European Parliament European Parliament and of the
and of the Council of 19 Council of 19 March 2019
March 2019 establishing a establishing aframework for the
framework for the screening of screening of foreign direct
foreign direct investments into investments into the Union (OJ L
the Union (OJL 79I , 791, 21.3.2019, p. 1).”
21.3.2019, p. 1).”

120 | (e) in paragraph 5, the
following sentence is added:

121 “Europol staff may assist the “Europol shall not apply coercive Written procedur e 7/1/2022

competent authorities of the

measures in carrying out its tasks.
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Member States, at their request
and in accordance with their
national law, in the taking of
investigative measures.”

Europol staff may provide
operational support to assist the
competent authorities of the
Member States during
investigative measures, at their
request and in accordance with their
national law, in particular by
facilitating cross-bor der
information exchange, providing
forensic and technical support
and being present when

have the power to execute

investigative measur es.”

Provisionally agreed to use CSL
text.

122 AM 66
(ea) thefollowing
paragraph 5a is added:
123 fjﬁd:zggl' fig";‘]'t'sr;f%e‘“ the TM 26/11/2021: provisionally
freedoms enshrined in the seCeliDlEsER Rl
Charter in the performance of Europol shall respect the
its tasks.” fundamental rights and freedoms
enshrined in the Charter in the
performance of its tasks.”
124 3 in Article 6, paragraph | AM 67 3 inArticle 6, paragraph 1 is
1 isreplaced by the following: deleted replaced by the following:
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125 | “L In specific cases where | deleted “1. In specific cases where
Europol considersthat a Europol considers that a criminal
criminal investigation should investigation should beinitiated
beinitiated into a crime falling into a crime falling within the scope
within the scope of its of its objectives, it shall request the
objectives, it shall request the competent authorities of the
competent authorities of the MemberStateer Member States
Member State or concerned viathe national unitsto
Member States concerned via initiate, conduct or coordinate such
the national unitsto initiate, acriminal investigation.”
conduct or coordinate such a
criminal investigation.”
126 AM 68
(-3) In Article 6, the following
paragraph laisinserted
197 “la. Without prgjudiceto

paragraph 1, where Europol
considersthat a criminal
investigation should be
initiated into a specific crime
which affects a common
interest covered by a Union
policy but is not of a cross-
border nature, it shall request
the competent authorities of
the Member State concerned
via the national unit to initiate,
conduct or coordinate such
criminal investigation.”

Provisional agreement
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128

AM 69

(3a) InArticle 6, paragraph
2 isreplaced by the following:

129

2. The nationa units shall
inform Europol without delay
of the decision of the
competent authorities of the
Member States concerning any
request made pursuant to
paragraphs 1 and la.

Written procedure 20/1/2022 :
Technical alignment pending the
outcome of the discussion on article
6.

130

AM 70

(3b) InArticle6(3), the
introductory part isreplaced
by the following:

131

"3. If the competent authorities
of aMember State decide not
to accede to arequest made by
Europol pursuant to
paragraphs 1 and 1a, they
shall inform Europol of the
reasons for their decision
without undue delay, preferably
within one month of receipt of
the request. However, the
reasons may be withheld if
providing them would:”

Written procedur e 20/1/2022:
Technical alignment pending the
outcome of the discussion on article
6.
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132 AM 71
(3c) InArticle 6, paragraph
4 isreplaced by the following:

133 "4, Europol shall immediately Written procedur e 20/1/2022:
inform Eurojust and, where PRES compromise suggestion
relevgt, tahde EPPO, (iftany "4, Europol shall immediately
requ mh eipurjulan % ¢ inform Eurojust and, where
pareg;ra_tp_ S ?n a are]t Ot relevant, the EPPO, of any request
any deciSion or a competen made pursuant to paragraphs [
authority of aMember State BB and of any decision of a
pursuant to paragraph 2; competent authority of a Member

State pursuant to paragraph 2;”
134 (4) InArticle7, paragraph 4) In Article 7, paragraph 8 is
8 isreplaced by the following: replaced by the following:
135 | 8. Member States shall AM 72 “8. Member Statesshall ensure | TM___ 12/11/2021:  provisionally

ensure that their financial
intelligence units established
pursuant to Directive (EU)
2015/849 of the European
Parliament and of the
Council* are alowed to
cooperate with Europol in
accordance with Article 12 of
Directive (EU) 2019/1153 of
the European Parliament and
the Council**, in particular via

8. Member States shall
ensure that their financial
intelligence units established
pursuant to Directive (EU)
2015/849 of the European
Parliament and of the Council*,
are allowed to reply to duly
justified requests made by
Europol in accordance with
Article 12 of Directive (EU)

that their financial intelligence units
established pursuant to Directive
(EV) 2015/849-2005/66/EC of the
European Parliament and of the
Council are entitled to reply to
duly justified requests made by
Europol in accordance with Article
12 of Directive (EU) 2019/1153 of
the European Parliament and the
Council, in particular viatheir
national unit or, if provided for by

agreed - Use CONS text:

8. Member States shall ensure
that their financial intelligence units
established pursuant to_ Directive
(EU) 2015/849 of the European
Parliament and of the Council _are
entitled to reply to duly justified
requests made by Europol in
accordance with Article 12 of
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their national unit regarding
financia information and
analyses, within the limits of
their mandate and competence.

2019/1153 of the European
Parliament and the Council**,
viatheir national unit or, if
allowed by that Member State,
by direct contact with Europol
regarding financial information
and analyses, within the limits
of their mandate and
competence.”

the national law of that Member
State, by direct contacts between
thefinancial intelligence unit and
Europol, regarding financial
information and anal yses, within
the limits of their mandate and
competence and subject to
national procedural safequards.

Directive (EU) 2019/1153 of the
European Parliament and the
Council, in particular__via their
national unit or, if provided for by
the national law of that Member
State, by direct contacts between the
financial intelligence unit and
Europol, regarding  financial
information and analyses, within the
limits of ther mandate and
competence and subject to national
procedural safeguards.

136

137

* Directive (EU) 2015/849 of
the European Parliament and
of the Council of 20 May 2015
on the prevention of the use of
thefinancia system for the
purposes of money laundering
or terrorist financing,
amending Regulation (EU) No
648/2012 of the European
Parliament and of the Council,
and repealing Directive
2005/60/EC of the European
Parliament and of the Council
and Commission Directive
2006/70/EC (OJ L 141,
5.6.2015, p. 73).

* Directive (EU) 2015/849 of
the European Parliament and of
the Council of 20 May 2015 on
the prevention of the use of the
financial system for the
purposes of money laundering
or terrorist financing, amending
Regulation (EU) No 648/2012
of the European Parliament and
of the Council, and repealing
Directive 2005/60/EC of the
European Parliament and of the
Council and Commission
Directive 2006/70/EC (OJ L
141, 5.6.2015, p. 73).

* Directive (EU) 2015/849 of the
European Parliament and of the
Council of 20 May 2015 on the
prevention of the use of the
financial system for the purposes of
money laundering or terrorist
financing, amending Regulation
(EU) No 648/2012 of the European
Parliament and of the Council, and
repealing Directive 2005/60/EC of
the European Parliament and of the
Council and Commission Directive
2006/70/EC (OJL 141, 5.6.2015, p.
73).
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** Directive (EU) 2019/1153

138 | ** Directive (EU) 2019/1153 . ** Directive (EU) 2019/1153 of the
of the European Parliament of the Europgan el European Parliament and of the
and of the Council of 20 June of t_he Counil of 20 J_u_ne .2019 Council of 20 June 2019 laying
2019 laying down rules laying dowp rule;efam NG down rules facilitating the use of
facilitating the use of financial _the use O.f finencial and oth_er financial and other information for
and other information for the '”fom.‘a“ on for t.he EELIET, | e prevention, detection,
prevention, detection, detect|or_1, eIz noner investigation or prosecution of
investigation or prosecution of prosecution of EEnEln crlmlnal. certain criminal offences, and
certain criminal offences, and offe_nc_:es, and repealing Council repealing Council Decision
repealing Council Decision | Decision 2000/642/0HA (QJ L | 5000/642/3HA (0J L 188,
2000/642/JHA (OJ L 186, 186, 11.7.2019, p. 122). 11.7.2019, p. 122).”

11.7.2019, p. 122).”
139 AM 73
(4a) InArticle11(1), point
(a) isreplaced by the
following:
140 " (a) adopt each year, by a

majority of two-thirds of its
members and in accordance
with Article 12, asingle
programming document in
accordance with Article 32 of
Commission Delegated
Regulation (EU) 2019/715%2
and the related Commission
guidelinesfor thesingle
programming document
containing Europol's
multiannual programming and
its annual work programme for
the following year.

Written procedure 7/1/2022:
provisionally agreed to use EP text

" (a) adopt each year, by a majority
of two-thirds of its membersand in
accordance with Article 12, asingle
programming document in
accordance with Article 32 of
Commission Delegated Regulation
(EU) 2019/715' and the related
Commission guidelinesfor the
single programming document
containing Europol's multiannual
programming and its annual work
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1a Commission Delegated
Regulation (EU) 2019/715 of
18 December 2018 on the
framework financial
regulation for the bodies set
up under the TFEU and
Euratom Treaty and referred
toin Article 70 of Regulation
(EU, Euratom) 2018/1046 of
the European Parliament and
of the Council (OJ L 122,
10.5.2019, p. 1).”

programme for the following year.

1a Commission Delegated
Regulation (EU) 2019/715 of 18
December 2018 on the framework
financial regulation for the bodies
set up under the TFEU and
Euratom Treaty and referred toin
Article 70 of Regulation (EU,
Euratom) 2018/1046 of the
European Parliament and of the
Council (OJ L 122, 10.5.2019, p.
1).”

141

AM 74

(4b) InArticle 11(1)the
following point (ua) is added:

142

“(ua) appoint a Fundamental
Rights Officer who shall be
functionally independent in
the performance of hisor her
duties”

143

AM 75

(4c) InArticle12,
paragraph 1 isreplaced by the
following:
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144

"1. The Management Board
shall, by 30 November each
year, adopt asingle
programming document
containing Europol's
multiannual programming and
annua work programme, based
on adraft put forward by the
Executive Director, taking into
account the opinion of the
Commission and, as regards the
multiannual programming,

after having consulted the
JPSG. If the Management
Board decides not to take into
account elements of the
opinion of the Commission, it
shall provide a thorough
justification. The same
obligation shall apply to the
elementsraised by the JIPSG
in accordance with point (c) of
Article 51(2). The Management
Board shall forward the final
single programming document
to the Council, the Commission
and the JPSG.

Written procedur e 20/1/2022:
PRES compromise suggestion to

slightly Eifiénd the EP wording
(equivaent text in Frontex

Regulation):

1. The Management Board shall, by
30 November each year, adopt a
single programming document
containing Europol’s multiannual
programming and annual work
programme, based on a draft put
forward by the Executive Director,
taking into account the opinion of
the Commission and, as regards the
multiannual programming, after
having consulted the JPSG. If the
Management Board decides not to
take into account elements of the
opinion of the Commission, i
shall provide a thorough
justification. The same obligation
shall apply to the elements raised
by the JPSG in accordance with
point (c) of Article 51(2). The
Management Board shall forward
thefinal single programming
document to the Council, the
Commission and the JPSG.
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TM 06/12/2021:

CSL: concerns that this addition
will bind Europol, COM: acceptable

145 AM 76
(4d) In Article12(2), the
first subparagraph is replaced
by the following:
The multiannual programming . _
146 <hall et out th 2 Written procedur e 7/1/2022:
> OUt the over provisionally agreed to use EP text
strategic programming,
including the objectives, “The multiannual programming
expected results and shall set out the overall strategic
performance indicators. It shall prc_)grqmmi ng, including the
also set out the resource objectives, expected results and
planning, including the performance indicators. It shall also
multiannual budget and staff. It set out the resource planning,
shall include the strategy for including the multiannual budget
relations with third countries and staff. It shal I_ incl uc_lethe_
and international organisations strategy for relations with third
and its planned research and countries and international
innovation activities. organisations and its planned
research and innovation activities.”
147 AM 77

(4e) InArticle 14,
paragraph 4 isreplaced by the
following:
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148

4. The Management Board may
invite any person whose
opinion may be relevant for the
discussion to attend its meeting
as anon-voting observer. Two
representatives of the JPSG
shall beinvited to all meetings
of the Management Board as
observers without voting
rights.
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149

AM 78

(4f)  InArticle 16,
paragraph 3 isreplaced by the
following:

150

3. The Council and the JPSG
may invite the Executive
Director to report on the
performance of hisor her
duties.

151

AM 79

(4g) In Article 16(5), point
(d) isreplaced by the following

152

(d) preparing the draft single
programming document
containing the multiannual
programming and annual work
programmes and submitting it
to the Management Board, after
having consulted the

Provisional agreement

Page 110 of 262




25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

Commission and the JPSG;

Management Board, after having
consulted the Commission and the
JPSG;

153 (4 bis) In Article 16(5), a new
point (o bis) is added:
154 " (0 bis) informing the Written procedur e 7/1/2022:
Management Board regarding provisionally agreed to use CSL
the memoranda of understanding | text
signed with private parties; “(0 bis) informing T
Management Board regarding the
memoranda _of understanding
signed with private parties;"
155 (5) Article 18 is amended (5) Article 18 is amended as
asfollows: follows:
156 (a) paragraph 2 is amended as (a) paragraph 2 isamended as
follows: follows:
157 (i) point (d) is replaced by the (i) point (d) isreplaced by the
following wording: following wording:
158 “(d) facilitating the “(d) facilitating the exchange of
exchange of information information between
between Member States, Member States, Europol, other
Europol, other Union bodies, Union bodies, third countries,
third countries, international international organisations and
organisations and private private parties;”
parties;”
159 (i1), the following points (€) (i), the following points (€) and (f)

and (f) are added:

are added:
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160 | “(e) researchand AM 80 “(e)  research and innovation Written procedure 7/1/2022:
innovation regarding matters . - regarding matters covered by this provisionally agreed
covered by this RegL_JIa_ltion for EJ?)oj ectsri.;arr%?nzn?ng’:?;\;anon Re.gl.“ aion fpr the devel_opr_nent, (e) research and innovation projects
Egﬁgg%p\ge%ﬁ?nné?g’ covered by this Regulation for gzgr'irt'ﬁ’”t]eﬂ' ng and validation of regarding matters covered by this
: the devel opment, training, = Regulation for the development,
agorithms for the testing and validation of teels and for other rescarchand | 5ining  testing and validation of
development of tools; algorithms for the development | [nnovation adtivitiesrelevant 0 | 4qrithms for the development of
e achieve the objectives set out in o .
of specific toolsfor the use of . specific tools and other specific
law enforcement; Article 3 research and innovation projects
relevant to achieve the objectives set
out in Article 3 in accordance with
the conditions set out in Article 33a;
161 (f)  supporting Member AM 81 ()] supporting Member States, T'\r/l eeer] /eiqulil tzgrznlérpgoéggg?_l texts
States in informing the public % supporting Member upon their request, ininforming g 9 :
about suspects or convicted _SUpporting - the public about suspects or
individuals who are wanted aStbitLT Sllrjlsglef;rsrr(l)lrn gotr?\i gtue%l ¢ convicted individuals who are (f)  supporting Member States
based on anationa judicial individuals who are wanted wanted based on anational judicial upon their request ininforming’
decision relating to acriminal based on anational judicial ’ decision relating to acriminal the public about sus’pects s
affence in respect of which decision relating to acriminal offence in respect of which Europol convicted individuals who are
Europol is competent, and | gtfence n respect of which | 'S competent, and facilitatethe -y aneq haged on anational judicia
facilitate the provision of Europol is competent, and provision of information by the dEe 0;1 relating to a criminal
't[\‘forma;'.of‘ dby Ithf publicon | ¢-Gilitating the provision of | Public on these individuals. offence in respect of which Europol
ese Individuals. information, to the Member is competent, and facilitating the
States and Europol, by the provision of information, to the
public on these individuals. Member States and Europol, by the
public on these individuals.
162 (b) the following (b) the following paragraph

paragraph 3aisinserted:

3aisinserted:
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163 | “3a. Processing of personal | AM 82 “3a. If necessary toreach the TM 17/11/2021: provisional
data for the purpose of e objectives of Europol’s research | agreement to use CSL compromise
research and innovation as S?ttaf orF;L%C;gsng??r;r;ih and innovation projects, text of 10/11/2021 merging both
referred to in point (e) of and innovation as referred to in Pprocessing of personal datafor the | texts
par ?grape*;isr‘a“ be f point (€) of paragraph 2 shall p”rgg’seg; 't@earch at”d '”?0"""“0” If necessary to r each the objectives
Eer orrrll, Y me?]ns% be performed by means of asrererr h 23'};?%'” (e? 0 od of __Europol’s _ research __and
: urop;)t_ S fese?“ct an h Europol’s research and parlagtr)ao fEe per cIme innovation projects, processing of
'nnovation projects wi innovation projects with clearly on’y by means ot Europol's persona data for the purpose of
clearl_y defined objectives, defined purposes and re_search and Innovation projects research and innovation as referred
duration and scope Of. the objectives, and shall be subject with plearly defined objectives, to in point (e) of paragraph 2 shall be
personal dataprocessing | 4'the additional specific duration and scope of the personal |- performed only by means of
Itﬂvﬂgllcﬁ |na|re$peqtfpf which safeguards set out in Article d?taﬁror:: ggc'l.qyd\;led' m_;gspect Europol’s research and innovation
€ additional Specitic - 334, in respect of the duration of which the additional Specific projects with clearly defined
safeguards set out in Article and scope of the personal data safeguards set out in Article 33a purposes and objectives, duration
33a shall apply.” processing shall apply.” | £ 4 I dat
processing—nvolved—and shall be
subject to the additional specific
safeguards set out in Article 33a, in
respect of which—the—additional
specific safeguardssetoutinArticle
33a-—shal—apphy-the duration and
scope of the personal data
processing.
164 | (c) paragraph 5 is replaced by (c) paragraph 5 is replaced by the
the following: following:
165 | “5. Without prejudice to AM 83 “B. Without prejudiceto Article | Written procedure 7/1/2022:

Article 8(4) and Article 18a,
categories of personal dataand
categories of data subjects

5. Without prejudice to
Article 8(4), Article 18(2)(e)
and Article 18a, categories of

8(4) and Article 18a, categories of
personal data and categories of data
subjects whose data may be

provisionally agreed (CSL agreesto
drop par. 5bis and to include text
into new recital 15b in line 32a)
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whose data may be collected
and processed for each
purpose referred to in
paragraph 2 arelisted in
Annex 11.”

persona data and categories of
data subjects whose data may
be collected and processed for
each purposereferredto in
paragraph 2 are listed in Annex
.

collected and processed for each
purpose referred to in points (a) to
(d) and (f) of paragraph 2 are listed
in Annex Il. I n accordance with
Article 73 of Regulation (EU)
2018/1725, Europol shall, where
applicable and asfar aspossible,
make a clear distinction between
the operational personal data of
these different categories of data

subjects.”

5. Without prejudice to Article 8(4),
Article 18(2)(e) and Article 183,
and witheut prejudice to data
processing pursuant to Article
26(6b) where Europol’s
infrastructureis used for bilateral
exchanges and Europol hasno
access to the content of the data,
categories of personal data and
categories of data subjects whose
data may be collected and processed
for each purpose referred toin
paragraph 2 are listed in Annex I1.

New paragraph 5bis:

In accordance with Article 73 of
Regulation (EU) 2018/1725,
Europol shall, where applicable
and asfar aspossible, makea
clear distinction between the

oper ational personal data of these
different categories of data

subjects.”

166

(d) the following paragraph 5a
isinserted:

AM 84
Deleted

(d) the following paragraph 5ais
inserted:

TM 17/11/2021: provisiona
agreement to move wording down
to par. 6a(new) - merge CSL/EP
text (line 173)
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167 “ba.  Prior totheprocessing | Deleted “ba.  Prior to the processing of TM 17/11/2021: provisiona
of data under paragraph 2 of data under paragraph 2 of this agreement to move wording down
this Article, Europol may Article, and wher e necessary for to par. 6a(new) - merge CSL/EP
temporarily process persondl the purpose of deter mining text (line 173)
data received pursuant to whether personal data complies
Article 17(1) and (2) for the with the requirements of
purpose of determining paragraph 5 of thisArticle,
whether such data comply Europol may temporarily process
with the requirements of personal data received pursuant to
paragraph 5 of this Article, Article 17(1) and (2) for %he that
including by checking the data ;
against all datathat Europol
already processesin
accordance with paragraph 5. A%&e incl ud| ng by check| ng the

data against all data that Europol
aready processes in accordance
with paragraph 5.

168 | The Management Board, deleted The Management Board, actingon | TM 17/11/2021: provisional
acting on a proposal from the aproposal from the Executive agreement to move wording down
Executive Director and after Director and after consulting the to par. 6a(new) - merge CSL/EP
consulting the EDPS, shall EDPS, shall further specify the text (line 173)
further specify the conditions conditions relating to the provision
relating to the processing of and processing of such data.
such data.

169 Europol may only process Deleted Europol may only process personal | TM 17/11/2021: provisional

personal data pursuant to this
paragraph for a maximum
period of one year, or in
justified cases for alonger
period with the prior
authorisation of the EDPS,

data pursuant to this paragraph for a
maximum period of ereyear 18
months, or in justified cases for a
longer period with the prior
authorisation of the EDPS, where
necessary for the purpose of this

agreement to move wording down
to par. 6a(new) - merge CSL/EP
text (line 173)
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where necessary for the
purpose of this Article. Where
the result of the processing
indicates that personal data do
not comply with the
requirements of paragraph 5 of
this Article, Europol shall
delete that data and inform the

Article. Such personal data shall
be functionally separated from
other data. Where the result of the
processing indicates that personal
data do not comply with the
requirements of paragraph 5 of this
Article, Europol shall delete that
data and inform the provider of the

provider of the data data accordingly whererelevant.”
accordingly.”
170 AM 85 (e) Paragraph 6 isamended as TM 17/11/2021: provisiona
(5a) paragraph 6 is replaced follows: agreement to use EP wording
by the following: (5a) paragraph 6isreplaced by
the following:
171 6. Europol may temporarily "6. Europol may temporarily TM 17/11/2021: provisiona

process data for the purpose of
determining whether such data
arerelevant to itstasks and, if
so, for which of the purposes
referred to in paragraph 2. The
Management Board, acting on
aproposal from the Executive
Director and after consulting
the EDPS, shall further specify
the conditions relating to the
processing of such data, in
particular with respect to access
to and use of the data, as well
astime limits for the storage
and deletion of the data, which

process data for the purpose of
determining whether such data are
relevant to itstasks and, if so, for
which of the purposes referred toin
paragraph 2. The Management
Board, acting on a proposal from
the Executive Director and after
consulting the EDPS, shall further
specify the conditions relating to
the processing of such data, in
particular with respect to access to
and use of the data, as well astime
limits for the storage and del etion of
the data, which may not exceed six
months, having due regard to the

agreement to use EP wording for
the first sentence, second sentence
covered in new paragraph 6b (line
175a)

6. Europol may temporarily process
data for the purpose of determining
whether such data are relevant to its
tasks and, if so, for which of the
purposes referred to in paragraph 2.
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may not exceed six months, principlesreferred to in Regulation
having due regard to the (EV) 2018/1725A+icte28."

principlesreferred to in Article
71 of Regulation

(EU)2018/1725 .”
172 AM 86 TM 17/11/2021: provisional
da. thefollowing agreement to create new par.
paragraph 6a isinserted: 6a(new) (moved down from par. 5a)
- use EP text
173 “6a. Prior to the processing of Prior to the processing of dataunder | Written procedure 20/1/2022:

data under paragraph 2 of this
Article, Europol may
exceptionally temporarily
process personal data received
pursuant to Article 17(1) and
(2) for the sole purpose of
determining whether such
data comply with the
reguirements of paragraph 5
of this Article, including by
checking the data against all
data that Europol already
processes in accordance with
paragraph 5.

paragraph 2 of this Article, and
where necessary for the purpose
of determining whether personal
data complieswith the
reguirements of paragraph 5 of
this Article, Europol may

temporarily process personal data
received pursuant to Article 17(1)
and (2) for the that purpose ef

against al datathat Europol aready
processes in accordance with

paragraph 5.

PRES compromise proposal;

“Prior to the processing of data under
paragraph 2 of this Article, and
where strictly necessary for the
purpose of determining whether
personal data complies with the
requirements of paragraph 5 of
this _ Article,  Europol  may
Fexeeptionally} temporarily process
personal data received pursuant to
Article 17(1) and (2) for that sole
purpose, including by checking the
data against al data that Europol
already processesin accordance with
paragraph 5.”

TM 17/11/2021: EP proposa to
merge CSL/EP texts, leave
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‘exceptionally’ for later; Council
suggestion to replace the word
[exceptionnally] by “where strictly
necessary”; to be confirmed by the
Council and EP

The Management Board,

174 i <l f th The Management Board, actingon | TM 17/11/2021: provisional
E?(Ieggt(i)\?e?)?rrgg(;r an:jo;‘]tere aproposal from the Executive agreement
consulting the EDPS, shall Director and after consulltl ng the Deleted and moved to paragraph 6b
furth it th ’ it EDPS, shall further specify the (line 175a)
urther specity the conditions | .ongitions relati ng to the provision
relating to the temporary and processing of such data
processing of such data. B
175 Europol may only process Europol may only process personal | Wiritten procedure 20/1/2022:

personal data pursuant to this
paragraph for a maximum
period of one year, which may
be extended once by up to six
monthsin duly justified cases
where proportionate and
necessary for the purpose of
this Article. Europol shall
inform the EDPS of any
extension of the maximum
processing period. Wherethe
temporary processing isno
longer proportionate and
necessary for the purpose of
this Article, and in any case
after the end of the maximum
processing period, Europol
shall permanently delete the

data pursuant to this paragraph for a
maximum period of eneyear 18
months, or in justified cases for a
longer period with the prior
authorisation of the EDPS, where
necessary for the purpose of this
Article. Such personal data shall
be functionally separated from
other data. Where the result of the
processing indicates that personal
data do not comply with the
requirements of paragraph 5 of this
Article, Europol shall delete that
data and inform the provider of the
data accordingly whererelevant.

PRES compromise suggestion

“Europol may only process personal
data pursuant to this paragraph for a
maximum period of ereyear 18
months, or injustified cases for a
longer period where necessary for
the purpose of this Article. Europol
shall inform the EDPS of any
extension of the maximum
processing period. Thetotal
period of processing shall not
exceed a period of threeyears.
Such personal data shall be
functionally separated from other
data. Where theresdlt-of-the

proeessing-hdieates Europol
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personal data that does not
comply with the requirements
of paragraph 5 of this Article
and the results of the
processing, and inform the
provider of the data
accordingly.

175a

Provisional agreement
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176

(6) The following Article
18aisinserted:

(6) Thefollowing Article 18ais
inserted:

Provisional agreement
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177 “Article 18a “Article 18a
178 Information processing in AM 87 I nformation processing in TM 26/11/2021: provisionally
support of a criminal Processing of personal data in support of a criminal agreed to use EP text
Investigation support of acriminal Investigation Processing of personal data in
investigation support of acriminal investigation
179 1. Where necessary for AM 88 1. Where necessary for the TM 26/11/2021: provisionally
the support of a specific 1 Where necessary for the support of a specific criminal agreed to merge EP/CSL texts
criminal mvestlgatl(;n,d I:Iuropol support of an ongoing specific :Enveﬂlgzlaltlonb\_/vnhln the scope of 1 Where necessary for the
Maly Process personal daa criminal investigation, Europol | SULoROl sobjectivesasset outin | gh50r¢ of a specific ongoing
outs dethe categories of data may process persona data Artidle 3, Europol_ Maly Process criminal investigation within the
Suﬁj ec_ts listed in Annex 1 outside the categories of data p;ar;gtnal d;ta fult.ss'ti%t.he Xategozlles scope of Europol's objectives as
where: subjectslisted in Annex Il 0 h ?Su Jects i ' ANNEX set out in Article 3, Europol may
where: Where. process personal data outside the
categories of data subjectslisted in
Annex Il where:
180 (8) aMember State or the AM 89 () aMember State or the EPPO TM 26/11/2021: provisionaly

EPPO provides an
investigative casefileto
Europol pursuant to point (a)
of Article 17(1) for the
purpose of operational analysis
in support of that specific
criminal investigation within
the mandate of Europol

@ aMember State, the
EPPO or Eurojust provides an
investigative casefileto
Europol pursuant to points (a)
and (b) of Article 17(2)
requesting Europol to support
that ongoing specific criminal
investigation within the
mandate of Europol pursuant to

provides an investigative data ease
fHe to Europol pursuant to point (a)
or_point (b) of Article 17(1) for the
purpose of operational analysisin
support of that specific criminal
investigation within the mandate of
Europol pursuant to point (c) of
Article 18(2), or_in exceptional
and duly justified cases, upon
request by a that Member State,

agreed to merge EP/CSL text

(a) aMember State, the EPPO or
Eurojust provides an investigative
data to Europol pursuant to points
(@) or_(b) of Article 17(1)
requesting Europol to support that
ongoing specific crimina
investigation within the mandate of
Europol
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pursuant to point (c) of Article
18(2); and

point (c) of Article 18(2); and

for cross-checking pursuant to
point (a) of Article 18(2); and

(i) by way of operationa analysis
pursuant to point (c) of Article 18(2),
or

(ii) in exceptional and duly
justified cases, by way of cross-
checking pursuant to point (a) of

Article 18(2);

181 (b) Europol assessesthatitis | AM 90 (b) Europol assessesthat it is not PRES compr omise suggestion

not pqssi bleto carry out the (b) Europol concludes that possi b!eto carry out the'operational (20/1/2022):

operall °“.aJ andl ysis of the it isnot possibleto carry out gnal ySISOrCr oss—chegkl ng ekthe (b) Europol assesses that it is not

Investigative case file without the operational analysis of the %%%%*e In Support of possible to carry out the operational

processing persona data that investigative case file without the specific criminal investigation analysis or cross-checking of-the

does not comply with the processing personal data that without processing personal data invectigative casefile in support

requi rements of Article 18(5). does not comply with the that QOes not comply with the _ of the spedific criminal

This assessment shall be requirements of Article 18(5). requirements of Article 18(5). This investigation without processing

recorded. This assessment shall be assessment shall be recorded. personal datathat does not comply

recorded and sent to the EDPS with the requirements of Article
for information. 18(5). This assessment shall be
recorded and sent to the EDPS for
information when Europol ceases
to support the related specific
criminal investigation.
2 political trilogue (30/11/2021):
provisional agreement except the
last phrase on EDPS information
which will be part of the EDPS
package
182 AM 91 TM 26/11/2021: provisionaly

agreed to delete EP text as
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(ba) aMember Stateor a
Union body requests a

strategi

c analysis within the

mandate of Europol pursuant
to point (b) of Article 18(2).

strategic analysis does not justify
processing of big data provided in
the context of criminal
investigations (rather the outcome
of operational analysis);

183 la. The Member State providing | Written procedure 7/1/2022:
theinvestigative data to Eur opol provisionally agreed
shall inform Europol when its 2. The Member State providing
?‘”mor"ﬁ“.?.” to_prpc;esthat data theinvestigative data to Europol
in este'sp?q Ic crimin . h shall inform Europol when its
investigation In accordance wi authorisation to processthat data
procedural requw_ements_and in the specific criminal
safgquardsunder Its appllcal?le investigation in accordance with
national law has ceased to exist. orocedural requirements and
When'the.EPPO provides safequards under its applicable
investigative data to Europol, the el e e e e
EPPO shal.l mform Europol when When the EPPO or Eurojust
the authorisation to process that brovide investigative data to
data in the specific criminal Europol. they the EPPO shall
investigation in accordance with T Iéuropol e
procedural requirements "J.‘nd authorisation to processthat data
saf_equards under t_heappllcable in the specific criminal
gnlon lt%We;r;? national law has investigation in accordance with
eased ' procedural requirements and
safequards under the applicable
Union law and national law has
ceased to exist.
184 2. Europol may process AM 92 2 Europol may process TM 26/11/2021: provisionaly
persona data contained in an 7 Europol may process ' agreed merge EP/CSL text

investigative case for aslong
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as it supports the on-going
specific criminal investigation
for which the investigative
case file was provided by a
Member State or the EPPO in
accordance with paragraph 1,
and only for the purpose of
supporting that investigation.

personal data contained in an
investigative casefile for as
long as it supports the on-going
specific criminal investigation
for which the investigative case
file was provided by a Member
State, the EPPO or Eurojust in
accordance with paragraph 1,
and only for the purpose of
supporting that investigation.

accor dance with Article 18(2) for
aslong asit supports the on-going
specific criminal investigation for
which the investigative data ease
fle was provided by a Member
State or the EPPO in accordance
with paragraph 1, and only for the
purpose of supporting that
investigation.

3. Europol may process personat
data-contained-than investigative
data easefile in accordance with
Article 18(2) for aslong asiit
supports the on-going specific
criminal investigation for which the
investigative data easefile was
provided by a Member State, the
EPPO or Eurojust in accordance
with paragraph 1, and only for the
purpose of supporting that

investigation.

185 | The Management Board, AM 93 The Management Board, actingon | TM 26/11/2021: provisionally
acting on a proposal from the Deleted aproposal from the Executive agreed
Executive Director and after Director and after consulting the o
consulting the EDPS, shall EDPS, shall further specify the gglé;zxigergeeed | mghlgln et?ellgv?/’
further specify the conditions conditions relating to the provision '
relating to the processing of and processing of such data.
such data.

186 | Without prejudice to the AM 94 Without prejudice to the processing | TM 26/11/2021: provisionally
processing of personal data Deleted of personal data under Article agreed

under Article 18(5a), personal
data outside the categories of
data subjectslisted in Annex Il
shall be functionally separated
from other data and may only
be accessed where necessary
for the support of the specific
criminal investigation for
which they were provided.

18(5a), personal data outside the
categories of data subjectslisted in
Annex |l shall be functionally
separated from other data and may
only be aseessed processed where
necessary and proportionate for
the support of the ongoing specific
criminal investigation for which
they were provided, including for
the purpose of ensuring the

ver acity, reliability and

CSL text to be merged with lines
185, 190 and 191; seeline 191
below
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traceability of the criminal
intelligence process.

187

AM 95

2a.  Where Europol reaches
the conclusion that there are
preliminary indications that
such data is disproportionate
or collected in violation of
fundamental rights, Europol
shall permanently delete it
without processing. When the
processing period for the
personal data ends, the
personal data shall be
permanently del eted.

TM 26/11/2021: provisionally
agreed coveredin line 192

188 | 3. Upon request of the
Member State or the EPPO
that provided an investigative
case file to Europol pursuant
to paragraph 1, Europol may
store that investigative case
file and the outcome of its
operational analysis beyond
the storage period set out in
paragraph 2, for the sole
purpose of ensuring the
veracity, reliability and
traceability of the criminal
intelligence process, and only
for aslong asthejudicia

AM 96

3. Upon request of the
Member State that provided an
investigative casefileto
Europol pursuant to paragraph
1, or upon request of the
EPPO or Eurojugt, as
appropriate, Europol may store
that investigative case file and
the outcome of its operational
analysis beyond the processing
period set out in paragraph 2,
for the sole purpose of ensuring
the veracity, reliability and

3. Upon request of the Member
State or the EPPO that provided an
investigative data easefieto
Europol pursuant to paragraph 1,
Europol may store that investigative
data easefie and the outcome of

its processing '
beyond the storage perlod set out in
paragraph 2, for the sole purpose of
ensuring the veracity, reliability and
traceability of the criminal
intelligence process, and only for as
long asthejudicia proceedings
relatedte concerning that criminal

TM 26/11/2021: provisionally
agreed merge EP/CSL text

4. Where a Member State, the
EPPO, or Eurojust that provided ana
investigative data easefile to
Europol pursuant to paragraph 1,
Europol may store that investigative
data easefite and the outcome of

its processi noresepaﬂenal—anawss
beyond the sterage processing
period set out in paragraph 2, upon
the request of the provider of that
investigative data, and for the sole
purpose of ensuring the veracity,
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proceedings related to that
criminal investigation are on-
going in that Member State.

traceability of the criminal
intelligence process, and only
for aslong asthejudicia
proceedings related to that
criminal investigation are
ongoing in that Member State
or within the EPPO or
Eurojust.

investigation are on-going in that
Member State or by the EPPO.

reliability and traceability of the
criminal intelligence process, and
only for aslong asthejudicial
proceedings concerning the
criminal investigation are on-going
for which that data was provided.

189

That Member State may also
request Europol to store the
investigative case file and the
outcome of its operational
analysis beyond the storage
period set out in paragraph 2
for the purpose of ensuring the
veracity, reliability and
traceability of the criminal
intelligence process, and only
for aslong asjudicial
proceedings following a
related criminal investigation
are on-going in another
Member State.

AM 97

That Member State, the EPPO
or Eurojust may also request
Europol to store the
investigative case file and the
outcome of its operational
analysis beyond the storage
period set out in paragraph 2
for the purpose of ensuring the
veracity, reliability and
traceability of the criminal
intelligence process, and only
for aslong asjudicial
proceedings following arelated
criminal investigation are
ongoing in another Member
State.

That Member State or the EPPO,

TM 26/11/2021: provisionaly

or, with their agreement, another
Member Statein which judicial
proceedings ar e ongoing with
respect to arelated criminal
investigation, may also request
Europol to store the investigative
easefHe data and the outcome of
its operational analysis beyond the
storage period set out in paragraph
2 for the sole purpose of ensuring
the veracity, reliability and
traceability of the criminal
intelligence process, and only for as
long asjudicia proceedings
fellewing concerning arelated
criminal investigation are on-going
in that another Member State.

agreed merge EP/CSL text

That Member State, the EPPO,
Eurojust, or, with their
agreement, another Member
Statein which judicial
proceedings are ongoing with
respect to arelated criminal
investigation, may also request
Europol to store the investigative
data easefile and the outcome of
its operational analysis beyond the
sterage processing period set out in
paragraph 2 for the sole purpose of
ensuring the veracity, reliability and
traceability of the criminal
intelligence process, and only for as
long asjudicia proceedings
fellewing concerning arelated
criminal investigation are ongoing
in that other anether Member
State.
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190 | The Management Board, AM 98 The Management Board, actingon | TM 26/11/2021: provisionally
acting on a proposal from the deleted aproposal from the Executive agreed merged with lines 185, 186
Executive Director and after Director and after consulting the and 191; seeline 191 below
consulting the EDPS, shall EDPS, shall further specify the
further specify the conditions conditions relating to the processing
relating to the processing of of such data. Such personal data
such data. Such personal data shall be functionally separated from
shall be functionally separated other data and may only be
from other data and may only accessed where necessary for the
be accessed where necessary purpose of ensuring the veracity,
for the purpose of ensuring the reliability and traceability of the
veracity, reliability and criminal intelligence process.
traceability of the criminal
intelligence process.

101 AM 99 2" trilogue (30/11/2021): scale and

3a. TheManagement
Board, acting on a proposal
from the Executive Director
and after consulting the
EDPS, shall further specify
the conditionsrelating to the
processing of personal datain
accordance with paragraphs 2
and 3, in particular regarding
the scale and complexity of the
processing and the type and
importance of the
investigations. Such personal
data shall be functionally
separated from other data.
Data processed in accordance
with paragraph 2 shall be

complexity criterion needs further
technical discussion (linked to line

37)

COM compromise proposal
(6/12/2021) for a new paragraph 6
(paragraph 5 same as previously):

5. Without prejudice to the
processing of personal data under
Article 18(6a), persona data outside
the categories of data subjects listed
in Annex |l shall be functionally
separated from other data and may
only be aeeessed processed where
necessary and proportionate for
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accessed only where necessary
for the specific criminal
investigation for which they
were provided and for the
purpose of ensuring the
veracity, reliability and
traceability of the criminal
intelligence process and shall
be kept in accordance with
paragraph 3.

the purposes of paragraphs 3 and 4
of thisArticle.

“6. The Management Board, acting
on a proposa from the Executive
Director and after consulting the
EDPS, shal further specify the
conditions relating to the provision
and processing of personal data in
accordancewith paragraphs3and
I ”I' et tlelulal_ ' egfeulelmg tl|ese_ale
Havestigations.”

TM 26/11/2021: provisionally

agreed to merge with CSL text in
lines 185, 186 and 190 (par. 5+6)

192

4. Paragraphs 1 to 3 shall
also apply where Europol
receives persona datafrom a
third country with which there
Is an agreement concluded
either on the basis of Article
23 of Decision 2009/371/JHA
in accordance with point (c) of
Article 25(1) of this
Regulation or on the basis of
Article 218 TFEU in
accordance with point (b) of
Article 25(1) of this
Regulation, or which isthe

AM 100

4. Paragraphs 1 to 3a shall
also apply to personal data
contained in an investigative
case file provided to Europol

by a third country asreferred
toin points (a), (b) and (c) of
Article 25(1) for operational
analysis that supports a specific
criminal investigation in one or
more Member States that
Europol supports, provided that
the third county acquired the
data in the context of a

4, Paragraphs 1 to 3 shall aso
apply where Europol receives
personal data from athird country
with which there is an agreement
concluded either on the basis of
Article 23 of Decision
2009/371/JHA in accordance with
point (c) of Article 25(1) of this
Regulation or on the basis of Article
218 TFEU in accordance with point
(b) of Article 25(1) of this
Regulation, e+ which is the subject
of an adequacy decision asreferred
toin point (a) of Article 25(1) of

Written irocedure 7/1/2022:

2nd trilogue 30/11/2021.:
provisionally agreed except text in

yellow:

7. Paragraphs 1 to 5 shall also apply
where Europol receives personal
data from athird country with
which there is an agreement
concluded either on the basis of
Article 23 of Decision
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subject of an adequacy
decision asreferred to in point
(@) of Article 25(1) of this
Regulation, and such third
country provides an
investigative casefileto
Europol for operational
analysis that supports the
specific criminal investigation
inaMember State or in
Member States that Europol
supports. Where a third
country provides an
investigative casefileto
Europol, the EDPS shall be
informed. Europol shall verify
that the amount of personal
datais not manifestly
disproportionate in relation to
the specific investigation in a
Member State that Europol
supports, and that there are no
objective elements indicating
that the case file has been
obtained by the third country
in manifest violation of
fundamental rights. Where
Europol, or the EDPS, reaches
the conclusion that there are
preliminary indications that
such data is disproportionate
or collected in violation of
fundamental rights, Europol

criminal investigation in
accordance with procedural
requirements and safeguards
applicable under its national
criminal law. Where athird
country provides an
investigative casefileto
Europol, the EDPS shall be
informed. Europol shall verify
that the amount of personal
datais not manifestly
disproportionate in relation to
the specific investigation in a
Member State that Europol
supports, and that there are no
objective elements indicating
that the case file has been
obtained by the third country in
manifest violation of
fundamental rights. Where
Europol reaches the conclusion
that there are preliminary
indications that such datais
disproportionate or collected in
violation of fundamental rights,
Europol shall not processit and
delete the data. Personal data
processed pursuant to this
paragraph may only be
accessed by Europol where
necessary for the support of the
specific criminal investigation
in one or more Member States

this Regulation, or_in the case of
which appropriate safeguar ds
with regard to the protection of
oper ational personal data exist or
areprovided for in alegally
binding instrument in accordance
with Article 25(4a) of this
Regulation, and such third country
provides an investigative data ease
fHe to Europol for operational
analysis that supperts contributes

2009/371/IHA in accordance with
point (c) of Article 25(1) of this
Regulation or on the basis of Article
218 TFEU in accordance with point
(b) of Article 25(1) of this
Regulation, or which is the subject
of an adequacy decision asreferred
to in point (a) of Article 25(1) of
this Regulation,_or _in the case of
which appropriate safequar ds
with regard to the protection of

to the specific criminal
investigation in one or several a

Member States or in Member States
that Europol supports Wheﬁ%a

%men%ak&gh%Any transfer
of data shall take placein

accor dance with paragraphsb, 8
and 9 of Article 23. Where
Europol-ertheEDRS; reaches the

personal data exist or are
provided for in alegally binding
instrument in accor dance with
Article 25(4a) of this Regulation,
and such third country provides an
investigative data easefile to
Europol for operational analysis that
supperts contributes to the
specific criminal investigation in
one or more several-a-Member
Statesor-in Member States that
Europol supports, provided that the
third country acquired the datain
the context of a criminal
investigation in accordance with
procedural requirements and
safeguards applicable under its
national criminal law. Where a
third country provides an
investigative data easefile to

Europol, [iEDPOEBPSTHaY
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shall not processit. Data
processed pursuant to this
paragraph may only be
accessed by Europol where
necessary for the support of
the specific criminal
investigation in a Member
State or in Member States. It
shall be shared only within the
Union.”;

for which it was provided. It
shall be shared only within the
Union or, where necessary,
with international
organisationsasreferredtoin
points (b) and (c) of Article
25(1).

conclusion that there are
preliminary is any indications that
such data is disproportionate or
collected in obvious violation of
fundamental rights, Europol shall
not process it. Data processed
pursuant to this paragraph may only
be accessed by Europol where
necessary for the support of the
specific criminal investigation in a
Member State or in Member States.
It shall be shared only within the
Union.”;

Europol shall verify that the amount
of personal datais not manifestly
disproportionate in relation to the
specific investigation in a Member
State that Europol supports. Where
Europol -erthe EDPS;reaches the
conclusion that thereare
preliminary-is an indications that
such data is manifestly
disproportionate or was collected in
obvious violation of fundamental
rights, Europol shall not process it
and delete the data. Personal data
processed pursuant to this paragraph
may only be accessed by Europol
where necessary for the support of
the specific criminal investigation in
one or more aMember-State-or-ih
Member States for which it was
provided. It shall be shared only
within the Union.

193 (6 bis) In Article 19, paragraphs | TM 26/11/2021: provisionally
1 and 2 are amended as follows: agreed to use CSL text
194 "1. A Member State, a Union TM 26/11/2021: provisiona

body, athird country or an
international organisation providing
information to Europol shall
determine the purpose or purposes
for which it isto be processed, as
referred to in Article 18. If it has
not done so, Europol, in agreement
with the provider of the information

agreement to use CSL text

A Member State, a Union body, a
third country or an international
organisation providing information
to Europol shall determine the
purpose or purposes for which it is
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concerned, shall process the
information in order to determine
the relevance of such information as
well as the purpose or purposes for
which it isto be further processed.
Europol may process information
for a purpose different from that for
which information has been
provided only if authorised so to do
by the provider of the information.

I nformation provided for the
purposesreferred toin points(a)
to (d) of Article 18(2) may also be
processed by Europol for the
purpose of Article 18(2)(e) in
accordance with the procedures

to be processed, asreferred toin
Article 18. If it has not done so,
Europol, in agreement with the
provider of the information
concerned, shall process the
information in order to determine
the relevance of such information as
well as the purpose or purposes for
which it isto be further processed.
Europol may process information
for a purpose different from that for
which information has been
provided only if authorised so to do
by the provider of the information.
Information provided for the
purposesreferred to in points (a)

laid down in Article 33a.

to (d) of Article 18(2) may also be
processed by Europol for the
purpose of Article 18(2)(e) in
accordance with the procedures
laid down in Article 33a.

195

2. Member States, Union
bodies, third countries and
international organisations may
indicate, at the moment of
providing information to Europol,
any restriction on access thereto or
the use to be made thereof, in
genera or specific terms, including
asregardsitstransfer,
transmission, erasure or

Written procedure (25/11/2021):
provisiona agreement to accept
CSL text

2. Member States, Union
bodies, third countries and
international organisations may
indicate, at the moment of providing
information to Europol, any
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destruction. Where the need for
such restrictions becomes apparent
after the information has been
provided, they shall inform Europol
accordingly. Europol shall comply
with such restrictions.”

restriction on access thereto or the
use to be made thereof, in general or
specific terms, including as regards
its transfer, transmission, erasure
or destruction. Where the need for
such restrictions becomes apparent
after the information has been
provided, they shall inform Europol
accordingly. Europol shall comply
with such restrictions.”

196 (7) Article 20 is amended () Article 20 is amended as
asfollows: follows:

197 (@) the following paragraph 2a (a) the following paragraph 2ais
Isinserted: inserted:

198 | “2a. Intheframework of AM 101 “2a.  Intheframework of Written procedure (25/11/2021):
conducting dedicated condueting-dedieated operational provisional agreement to merge
operational analysis projects as ggnductlirr]];hc(je ;ima%ork of analysis projects asreferred toin EP/CSL wording

referred to in Article 18(3),
Member States may determine
information to be made
directly accessible by Europol
to selected other Member
States for the purpose of
enhanced collaboration in
specific investigations, without
prejudice to any restrictions of
Article 19(2).”;

operational analysis projects as
referred to in Article 18(3) and
subject to therulesand
safeguards for personal data
processing set out in this
Regulation, Member States
may determine information to
be made directly accessible by
Europol to selected other
Member States for the purpose
of enhanced collaboration in
specific investigations, without
prejudice to any restrictions of

Article 18(3), Member States may
determine information to be made
directly accessible by Europol to
selected other Member States for

analysisin specific investigations,
without prejudice to any restrictions
of Article 19(2)_and following
proceduresto be set out in the
guidelinesreferred toin Article

18(7).”;

In the framework of eereueting
dedieated operational analysis
projects asreferred to in Article
18(3) and subject to therulesand
safeguards for personal data
processing set out in this
Regulation, Member States may
determine information to be made
directly accessible by Europol to
selected other Member States for

analysisin specific investigations,
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Article 19(2). without prejudice to any restrictions
of Article 19(2) and following
proceduresto beset out in the
guidelinesreferred toin Article
18(7).”;

199 (b) in paragraph 3, the (b) in paragraph 3, the introductory
introductory phraseis replaced phrase is replaced by the following:
by the following:

200 | “3. In accordance with “3. In accordance with national | Written procedur e (25/11/2021):
national law, the information law, the information referred toin | provisional agreement to use CSL
referred to in paragraphs 1, 2 paragraphs 1, and-2 and 2a shall be | text
and 2a shall be accessed and accessed and further processed by v - .
further processed by Member Member States only for the purpose I a:jv thel?nmgt?grﬁggr?eréa&oin r?l
States only for the purpose of of preventing, detecting, .

. : . L : paragraphs 1, and-2 and 2a shall be
preventing and combating, and investigating and prosecuting aad accessed and further processed by
for judicia proceedingsrelated ombatihg—ancforjudicial Member States only for the purpose
to:"; of preventing, detecting,

investigating and prosecuting ard

201 (c) thefollowing paragraph 5
is added:

202 “B. When national law AM 102 TM: 06/12/2021

allowsfor Europol staff to
provide evidence which came
to their knowledge in the
performance of their duties or
the exercise of their activities,
only Europol staff authorised

5. When national
procedural law allows for
Europol staff to provide
evidence that has cometo their
knowledge in the performance
of their duties or the exercise of

provisionally agreed to delete

CSL: issueis covered by Art. 19 of
the Staff Regulations; provision
would offer confusion asit would
only apply goes beyond the rules
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by the Executive Director to
do so shall be ableto give such
evidenceinjudicia
proceedings in the Member
States.”;

their activities, only Europol
staff authorised by the
Executive Director to do so
shall be able to give such
evidence in criminal
proceedings in the Member
States.;

applying to other EU officials;
under staff regulation authorisation
could technically be refused

203 (8) The following Article (8) Thefollowing Article 20ais
20aisinserted: inserted:

204 “Article 20a “Article 20a

205 Relations with the European Relations with the European
Public Prosecutor’s Office Public Prosecutor’s Office

206 1 Europol shall establish 1 Europol shall establish and
and maintain aclose maintain a close relationship with
relationship with the European the European Public Prosecutor’s
Public Prosecutor’s Office Office (EPPO). In the framework of
(EPPO). In the framework of that relationship, Europol and the
that relationship, Europol and EPPO shall act within their
the EPPO shall act within their respective mandate and
respective mandate and competences. To that end, they
competences. To that end, they shall conclude aworking
shall conclude aworking arrangement setting out the
arrangement setting out the modalities of their cooperation.
modalities of their
cooperation.

207 | 2. Europol shall actively | AM 103 2. Upon request by the EPPO | TM 17/11/2021: provisionally

support the investigations and
prosecutions of the EPPO and
cooperate with it, in particular

2. Proceeding a request
by the EPPO, Europol shall
actively support the

in accordance with Article 102 of
Requlation (EU) 2017/1939,
Europol shall aetwehy support the

agreed:
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through exchanges of investigations of the EPPO and | investigations are-presesytiensof | 2. Upon request by the EPPO
information and by providing | cooperate with it, in particular | the EPPO and cooperate W|th it, A | in_ accordance with Article 102 of
analytical support. through exchanges of particular Regulation (EU) 2017/1939,

information and by providing providing information and Iay Europol shall aetively support the

analytical support, until the previding analytical support. investigations ang4presecutions of

moment it determines whether the EPPO and cooperate with |t A

to prosecute or otherwise partieular

dispose of the case. providing information and by
previding analytical support, until
the moment the EPPO determines
whether to prosecute or otherwise
dispose of the case.

208 | 3. Europol shall take all AM 104 3. |n order to provide Written procedure 20/1/2022:

appropriate measures to enable
the EPPO to have indirect
access to information provided
for the purposes of points (a),
(b) and (c) of Article 18(2) on
the basis of a hit/no hit system.
Article 21 shall apply mutatis
mutandis with the exception of

its paragraph 2.

3. Europol shall take all
appropriate measures to enable
the EPPO to have indirect
access to information provided
for the purposes of points (a),
(b) and (c) of Article 18(2) on
the basis of a hit/no hit system.
Article 21 shall apply mutatis
mutandis with the exception of
its paragraphs 2 and 8.

information to the EPPO under
paragraph 2, Europol shall take all
appropriate measures to enable the
EPPO to have indirect accessto
datarelated to offences within #s
the EPPO's mandate, te
Hatermatien provided for the
purposes of points (a), (b) and (c) of
Article 18(2)
hitsystem, without prel udlceto
any restrictionsindicated in
accordance with Article 19(2) by
the Member State, Union body,
third country or international
organisation which provided the
information in questlon A%e

Presidency compromise suggestion
further amending the COM
compromise text

3. “In order to provide information
to the EPPO under paragraph 2,
Europol shall take all appropriate
measures to enable the EPPO to
have indirect access to data related
to offences within the EPPO’s
mandate, provided for the purposes
of points (a), (b) and (c) of Article
18(2) on the basis of a hit/no hit
System,

without
to _any restrictions
indicated by the Member State,
Union body, third country or

prejudice
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4, Europol shall without

4. Europol shall without undue

undue delay report to the delay report to the EPPO any
EPPO any criminal conduct in criminal conduct in respect of
respect of which the EPPO which the EPPO could exercise its

Provisional agreement
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could exerciseits
competence.”

competence in accordance with
Article 22, Article 25(2) and (3) of

Regulation (EU) 2017/1939 and
without prejudiceto any
restrictionsindicated in
accordance with Article 19(2) of

4. Europol shall without undue
delay report to the EPPO any
criminal conduct in respect of
which the EPPO could exercise its
competence in accordance with
Article 22, Article 25(2) and (3) of

this Regulation by the M ember

Requlation (EU) 2017/1939 and

State, Union body, third country

without prejudice to any

or international organisation
providing the information in
question. Europal shall notify the

restrictionsindicated in
accordance with Article 19(2) of
this Regulation by the M ember

Member States concerned
without delay.”

State or Union body, third
country or international
organisation providing the
information in question. Europol
shall notify the Member States
concer ned without delay.”

Where the information concerning
criminal conduct in respect of
which the EPPO could exerciseits
competence has been provided to
Europol by a Member State that
indicated restrictions on the use of
such information in accordance
with Article 19(2), Europol shall
notify the EPPO of the existence of
that restriction and refer the matter
to the Member State concerned
which shall engage directly with
the EPPO in order to comply with
its obligations pursuant to Article
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shall notify the Member States
concerned without delay.”

Where the information concerning
criminal conduct in respect of
which the EPPO could exercise its
competence has been provided to
Europol by a Member State that
indicated restrictions on the use of
such information in accordance
with Article 19(2), Europol shall
notify the EPPO of the existence of
that restriction and refer the matter
to the Member State concerned
which shall engage directly with
the EPPO in order to comply with
its obligations pursuant to Article
24(1) and (4) of Council
Regulation (EU) 2017/1939.

210 9) In Article 21, the 9 In Article 21, the following
following paragraph 8 is paragraph 8 is added:
added:

211 “8. If during information- | AM 105 “8. If during information- \[:g\l‘/ct;\lltltS?SHg gzg;zgtzfé 1015 r2n%2|i)e
processing activitiesin respect | o If during information- processing activities in respect of an EP/CSL text

of anindividual investigation
or specific project Europol
identifies information relevant
to possibleillegal activity
affecting the financial interest
of the Union, Europol shall on
its own initiative without

processing activities in respect
of a specific investigation or
project Europol identifies
information relevant to possible
illegal activity affecting the
financia interest of the Union,

individual investigation or specific
project Europol identifies
information relevant to possible
illegal activity affecting the
financial interest of the Union,
Europol shall onitsown initiative
without undue delay provide OLAF

If during information-processing
activities in respect of a specific
investigation or project Europol
identifies information relevant to
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undue delay provide OLAF

Europol shall without undue

with that information without

possibleillegal activity affecting the

with that information.” delay provide OLAF withthat | prejudiceto any restrictions financial interest of the Union,
information indicated by the Member States | Europol shall without undue delay
in accordancewith Article 19(2). | provide OLAF with that information
Europol shall notify the Member | without prejudiceto any restrictions
States concerned without delay.” | indicated by the Member States in
accordance with Article 19(2).
Europol shall notify the Member
States concerned without delay.
212 AM 106 (9bis) In Article 23, paragraph 7
@) InArticle23, isreplaced by thefollowing:
paragraph 7 isreplaced by the
following:
213 7. Onward transfers of persondl "7. Onward transfers of Written procedure (25/11/2021):

data held by Europol by
Member States, Union bodies,
third countries, international
organisations and private
parties shall be prohibited,
unless Europol has given its
prior explicit authorisation.

personal data held by Europol by
Member States, Union bodies, third
countries, and international
organisations and private parties
shall be prohibited, unless Europol
has given its prior explicit
authorisation."

provisional agreement (EP/CSL
texts areidentical)

7. Onward transfers of
personal data held by Europol by
Member States, Union bodies, third
countries, aad international
organisations and private parties
shall be prohibited, unless Europol
has given its prior explicit
authorisation.”
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214 (9 bis) Thetitle of Section 2is Written procedure (25/11/2021):
amended as follows: provisional agreement to use CSL
text
Thetitle of Section 2 isreplaced
by the following:
215 TRANSMISSION, TRANSFER AND Written procedure (25/11/2021):
EXCHANGE OF PERSONAL DATA provisional agreement to use CSL
text
Transmission transfer and
exchange of personal data
216 (10) Article24 isreplaced (10)  Article 24 isreplaced by the
by the following: following:
217 “Article 24 “Article 24
218 | Transmission of operational | AM 107 Transmission of operational TM 12/11/2021: provisionaly
personal datato Union Transmission of personal data | personal datato Union agreed to use EP text
ms(;ltutlong bodies, offices toffpnlon |gst|tut|<_)ns, bodies, mstltqtlons, bodies, offices and Transmission of personal data to
and agencies Offices and agencies agencies Union institutions and bodies,
offices and agencies
219 1. Subject to any further AM 108 1. Subject to any further restrictions | TM 12/11/2021: provisionally

restrictions pursuant to this
Regulation, in particular
pursuant to Article 19(2) and
(3) and without prejudice to
Article 67, Europol shall only
transmit operational personal
data to another Union
institution, body, office or

1. In accordance with Article
71(2) of Regulation (EU)
2018/1725 and subject to any
further restrictions pursuant to
this Regulation, in particular
pursuant to Article 19(2) and
(3) and without prejudice to
Article 67, Europol shall only

pursuant to this Regulation, in
particular pursuant to Article 19(2)
and (3) and without prejudice to
Article 67, Europol shall only
transmit operational persona data
to another Union institution, body,
office or agency if the dataare
necessary for the legitimate

agreed

1. In accordance with Article
71(2) of Regulation (EU)
2018/1725 and subject to any
further restrictions pursuant to this
Regulation, in particular pursuant to
Article 19(2) and (3) and without
prejudice to Article 67, Europol
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223

224 (11) Article25isamended (11) Article 25isamended as
asfollows: follows:

225 (-a) In paragraph 1, the
introductory phrase and point (a)
arereplaced by thefollowing:

226
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@ adecision of the
Commission adopted in accordance
with Article 36 of Directive

(EV) 2016/680, finding that the
third country or aterritory or a
processing sector within that third
country or the international
organisation in question ensures an
adequate level of
protection(‘adequacy decision’) or
in the absence of such a decision,
appropriate safequar ds have been
provided for or exist in
accordance with paragraph 4a of
thisArticle, or in the absence of
both an adequacy decision and of
such appropriate safeguards, a
derogation applies pursuant to
paragraph 5 or 6 of thisArticle,"

228 AM 112
(-a) paragraph 3isdeeted

229 AM 113 (-abis) A new paragraph 4a. is
(-aa) thefollowing paragraph | inserted
daisinserted:
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(-aa) the following paragraph 4ais
inserted:
230 3"" In thfjab.s?“ceg M |"a Intheabsenceofan TM 17/11/2021: provisionaly

?n:;tjraa%y sr:rc:n)?;n alurdzpt)g to adeguacy decision, the agreed

athird country or an M anaq_ement Board may 4a. | n the absence of an adeguacy

) . . authorise Europol to transfer s

international organisation oper ational personal data to a decision, the Management Board

where: cgmpetent authority of a third may authorise Europol to transfer

. - operational personal datato a
countr_v or to an international competent agthoritv of athird
or ganisation where: country or to an international
organisation where:
231 (a?)tr?pp”’pgf‘tet?fegutar ?S (a) _ appropriatesafequards | TM 47/11/2021: provisionally

V\? regarl dot € protec 'Idogd with regard to the protection of agreed

1? persolnaa”a%ar; provi operational personal data are

rorin a egt] ybinding provided for in alegally binding :

Instrument; or instrument: or (a)  appropriate safequards
with regard to the protection of
operational personal data are
provided for in alegally binding
instrument; or

232 (b) Europol has assessed all (b) Europol has assessed all TM 17/11/2021: provisionaly

the circumstances
surrounding the transfer of
personal data and has
concluded that appropriate
safeguards exist with regard to
the protection of personal
data.

Europol shall inform the
EDPS about categories of

the circumstances surrounding
thetransfer of operational
personal data and has concluded
that appropriate safequards exist

with regard to the protection of
oper ational personal data."

agreed

(b)  Europol has assessed all
the circumstances surrounding
thetransfer of operational
personal data and has concluded
that appropriate safequards exist
with regard to the protection of
eperational personal data.”
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transfers under point (b) of
paragraph 1. When a transfer
is based on point (b) of this
paragraph, such a transfer
shall be documented and the
documentation shall be made
available to the EDPS on
reguest. The documentation
shall include a record of the
date and time of the transfer
and information about the
receiving competent authority,
thejustification for the
transfer and the personal data
transferred.”

233 (@) In paragraph 5, the (a) In paragraph 5, the introductory
introductory phraseis replaced phrase is replaced by the following:
by the following:
234 | "By way of derogation from AM 114 "By way of derogation from TM 17/11/2021: provisionally

paragraph 1, the Executive
Director may authorise the
transfer or categories of
transfers of persona datato
third countries or international
organisations on a case-by-
case basisif the transfer is, or
therelated transfers are:”;

By way of derogation from
paragraph 1, the Executive
Director may exceptionally
authorise the transfer or a
category of transfers of
personal datato third countries
or international organisations
on a case-by-case basisif the
transfer is, or the related
transfers are:

paragraph 1, the Executive Director
may authorise the transfer_or a
categoryies of transfers of personal
datato a competent authority of a
third countrytes or to an
international organisations on a
case-by-case basisif the transfer
is";

agreed

By way of derogation from
paragraph 1, the Executive Director
may, in duly justified cases,
authorise the transfer or a category
of transfers of personal datato a
competent authority of athird
country or to an international
organisation on a case-by-case basis
if the transfer is, or the related
transfers are:
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235 (abis) In paragraph 5, point (b) is
amended as follows:

236 "(b)  necessary to safeguard
legitimate interests of the data

237

Provisional agreement
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aceordance a set of transfers of
personal data to third countries or
international organisationsfor one
of the objectives listed in with
points (a) to (e) of paragraph 5,
taking into account the existence of
adequate safeguards with respect to
the protection of privacy and
fundamental rights and freedoms of
individuals. Such authorisation shall
be for a fixed period, which shall
normally not exceed one year but
can belonger if necessary. This
period can be renewed/further
extended in agreement with the
EDPS. Such authorisation shall be
duly justified and documented.

238 (b) In paragraph 8,the | AM 115 (b) Paragraph 8is
following sentence is del eted: (b) paragraph 8 is replaced replaced by the following:
by the following
239 “Where a transfer is based on Where atransfer is based on “8. Europol shall informthe | TM 17/11/2021: provisional

paragraph 5, such atransfer
shall be documented and the
documentation shall be made
available to the EDPS on
request. The documentation
shall include arecord of the
date and time of the transfer,
and information about the

paragraph 4a or 5, such a
transfer shall be documented
and the documentation shall be
made available to the EDPS on
request. The documentation
shall include arecord of the
date and time of the transfer,
and information about the

EDPS about categories of
transfers under point (b) of
paragraph 4a. Where atransfer is
based on paragraph 4a or 5, such a
transfer shall be documented and
the documentation shall be made
available to the EDPS on request.
The documentation shall include a

agreement - use CSL text

8. Europol shall inform the
EDPS about categories of
transfersunder point (b) of
paragraph 4a. Where atransfer is
based on paragraph 4a or 5, such a

Page 149 of 262




25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

receiving competent authority,
about the justification for the
transfer and about the
operational personal data
transferred.”

receiving competent authority,
about the justification for the
transfer and about the
operational personal data
transferred.”

record of the date and time of the
transfer, and information about the
receiving competent authority,
about the justification for the
transfer and about the operational
personal data transferred.”

transfer shall be documented and
the documentation shall be made
available to the EDPS on request.
The documentation shall include a
record of the date and time of the
transfer, and information about the
receiving competent authority,
about the justification for the
transfer and about the operational
persona datatransferred.

240 | (12) Article 26 isamended (12) Article 26 isamended as
as follows: follows:
241 (-a) In paragraph 1, point () is (-a) In paragraph 1, point (c) is
amended as follows: amended as follows:
242 "(c) anauthority of athird TM 17/11/2021: provisiona

country or an international
organisation which is the subject of
an adequacy decision asreferred to
in point (a) of Article 25(1) of this
Regulation, et with which the
Union has concluded an
international agreement pursuant to
Article 218 TFEU or in the case of
which appropriate safeguards
with regard to the protection of
oper ational personal data exist or
areprovided for in alegally
binding instrument in accordance
with Article 25(4a) of this

Requlation."

agreement to use CSL text;
conseqguential alignment with
25(4a):

"(c) an authority of a third
country or an internationa
organisation which is the subject of
an adequacy decision as referred to
in point (a) of Article25(1) of this
Regulation, et with which the Union
has concluded an internationa
agreement pursuant to Article 218
TFEU or_in_the case of which
appropriate  safeguards  with
regard to the protection of
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oper ational personal data exist or
are provided for in a legally
binding instrument in accordance

with Article 25(4a) of this
Regulation.”
243 (a) paragraph 2 isreplaced by (a) paragraph 2 is replaced by the
the following: following:
244 “2. Europol may receive AM 117 “2. Europol may receive personal TM 17/11/2021: provisiond
personal datadirectly from 2. Where Europol receives | datadirectly from private parties agreement to merge EP/CSL text:

private parties and process
those personal datain
accordance with Article 18 in
order to identify all national
units concerned, as referred to
in point (a) of paragraph 1.
Europol shall forward the
personal data and any relevant
results from the processing of
that data necessary for the
purpose of establishing
jurisdiction immediately to the
national units concerned.
Europol may forward the
personal data and relevant
results from the processing of
that data necessary for the
purpose of establishing
jurisdiction in accordance with
Article 25 to contact points
and authorities concerned as
referred to in points (b) and (c)
of paragraph 1. Once Europol

persona datadirectly from
private parties, it may process
those personal datain
accordance with Article 18 in
order to identify the national
units concerned, as referred to
in point (@) of paragraph 1.
Europol shall forward the
personal data and any relevant
results from the necessary
processing of that data for the
purpose of establishing
jurisdiction immediately to the
national units concerned.
Europol may forward the
personal data and relevant
results from the necessary
processing of that data for the
purpose of establishing
jurisdiction, in accordance with
Article 25 to contact points and
authorities concerned, as
referred to in points (b) and (c)

and process those personal datain
accordance with Article 18 in order
to identify all national units
concerned, as referred to in point
() of paragraph 1. Europol shall
forward the personal data and any
relevant results from the processing
of that data necessary for the
purpose of establishing jurisdiction
immediately to the national units
concerned. Europol may forward
the personal data and relevant
results from the processing of that
data necessary for the purpose of
establishing jurisdiction in
accordance with Article 25 to
contact points and authorities
concerned as referred to in points
(b) and (c) of paragraph 1. Onree I
Europol cannot identify any

Europolmay-receiveWhere
Europol receives persona data
directly from private parties, it may
and process those personal datain
accordance with Article 18 in order
to identify aHthe national units
concerned, asreferred to in point (@)
of paragraph 1. Europol shall
forward the personal data and any
relevant results from the necessary
processing of that—data-hecessary
data for the purpose of establishing
jurisdiction immediately to the
national units concerned. Europol
may forward the personal data and
relevant results from the necessary
processing of that data recessary
for the purpose of establishing
jurisdiction, in accordance with
Article 25 to contact points and
authorities concerned, as referred to
in points (b) and (c) of paragraph 1.
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has identified and forwarded
the relevant personal datato
all the respective national units
concerned, or it is not possible
to identify further national
units concerned, it shall erase
the data, unless a national unit,
contact point or authority
concerned resubmits the
personal datato Europol in
accordance with Article 19(1)
within four months after the
transfer takes place.”

of paragraph 1. Once Europol
has identified and forwarded
the relevant personal datato all
the respective national units
concerned, or it is not possible
to identify further national units
concerned, it shall erase the
data, unless a national unit,
contact point or authority
concerned resubmits the
personal datato Europol in
accordance with Article 19(1)
within four months after the
transmission or transfer takes
place.

datato all theidentified respective
national units concerned=et and it
isnot possible to identify further
national units concerned, it shall
erase the data, unless the national
unit, contact point or authority
concerned resubmits the personal
datato Europol in accordance with
Article 19(1) within four months
after the transfer takes place.
Criteriaasto whether the
national unit of the Member State
of establishment of thereevant
private party constitutes a
national unit concer ned shall be
set out in the quidelinesreferred
toin Article 18(7).”

If Europol cannot identify any
national units concerned, or has
alr eady-Onee-Europol-has
dentified-and forwarded the
relevant personal datato al the
identified respective national units
concerned;-er and it is not possible
to identify further national units
concerned, it shall erase the data,
unlessa the national unit, contact
point or authority concerned
resubmits the personal datato
Europol in accordance with Article
19(1) within four months after the
transmission or transfer takes
place. Criteria asto whether the
national unit of the Member State
of establishment of the relevant
private party constitutes a
national unit concerned shall be
set out in theguidelinesreferred
toin Article 18(7)."

245 (abis) thefollowing paragraph 2a | TM 12/11/2021: provisional
isadded: agreement to use CSL text
(abis) thefollowing paragraph 2a
isadded:
246 "2a. __Any cooperation of TM 12/11/2021: provisiona

Europol with private parties shall
neither duplicate nor interfere
with the activities of M ember
States’ financial intelligence units
established pursuant to Directive

agreement to use CSL text

2a. Any cooper ation of
Europol with private parties shall
neither duplicate nor interfere
with the activities of M ember
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(EU) 2015/849 of the Eur opean

States’ financial intelligence units

Parliament and of the Council,

established pursuant to Directive

and shall not concer n infor mation

(EU) 2015/849 of the Eur opean

that isto be provided to financial

Parliament and of the Council,

intelligence unitsfor the purposes

and shall not concer n infor mation

of that Dir ective."

that isto be provided to financial
intelligence unitsfor the purposes
of that Directive.

247 (b) paragraph 4 is replaced by (b) paragraph 4 is replaced by the
the following: following:

248 | “4. If Europol receives AM 118 “4. If Europol receives personal TM 17/11/2021: provisionaly
personal datafrom aprivate 4. If Europol receives datafrom aprivate party inathird | agreed — use Council compromise

party in athird country,
Europol may forward those
data only to a Member State,
or to athird country concerned
with which an agreement on
the basis of Article 23 of
Decision 2009/371/JHA or on
the basis of Article 218 TFEU
has been concluded or which
is the subject of an adequacy
decision asreferred to in point
(a) of Article 25(1) of this
Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article
25 arefulfilled, Europol may
transfer the result of its
analysis and verification of
such data with the third
country concerned.”

persona datafrom aprivate
party in athird country,
Europol may forward those
data and the result of its
analysis and verification only
to aMember State or to athird
country concerned with which
an agreement on the basis of
Article 23 of Decision
2009/371/JHA or on the basis
of Article 218 TFEU has been
concluded or whichisthe
subject of an adequacy decision
asreferred to in point (a) of
Article 25(1) of this
Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article
25 are fulfilled, Europol may
transfer the result of its analysis

country, Europol may forward those
dataonly to aMember State, or to a
third country concerned with which
an agreement on the basis of Article
23 of Decision 2009/371/JHA or on
the basis of Article 218 TFEU has
been concluded er which isthe
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the
case of which appropriate
safequardswith regard to the
protection of operational personal
data exist or areprovided for in a
legally binding instrument in
accordance with Article 25(4a) of
this Requlation. Where the
conditions set out under paragraphs
5 and 6 of Article 25 are fulfilled,
Europol may transfer the result of

suggestion below without
“international organisations”

If Europol receives personal data
from a private party in athird
country, Europol may forward those
data and the result of itsanalysis
and verification only to a Member
State, or to athird country
concerned with which an agreement
on the basis of Article 23 of
Decision 2009/371/JHA or on the
basis of Article 218 TFEU has been
concluded-er- which is the subject
of an adequacy decision asreferred
toin point (a) of Article 25(1) of
this Regulation or in the case of
which appropriate safeguards
with regard to the protection of
operational personal data exist or
areprovided for in alegally
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and verification of such datato
the third country concerned.

itsanalysis and verification of such
datawith to the third country
concerned.”

binding instrument in accordance
with Article 25(4a) of this
Regulation. Where the conditions
set out under paragraphs 5 and 6 of
Article 25 are fulfilled, Europol
may transfer the result of its
analysis and verification of such
datawith to the third country
concerned.

N.B.: consequential amendments
would be needed under point 186
for Article 26a(2) and under point

191m for article 26b(2)

249 (c) paragraphs 5and 6 are (c) paragraphs 5 and 6 are replaced
replaced by the following: by the following:

250 | “5. Europol may transmitor | AM 119 “5. Europol may transmit or transfer | TM 12/11/2021: provisionally
transfer personal datato 5. Europol shall not personal datato private partieson a | agreement to use EP wording
private parties on a case-by- transmit or transfer persona case-by-case basis, whereitis
case basis, whereitisstrictly | datato private parties, except strictly necessary, and subject to
necessary, and subject toany | where, on acase-by-case basis, | any possible restrictions stipulated | 5. Europol shall not transmit or
possible restrictions stipulated | it is strictly necessary and pursuant to Article 19(2) or (3) and | transfer personal data to private
pursuant to Article 19(2) or (3) | proportionate, and subject to without prejudice to Article 67, in | parties, except where, on a case-by-
and without prejudice to any possible restrictions the following cases: case basis, itisstrictly necessary and
Article 67, in the following stipul ated pursuant to Article proportionate, and subject to any
cases: 19(2) or (3) and without possible  restrictions  stipulated

prejudice to Article 67, in the pursuant to Article 19(2) or (3) and
following cases: without prejudice to Article 67, in
the following cases:

251 (@) the transmission or transfer (a) the transmission or transfer is TM 17/11/2021: provisiona

is undoubtedly in the interests
of the data subject, and either

undoubtedly in the interests of the
data subject, and-eitherthedata

agreement to use CSL wording
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the data subject has given his
or her consent; or

(a) the transmission or transfer is
undoubtedly in the interests of the

252 (b) the transmission or transfer (b) the transmission or transfer is
is absolutely necessary in the absolutely necessary in the interests
interests of preventing the of preventing the imminent
imminent perpetration of a perpetration of a crime, including
crime, including terrorism, for terrorism, for which Europol is
which Europol is competent; competent; or
or
253 | (c) thetransmission or transfer | AM 120 (c) the transmission or transfer of TM 12/11/2021: provisional
of personal datawhich are (c) the transmission or personal datawhich are publicly agreement to use EP text
publicly availableis strictly transfer of personal datathat availableis strictly necessary for
necessary for the performance | are publicly availableis strictly | the performance of the task set out -
of the task set out in point (m) | necessary for the performance | in point (m) of Article 4(1) and the E)?pers;rr:gl tae:artl:rnﬂ:z?grr;cguttr)ﬁréls;er
of Article 4(1) and the of the task set out in point (m) | following conditions are met: availableis strictly necessary for the
following conditions are met: | of Article 4(1) and the performance of the task set out in
following conditions are met: point (m) of Article 4(1) and the
following conditions are met:
254 (1) the transmission or (1) the transmission or transfer
transfer concerns an individual concerns an individual and specific
and specific case, case;
255 (i) no fundamental rights (i) no fundamental rights and

and freedoms of the data
subjects concerned override
the public interest
necessitating the transmission

freedoms of the data subjects
concerned override the public
interest necessitating the
transmission or transfer in the case
at hand; or
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or transfer in the case at hand;
or

256 (d) the transmission or transfer (d) the transmission or transfer of
of personal datais strictly personal datais strictly necessary
necessary for Europol to for Europol to inform that private
inform that private party that party that the information received
the information received is isinsufficient to enable Europol to
insufficient to enable Europol identify the national units
to identify the national units concerned, and the following
concerned, and the following conditions are met:
conditions are met:

257 (i)  thetransmission or (i) thetransmission or transfer
transfer follows a receipt follows areceipt of persona data
of personal datadirectly directly from a private party in
from a private party in accordance with paragraph 2 of this
accordance with Article;
paragraph 2 of this
Article;

258 (i)  themissing (i) the missing information, which
information, which Europol may refer to in these
Europol may refer toin notifications, has aclear link with
these natifications, has a the information previously shared
clear link with the by that private party;
information previously
shared by that private
party;

259 (ili)  themissing (iii)the missing information, which

information, which
Europol may refer toin

Europol may refer to in these
notifications, is strictly limited to
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these naotifications, is
strictly limited to what
is necessary for Europol
to identify the national
units concerned.

what is necessary for Europol to
identify the national units
concerned.

260

6. With regard to points (a),
(b) and (d) of paragraph 5 of
this Article, if the private party
concerned is not established
within the Union or in a
country with which Europol
has a cooperation agreement
allowing for the exchange of
personal data, with which the
Union has concluded an
international agreement
pursuant to Article 218 TFEU
or which is the subject of an
adequacy decision as referred
toin point (a) of Article 25(1)
of this Regulation, the transfer
shall only be authorised by the
Executive Director if the
transfer is.

6. With regard to points (a), (b) and
(d) of paragraph 5 of this Article, if
the private party concerned is not
established within the Union or in a
country with which Europol has a
cooperation agreement allowing for
the exchange of personal data, with
which the Union has concluded an
international agreement pursuant to
Article 218 TFEU, e=which isthe
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the
case of which appropriate
safeguardswith regard to the
protection of operational personal

data exist or areprovided for in a
legally binding instrument in
accordance with Article 25(4a) of
this Regulation, the transfer shall
only be authorised by the Executive
Director if the transfer is:

TM 17/11/2021: provisiona
agreement to use CSL wording
(conseguential alignment with
25(4a)):

6. With regard to points (a), (b) and
(d) of paragraph 5 of this Article, if
the private party concerned is not
established within the Union or in a
country with which Europol has a
cooperation agreement allowing for
the exchange of personal data, with
which the Union has concluded an
international agreement pursuant to
Article 218 TFEU, e=which isthe
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the
case of which appropriate
safequardswith regard to the
protection of operational personal
data exist or are provided for in a
legally binding instrument in
accor dance with Article 25(4a) of
this Requlation, the transfer shall
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only be authorised by the Executive
Director if the transfer is:

261 (@) necessary in order to (8) necessary in order to protect the
protect the vital interests of the vital interests of the data subject or
data subject or another person; another person; or
or
262 (b) necessary in order to (b) necessary in order to safeguard
safeguard legitimate interests legitimate interests of the data
of the data subject; or subject; or
263 (c) essentia for the prevention (c) essential for the prevention of an
of an immediate and serious immediate and serious threat to
threat to public security of a public security of aMember State
Member State or athird or athird country; or
country; or
264 | (d) necessary in individual AM 121 (d) necessary in individual casesfor | TM 12/11/2021: provisionally
cases for the purposes of the (d) necessary inindividual | the purposes of the prevention, agreed - use EP text
prevention, investigation, cases for the purposes of the investigation, detection or
detection or prosecution of prevention, investigation, prosecution of criminal offences for
criminal offences for which detection or prosecution of a | which Europol is competent; or (d)  necessary inindividual cases
Europol is competent; or specific criminal offence for for the purposes of the prevention,
which Europol is competent; or investigation, detection or
prosecution of a specific criminal
offence for which Europol is
competent; or
265 (e) necessary in individual (e) necessary in individual casesfor

cases for the establishment,
exercise or defence of legal
clamsrelating to the
prevention, investigation,

the establishment, exercise or
defence of legal claimsrelating to
the prevention, investigation,
detection or prosecution of a
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detection or prosecution of a
specific criminal offence for
which Europol is competent.

specific criminal offence for which
Europol is competent.

266 Personal data shall not be
transferred if the Executive
Director determines that
fundamental rights and
freedoms of the data subject
concerned override the public
interest in the transfer referred

toin points (d) and (e).

AM 122

The EDPS shall beinformed
about the transfer without
undue delay. Persona data
shall not be transferred if the
Executive Director determines
that fundamental rights and
freedoms of the data subject
concerned override the public
interest in the transfer referred
toin points (d) and (e).

Personal data shall not be
transferred if the Executive Director
determines that fundamental rights
and freedoms of the data subject
concerned override the public
interest in the transfer referred to in
points (d) and (e).

COM compromise proposal
26/11/2021: use CSL wording

“Personal data shall not be
transferred if the Executive Director
determines that fundamental rights
and freedoms of the data subject
concerned override the public
interest in the transfer referred to in
points (d) and (e).”

TM 26/11/2021: not acceptable for
CSL; makeit part of EDPS
package; COM: informing EDPS
about each transfer goes too far;

TM 12/11/2021: EPinsiststo
inform EDPS about individual
transfers - annual report concerning
transfersis not sufficient; COM
guestions whether this addition is
needed as EDPS has accessto all
information in any case and par. 6 is
an additional safeguard to par. 5;

Council to check internally
whether EP text can be accepted.
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267 | Transfersshall not be AM 123 Transfers shall not be systematic, TM 17/11/2021: provisionally
systematic, massive or deleted massive or structural.” agreed - delete and replace by
structural.” broader prohibition in line 269, to

be confirmed by CSL

268 (d) the following paragraphs | AM 124 (d) the following paragraphs 6aand | Written procedure (25/11/2021):
6a and 6b are inserted: (d) the following 6b are inserted: provisiona agreement to use EP text

Pr?;gtg?hs -6a, 6aand 6b are (d)  the following paragraphs -
6a, 6a and 6b are inserted:

269 ;Ea. \L’Jv't_hoult p;?“dt' ceto TM 17/11/2021: provisionally

?rane;ferglgrntrasrri?ig,ons of agreed - delete 26/ and replace by
broader prohibition

personal data under

paragraphs 5 and 6 of this 6a. Without prejudice to points (a),

Article shall not be systematic, (c) and (d) of paragraph 5 and other

massive or structural.” Union legal acts, transfers or
transmissions of personal data under
paragraphs 5 and 6 of this Article
shall not be systematic, massive or
structural.

270 | “6a. Europol may request AM 125 “6a. Europol may request Member | Written procedure 7/1/2022:
Member States, viatheir 6a. Europol may send a States, viatheir national units, to provisionally agreed
national units, to obtain request to Member States to obtain personal data from private

persona datafrom private
parties, which are established
or have alegal representative
in their territory, under their
applicable laws, for the
purpose of sharing it with
Europol, on the condition that
the requested personal datais

provide it with personal data
from private parties, that are
established or have alegal

representative in their territory.

Such arequest shall be
reasoned and as targeted as
possible. Europol shall make
such requests via Member

parties, which are established or
have alegal representativein their
territory, irapplica
laws subject to their national
laws, for the purpose of sharing it
with Europol, on the condition that
the requested personal datais
strictly limited to what is necessary

Europol may request Member
States, viatheir national units, to
obtain personal data from private
parties, which are established or
have alegal representativein their
territory, under their applieable
national laws, for the purpose of
sharing it with Europol. Such a
request shall be reasoned and as
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strictly limited to what is
necessary for Europol with a
view to identifying the
national units concerned.

States' national units. Such
personal data shall be the least
sensitive possible and strictly
limited to what is necessary
and proportionate for Europol
for the sole purpose of
identifying the national units
concerned.

for Europol with aview to
identifying the national units
concerned.

targeted as possible and such
persona datashall be the least
sensitive possible and strictly
limited to what is necessary and
proportionate for Europol for the
sole purpose of identifying the
national units concerned.

271 Irrespective of their AM 126 Irrespective of their jurisdiction TM 12/11/2021: provisionally
jurisdiction over the specific Irrespective of their jurisdiction | over the specific crimein relation to | agreed to use EP text
crimein relation to which over the specific crimein which Europol seeksto identify the
Europol seeksto identify the relation to which Europol seeks | national units concerned, Member : ST
national units concerned, to identify the national units States shall ensure that their g&:ﬁﬁg Is\p/)ic(:)ii;itchSrErjnueniidlr;tginon to
Member States shall ensure concerned, Member States shall | competent national authorities can which Europol seeks to identify the
that their competent national ensure that their competent lawfully process such requestsin e lene| Litsear e tedl [Merihs
authorities can lawfully national authorities can accordance with their national laws SEEseir| et tf’1eir
process such requestsin rawfuly-process such requests | for the purpose of supplying competent national authorities can
accordance with their national | in accordance with their Europol with the information lawkuHy- process such reguestsin
laws for the purpose of national laws for the purpose of | necessary for it to fulfil its crsaE el el e fere | B
supplying Europol with the supplying Europol with the objectives. for the purpose of supplying
information necessary for it to | information necessary for it to Europol with the information
fulfil its objectives. fulfil its objectives. necessary for it to fulfil its

objectives.
272 6b. Europol’s infrastructure | AM 127 6b. Europol’s infrastructure may be | Written procedure 7/1/2022: nhew

may be used for exchanges
between the competent
authorities of Member States
and private partiesin
accordance with the respective

6b.  Europol’s infrastructure
may be used for exchanges
between the competent
authorities of Member States
and private partiesin

used for exchanges between the
competent authorities of Member
States and private partiesin
accordance with the respective
Member States’ national laws, and

recital 15c to complement this
provision (line 32b) to ensure that
the exemption from the Annex 1
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Member States’ national laws.
In cases where Member States
use this infrastructure for
exchanges of persona data on
crimes falling outside the
scope of the objectives of
Europol, Europol shall not
have access to that data.”

accordance with the respective
Member States’ national laws.
In cases where Member States
use thisinfrastructure for
exchanges of personal data on
crimes falling outside the scope
of the objectives of Europal,
Europol shall not have access
to that data and shall be
considered to be a ‘processor’
within the meaning of Article
87 of Regulation (EU)
2018/1725. Europol shall
carry out an assessment of the
possible security risks posed by
the opening of its
infrastructure for use by
private parties and, where
necessary, implement
appropriate preventive and
mitigating measures.

those exchanges may also cover
crimesfalling outside the scope of
the objectives of Europol. In cases
where Member Statesusethis
infrastructur e for exchanges of
personal data on crimesfalling
within the scope of Europols
objectives, they may grant
Europol accessto such data. In
cases where Member States use this
infrastructure for exchanges of
personal dataon crimesfalling
outside the scope of the objectives
of Europol, Europol shall not have
access to that data.”

obligation under Art. 18(5) only
applies when Europol is a processor

TM 17/11/2021: provisiona
agreement to merge EP and CSL
texts

6b. Europol’s infrastructure may be
used for exchanges between the
competent authorities of Member
States and private partiesin
accordance with the respective
Member States’ national laws, and
those exchanges may also cover
crimesfalling outside the scope of
the objectives of Europol. In cases
where Member Statesusethis
infrastructurefor exchanges of
personal data on crimesfalling
within the scope of Europol’s

obj ectives, they may grant
Europol accessto such data. In
cases where Member States use this
infrastructure for exchanges of
personal dataon crimesfalling
outside the scope of the objectives
of Europol, Europol shall not have
access to that data and shall be
considered to be a “processor’
within the meaning of Article 87 of
Regulation (EU) 2018/1725.
Europol shall carry out an
assessment of the possible security
risks posed by the opening of its
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infrastructure for use by private
parties and, where necessary,
implement appropriate preventive
and mitigating measures.

273 | (e) paragraphs 9 and 10 are

(e) paragraphs 9 and 10 are deleted,;

deleted;
274 (d) anew paragraph 11 isinserted: | TM 17/11/2021: provisionally
agreed - use CSL text
(d) anew paragraph 11 isinserted:
275 "11. Europol shall draw up an

annual report to the Management
Board on the personal data
exchanged with private parties
pursuant Articles 26 and 26a on
the basis of quantitative and
qualitative evaluation criteria
defined by the Management
Board, including specific
examples of cases demonstrating
why theserequests were
necessary for Europol to fulfil its
objectives and tasks. Thereport
shall take into account the
obligations of discretion and
confidentiality and the examples
shall be anonymized insofar as
personal dataisconcerned. The
annual report shall be sent to the
European Parliament, the

Written Erocedure 7/1/2022:

TM 17/11/2021: provisionally
agreed - use CSL text

"11. Europol shall draw up an
annual report to the Management
Board on the personal data
exchanged with private parties
ursuant Articles 26, ﬁ
on the basis of guantitative

and qualitative evaluation criteria
defined by the Management
Board, including specific examples
of cases demonstrating why these
requests  were necessary _ for
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Council, the Commission and
national parliaments."

Europol to fulfil its objectives and
tasks. The report shall take into
account  the obligations  of
discretion and confidentiality and
the examples shall be anonymized
insofar _as personal data is
concerned. The annual report
shall be sent to the European

Parliament, the Council, the
Commission and national
parliaments."
276 (13) the following Article 26a (13) the following Article 26ais
isinserted: inserted:
277 "Article 26a "Article 26a
Written procedure (25/11/2021):
278 Exchanges of personal data Exchanges of personal datawith | provisional agreement to use CSL
with private partiesin crisis private partiesin onlinecrisis text:
situations situations Exchanges of personal data with
private parties in online crisis
situations
279 1. Europol may receive AM 128 1. Europol may receive persona 7 trilogue (30/11/2021).
personal datadirectly from 1 Europol may receive datadirectly from private parties provisional agreement: to be read

private parties and process
those personal datain
accordance with Article 18 to
prevent the dissemination of
online content related to
terrorism or violent extremism

personal datadirectly from
private parties and process
those personal datain
accordance with Article 18 to
prevent the online
dissemination of terrorist
content in crisis sSituations as

and process those personal datain
accordance with Article 18 to
prevent the dissemination of online
content related to terrorism or
violent extremism in onlinecrisis
situations as set out in point (u) of
Article 4(1).

in_conjunction with compromise
proposals on lines 91/108:

"Europol may receive persona data
directly from private parties and
process those personal data in

Page 164 of 262




25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

in crisis situations as set out in
point (u) of Article 4(1).

set out in point (u) of Article
4(1).

accordance with Article 18 teo

he di o ol
content—related—to—terrorism—or
violentextremism in online crisis
situations as set out in point (u) of
Article 4(1)".

280

2. If Europol receives
persona datafrom aprivate
party in athird country,
Europol may forward those
data only to a Member State,
or to athird country concerned
with which an agreement on
the basis of Article 23 of
Decision 2009/371/JHA or on
the basis of Article 218 TFEU
has been concluded or which
is the subject of an adequacy
decision asreferred to in point
(a) of Article 25(1) of this
Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article
25 arefulfilled, Europol may
transfer the result of its
analysis and verification of
such data with the third
country concerned.

AM 129

2. If Europol receives
persona datafrom aprivate
party in athird country,
Europol may forward those
dataonly to the Member State,
or to the third country
concerned with which an
agreement on the basis of
Article 23 of Decision
2009/371/JHA or on the basis
of Article 218 TFEU has been
concluded or which isthe
subject of an adequacy decision
asreferred to in point (a) of
Article 25(1) of this
Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article
25 of this Regulation are
fulfilled, Europol may transfer
the result of itsanalysisand
verification of such datato the
third country concerned.

2. If Europol receives persona data
from a private party in athird
country, Europol may forward those
dataonly to aMember State, or to a
third country concerned with which
an agreement on the basis of Article
23 of Decision 2009/371/JHA or on
the basis of Article 218 TFEU has
been concluded, e=which isthe
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the
case of which appropriate
safeguardswith regard to the
protection of operational personal
data exist or areprovided for in a
legally binding instrument in
accor dance with Article 25(4a) of
this Requlation. Where the
conditions set out under paragraphs
5 and 6 of Article 25 are fulfilled,
Europol may transfer the result of
itsanalysis and verification of such
datawith to the third country
concerned.

TM _ 17/11/2021: provisionaly
agreed to use CSL text and merge
with EP addition:

2. If Europol receives personal data
from a private party in a third
country, Europol may forward those
data only to a Member State, or to a
third country concerned with which
an agreement on the basis of Article
23 of Decision 2009/371/JHA or on
the basis of Article 218 TFEU has
been concluded, ee=which is the
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the
case of which appropriate
safequards with regard to the
protection of operational personal
data exist or are provided for in a
legally binding instrument in
accordance with Article 25(4a) of
this Regulation. Where the
conditions set out under paragraphs
5 and 6 of Article 25 of this
Regulation are fulfilled, Europol
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may transfer the result of itsanalysis
and verification of such datawith to
the third country concerned.

281 3. Europol may transmit or AM 130 3. Europol may transmit or transfer | Written procedure 7/1/2022:
transfer personal datato 3. Europol may transmit persona datato private parties, on a | provisionally agreed
private parties, on a case-by- or transfer personal datato case-by-case basi's, subject to any .
case basis, subject to any private parties, on a case-by- possible restrictions stipul ated g&gg’ﬂm@% ;?C;gl E):rrti tés’anc')srf]e;
possible restrictions stipulated | case basis, subject to any pursuant to Article 19(2) or (3) and case-by-case basis, subject to any
pursuant to Article 19(2) or (3) | possible restrictions stipulated | without prejudice to Article 67, possible  restri cti’ons stipulated
and without prejudiceto pursuant to Article 19(2) or (3) | where the transmission or transfer pursuant to Article 19(2) or (3) and
Article 67, where the and without prejudice to Article | of such datais strictly necessary for without prejudice to Article 67
transmission or transfer of 67, where the transmission or preventing the dissemination of T e T i 01;
such datais strictly necessary | transfer of such dataisstrictly | online content related to terrorism such data is strictly necessary for
for preventing the necessary for preventing the or violent extremism as set out in preventing addressing online crisis
dissemination of online online dissemination of point (u) of Article 4(1), and no HEiers fro alesretahen o
content related to terrorism or | terrorist content as set out in fundamental rights and freedoms of N
violent extremism as set out in | point (u)of Article 4(1), and no | the data subjects concerned override violentextremism as set out in point
point (u) of Article 4(1), and fundamental rights and the public interest necessitating the U of Artide 4(1), ad no
no fundamental rights and freedoms of the data subjects transmission or transfer in the case fundamental rights and %reedoms o
freedoms of the data subjects | concerned override the public | at hand. the data subjects concerned override
concerned override the public | interest necessitating the the public interest necessitating the
interest necessitating the transmission or transfer in the oy Ot D I e
transmission or transfer inthe | case at hand. [
case at hand. :

282 4. If the private party 4. If the private party concerned is | TM __ 17/11/2021:  provisionally
concerned is not established not established withintheUnionor | agreed to use CSL  text
within the Union or in a in a country with which Europol has | (consequential  alignment  with
country with which Europol acooperation agreement allowing | 25(4a))

has a cooperation agreement
allowing for the exchange of
personal data, with which the
Union has concluded an

for the exchange of personal data,
with which the Union has
concluded an international
agreement pursuant to Article 218

4. If the private party concerned is
not established within the Union or
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international agreement
pursuant to Article 218 TFEU
or which is the subject of an
adequacy decision as referred
toin point (a) of Article 25(1)
of this Regulation, the transfer
shall be authorised by the
Executive Director.

TFEU, e=which is the subject of an
adequacy decision asreferred to in
point (a) of Article 25(1) of this
Regulation or_in the case of which
appropriate safeguar dswith
regard to the protection of
operational personal data exist or
areprovided for in alegally
binding instrument in accordance
with Article 25(4a) of this
Regulation, the transfer shall be
authorised by the Executive
Director.

in a country with which Europol has
a cooperation agreement allowing
for the exchange of personal data,
with which the Union has concluded
an international agreement pursuant
to Article 218 TFEU, erwhich isthe
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the
case _of which appropriate
safequards with regard to the
protection of operational personal
data exist or are provided for in a
legally binding _instrument _in
accordance with Article 25(4a) of
this Regulation, the transfer shall be
authorised by the Executive
Director.

283

4a. Europol shall assist, exchange

Written procedur e 20/1/2022:

information and cooper ate with
the competent authorities with
regard to the transmission or
transfer of personal datato
private parties under paragraphs
3or 4 of thisArticle, in particular
to avoid duplication of effort,
enhance coordination and avoid
interference with investigationsin
different Member States.

PRES cannot agree with the COM
proposal of 29/11/2021 and
suggests using CSL text

4a. Europol shall assist, exchange
information _and cooperate with
the competent authorities with
regard to the transmission or
transfer of personal data to
private parties under paragraphs
3 or 4 of thisArticle, in particular
to_avoid duplication of effort,
enhance coordination and avoid
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interference with investigations in
different Member States.

COM proposal (29/11/2021)

4a. Europol shall assistexehange
infermation and cooperate with
the competent authorities with
regard to the transmission or
transfer of personal data te
private parties under paragraphs
3er4of thisArticle in particular
to_avoid duplication of effort;
enhanece coeordinatien and avoid
interference with investigations in
different Member States.

provision goes too far for EP; EP
wants concise wording that stresses
avoiding interference with
investigations;, COM to provide
compromise wording

284

5. Europol may request
Member States, viatheir
national units, to obtain
persona datafrom private
parties, which are established
or have alegal representative
in their territory, under their
applicable laws, for the
purpose of sharing it with

AM 131

5. Europol may request
Member States, viatheir
national units, to obtain
persona datafrom private
parties, which are established

or have alegal representativein
their territory, under their
applicable laws, for the purpose

5. Europol may request Member
States, viatheir nationa units, to
obtain personal data from private
parties, which are established or
have alegal representativein their
territory, under their appteable
national laws, for the purpose of
sharing it with Europol, on the
condition that the requested

Written procedure 7/1/2022:
provisionally agreed based on
alignment with relevant textsin
lines 108/270;

5. Europol may request Member
States, via their national units, to
obtain personal data from private
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Europol, on the condition that
the requested personal datais
strictly limited to what is
necessary for Europol for
preventing the dissemination
of online content related to
terrorism or violent extremism
as set out in point (u) of
Article 4(1). Irrespective of
their jurisdiction with regard
to the dissemination of the
content in relation to which
Europol requests the personal
data, Member States shall
ensure that the competent
national authorities can
lawfully process such requests
in accordance with their
national laws for the purpose
of supplying Europol with the
information necessary for it to
fulfil its objectives.

of sharing it with Europol, on
the condition that the requested
personal dataisstrictly limited
to what is necessary for
Europol for preventing the
online dissemination of
terrorist content as set out in
point (u) of Article 4(1).
Irrespective of their jurisdiction
with regard to the
dissemination of the content in
relation to which Europol
reguests the personal data,
Member States shall ensure that
the competent national
authorities can lawfully process
such requests in accordance
with their national laws for the
purpose of supplying Europol
with the information necessary
for it to fulfil its objectives.

personal datais strictly limited to
what is necessary for Europol for
preventing the dissemination of
online content related to terrorism
or violent extremism as set out in
point (u) of Article 4(1).
Irrespective of their jurisdiction
with regard to the dissemination of
the content in relation to which
Europol requests the personal data,
Member States shall ensure that the
competent national authorities can
lawfully process such requestsin
accordance with their national laws
for the purpose of supplying
Europol with the information
necessary for it to fulfil its
objectives.

parties, which are established or
have a legal representative in their
territory, under their appHeable
national laws, for the purpose of
sharing it with Europol, en—the
condition-that-the-requested Such a
request shall be reasoned and as
targeted as possible and such
personal data isshall be the least
sensitive possible and  strictly
limited to what is necessary and
proportionate for Europol for
preventing addressing online crisis
Situations the—dissemination—of
ontine content relatec to terrorism or
vielent-extremism as set out in point
(u) of Article 4(1). Irrespective of
their jurisdiction with regard to the
dissemination of the content in
relation to which Europol requests
the personal data, Member States
shal ensure that the competent
national authorities can lawfully
process such reguests in accordance
with their national laws for the
purpose of supplying Europol with
the information necessary for it to
fulfil its objectives.

285

6. Europol shall ensure that
detailed records of all transfers
of persona data and the

AM 132
6. Europol shall ensure
that detailed records of all

6. Europol shall ensure that detailed
records of all transfers of personal
dataand the grounds for such

TM 12/11/2021: provisionally
agreed - use EP wording
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grounds for such transfers are
recorded in accordance with
this Regulation and
communicated upon request to
the EDPS pursuant to Article
40.

transfers of persona data and
the grounds for such transfers
are recorded in accordance with
this Regulation and
communicated upon request to
the EDPS pursuant to Article
39a.

transfers are recorded in accordance
with this Regulation and
communicated upon request to the
EDPS pursuant to Article 40.

Europol shall ensure that detailed
records of al transfers of persona
data and the grounds for such
transfers are recorded in accordance
with this Regulation and

communi cated upon request to the
EDPS pursuant to Article 39a.

286 | 7. If the personal data 7. If the personal datareceived or to
received or to be transferred be transferred affect the interests of
affect the interests of a aMember State, Europol shall
Member State, Europol shall immediately inform the national
immediately inform the unit of the Member State
national unit of the Member concerned.”

State concerned.”
087 AM 133 2M trilogue (30/11/2021):
(13a) thefollowing Article provisional agreement to incl. Art.
26b is inserted: 288
(13a) thefollowing Article 26bis
inserted:

88 “Article 26b - 2" trilogue (30/11/2021):
provisiona agreement to incl. Art.
26b

289 Exchanges of personal data Written procedure (7/1/2022):

with private parties to prevent
the online dissemination of
child sexual abuse material

provisional agreement

Exchanges of personal data with
private parties to address the
online dissemination of child
sexual abuse material
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1. Europol may receive

Palitical trilogue (30/11/2021):

290 : -
personal data directly from provisiona agreement to use
private parties and process slightly modified EP text
those personal data in :

: . 1. Europol may receive personal
accord??r?e W'lt.h Article 18 to data directly from private parties
g.reven' tgon I?eh'ld al and process those personal data in
albsjzeinrlrr\];tcl;ir;loag slet osue:(iun accordance with Article 18 to

. i prevent address the online
point (ua) of Article4(1). dissemination of child sexual
abuse material, as set out in point
(ua) of Article 4(1).
291 2. 1T Europol receives personal Palitical trilogue (30/11/2021):

data from a private party in a
third country, Europol may
forward those data only to the
Member State, or to the third
country concerned with which
an agreement on the basis of
Article 23 of Decision
2009/371/JHA or on the basis
of Article 218 TFEU has been
concluded or which isthe
subject of an adequacy
decision asreferred to in point
(a) of Article 25(1) of this
Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article
25 of thisRegulation are
fulfilled, Europol may transfer
theresult of itsanalysisand

provisional agreement to use
dlightly modified EP text

2. If Europol receives personal
data from a private party in a third
country, Europol may forward
those data only to the Member
State, or to the third country
concerned with which an
agreement on the basis of Article
23 of Decision 2009/371/JHA or
on the basis of Article 218 TFEU
has been concluded or which isthe
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article 25 of
this Regulation are fulfilled,
Europol may transfer the result of
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verification of such data to the
third country concerned.

itsanalysis and verification of such
data to the third country
concerned.

3. Europol may transmit or

Palitical trilogue (30/11/2021):

292 transfer personal datato provisiona agreement to use
private parties, on a case-by- dlightly modified EP text
case basis, subject to any 3 E .

: L : . Europol may transmit or
possible restrictions stipul ated transfer%ersoriaj data to private
pursuant to Article 19(2) or (3) parties, on a case-by-case basis,
2”? vlvltggut Erejutcﬁllce to subject to any possible restrictions
¢ rucie o/, w ercte esf ; stipulated pursuant to Article 19(2)

rar;]srgltssu_on;r_ trlan &0 or (3) and without prejudiceto
fSUC a a't?‘ rt'ﬁ y nlgcemy Article 67, where the transmission
d(i)r pre;’ﬁgti'gr? of ?:r?irl] dl ggxu al or transfer of such dataisstrictly
abuse material asset outin gdzg?{]imng
point (ua) of Artigle4(1), and dissemination of child sexual
no fundamental r|ghtsar_1d abuse material as set out in point
freedoms of the Qata subj ects (ua) of Article 4(1), and no
_concerned OVGT”O!G the public fundamental rights and freedoms
|tnteres§ n'ecesst?tlngs;[he. th of the data subjects concerned
ransrrturslsog or transier in the override the public interest
caseal hand. necessitating the transmission or
transfer in the case at hand.
293 4. 1f the private party Palitical trilogue (30/11/2021):

concerned is not established
within the Union or in a
country with which Europol
has a cooperation agreement
allowing for the exchange of

provisiona agreement to use EP
text

4. If the private party concerned is
not established within the Union or
in a country with which Europol
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personal data, with which the
Union has concluded an
international agreement
pursuant to Article 218 TFEU
or which isthe subject of an
adequacy decision asreferred
toin point (a) of Article 25(1)
of this Regulation, the transfer
shall be authorised by the
Executive Director.

has a cooperation agreement
allowing for the exchange of
personal data, with which the
Union has concluded an
international agreement pursuant
to Article 218 TFEU or which is
the subject of an adequacy decision
asreferred toin point (a) of Article
25(1) of this Regulation, the
transfer shall be authorised by the
Executive Director.

293a

Written procedure 7/1/2022:
provisionally agreed to align with
Article 26a(4) (line 283) - tbc by EP

4a. Europol shall assist, exchange
information _and cooperate with
the competent authorities with
regard to the transmission or
transfer of personal data to
private parties under paragraphs
3 or 4 of thisArticle, in particular
to_avoid duplication of effort,
enhance coordination _and avoid
interference with investigations in
different Member States.

294

5. Europol may request
Member States, via their
national units, to obtain
personal data from private

Political trilogue (30/11/2021):
provisional agreement to use
dlightly reworded EP text
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parties, which are established
or have a legal representative
in their territory, under their
applicable laws, for the
purpose of sharing it with
Europol, on the condition that
the requested personal datais
strictly limited to what is
necessary for Europol to
prevent the online
dissemination of child sexual
abuse material, as set out in
point (ua) of Article4(1).

I rrespective of their
jurisdiction with regard to the
dissemination of the content in
relation to which Europol
requests the personal data,
Member States shall ensure
that the competent national
authorities can process such
reguests in accordance with
national law for the purpose of
supplying Europol with the
information necessary for it to
fulfil its objectives.

Aligned with lines 270/284.

5. Europol may request Member
States, via their national units, to
obtain personal data from private
parties, which are established or
have a legal representative in their
territory, under their applicable
laws, for the purpose of sharing it
with Europol;-en-the-condition-that
theregquested Such a request shall
be reasoned and as targeted as
possible and such personal data
shall be the least sensitive possible
and strictly limited to what is
necessary and proportionate for
Europol to prevent address the
online dissemination of child
sexual abuse material, as set out in
point (ua) of Article 4(1).

I rrespective of their jurisdiction
with regard to the dissemination of
the content in relation to which
Europol requests the personal
data, Member States shall ensure
that the competent national
authorities can process such
requests in accordance with
national law for the purpose of
supplying Europol with the
information necessary for it to
fulfil its objectives.
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205 6. Europol shall ensure that Palitical trilogue (30/11/2021):
detailed records of all provisiona agreement to use EP
transfers of personal data and text
theground(lzfpr such gransfers 6. Europol shall ensurethat
ar.(tehr?ﬁqR |r|| atlpcor adnce detailed records of all transfers of
w IS etgetéa lon an st personal data and the grounds for
;:r?ménslglsca upotntre/gut. | 0 such transfersarerecorded in
39e pursuant to Articie accordance with this Regulation
a and communicated upon request to
the EDPS pursuant to Article 39a.
296 7. 1f the personal data received Palitical trilogue (30/11/2021):
or to be transferred affect the provisional agreement to use EP
interests of a Member State, text
.EL;ropolhshall tl'mmledla.ttelxc th 7. If the personal data received or
Il\z orrbn Setnta lona unldo” € to be transferred affect the
ember State concerned. interests of a Member State,
Europol shall immediately inform
the national unit of the Member
State concerned.”
297 (13 bis) In Article 27, TM 17/11/2021 - provisionaly
paragraphs 1 and 2 are amended | agreed to use CSL text
asfollows. (13 bis) In__Artide 27,
paragraphs 1 and 2 are amended
asfollows:
2908 "1. Insofar asis necessary in
order for Europol to perform its
tasks, Europol may receive and
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process information originating
from private persons. Persona data
originating from private persons
may only be processed by Europol
on condition that they are received
via

299

@ anational unit in
accordance with national law;

300

(b) the contact point of a
third country or an international
organisation with which Europol
has concluded, before 1 May 2017,
a cooperation agreement allowing
for the exchange of personal datain
accordance with Article 23 of
Decision 2009/371/JHA; or

301

(© an authority of a
third country or an international
organisation which is the subject of
an adequacy decision asreferred to
in point (a) of Article 25(1), et with
which the Union has concluded an
international agreement pursuant to
Article 218 TFEU or in the case of
which appropriate safeguards
with regard to the protection of
operational personal data exist or
areprovided for in alegally
binding instrument in accordance

TM 17/11/2021 - provisionaly
agreed to use CSL text
(consequential alignment with

25(4a))

(© an authority of athird
country or an international
organisation which is the subject of
an adequacy decision as referred to
in point (a) of Article 25(1), et with
which the Union has concluded an
international agreement pursuant to
Article 218 TFEU or _in the case of
which appropriate safeguar ds
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with Article 25(4a) of this
Requlation.

with regard to the protection of
oper ational personal data exist or
areprovided for in alegally
binding instrument in accordance
with Article 25(4a) of this

Reqgulation.
302 2. If Europol receives TM 17/11/2021 - provisionaly
information, including personal agreed to use CSL text

data, from a private person residing
in athird country with which there
isno international agreement
concluded either on the basis of
Article 23 of

Decision 2009/371/JHA or on the
basis of Article 218 TFEU, ef
which is not the subject of an
adequacy decision asreferred to in
point (a) of Article 25(1) of this
Regulation or_in the case of which
appropriate safeguards with
regard to the protection of

oper ational personal data exist or
areprovided for in alegally
binding instrument in accordance
with Article 25(4a) of this
Regulation, Europol may only
forward that information to a
Member State or to athird country
concerned with which such an
international agreement has been
concluded.”

(consequential alignment with
25(44))

2. If Europol receives
information, including personal data,
from a private person residing in a
third country with which there is no
international agreement concluded
either on the basis of Article 23 of
Decision 2009/371/JHA or on the
basis of Article 218 TFEU, ef which
is not the subject of an adequacy
decision asreferred to in point (a) of
Article 25(1) of thisRegulation or_in
the case of which appropriate
safequards with regard to the
protection of operational personal
data exist or are provided for in a
legally binding instrument in
accordance with Article 25(4a) of
this Regulation, Europol may only
forward that information to a
Member State or to a third country
concerned with which such an
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international agreement has been
concluded.”

303 (13 ter) Thetitle of Chapter VI is Written procedure (25/11/2021):
amended as follows: provisional agreement to use CSL
text
(13 ter)The title of Chapter VI is
amended as follows:
304 DATA PROTECTION Written procedure (25/11/2021):
SAEEGUARDS provisional agreement to use CSL
text
DATA PROTECTION
305 | (14) thefollowing Article (14) thefollowing Article 27ais
27aisinserted: inserted:
306 “Article 27a “Article 27a
307 Processing of persona data by Processing of personal data by
Europol Europol
308 1. ThisRegulation, Article 3 1. This Regulation, Article 3 and

and Chapter I1X of Regulation
(EV) 2018/1725 of the
European Parliament and of
the Council* shall apply to the
processing of operational
personal data by Europol.

Chapter IX of Regulation (EU)
2018/1725 of the European
Parliament and of the Council*
shall apply to the processing of
operational personal data by
Europol.
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309 Regulation (EU) 2018/1725, Regulation (EU) 2018/1725, with
with the exception of its the exception of its Chapter X,
Chapter I1X, shall apply to the shall apply to the processing of
processing of administrative administrative personal data by
personal data by Europol. Europol.
TM 12/11/2021: provisionally
310 2. References to “applicable AM 134 2. References to “‘applicable data agreed - deletion
data protection rules’ in this protection rules’ in this Regulation
Regulation shall be understood | paleted shall be understood as references to
as references to the provisions the provisions on data protection set
on data protection set out in out in this Regulation and in
this Regulation and in Regulation (EU) 2018/1725.
Regulation (EU) 2018/1725.
TM 12/11/2021: provisionally
311 3. References to ‘personal AM 135 3. References to “‘personal data’ in agreed : use EP text
data’ in this Regulation shall p this Regulation shall be understood .
be understood as references to 3 ) References tc_) JEEi as references to ‘operational 3. - Re_ferences tq personal
) . . ata’ in this Regulation shall be , . . data’ in this Regulation shall be
operational personal data’, Ik FE I S E personal data’, unless indicated understood as references to
unless indicated otherwise. ‘ : ) otherwise. . : )
operational personal data’ as operational personal data’ as
defined in Article 3 of defined in Article 3 of Regulation
Regulation (EU) 2018/1725, (EU) 2018/1725, unless otherwise
unless otherwise provided for provided for in this Regulation.
in this Regulation.
TM 12/11/2021: provisionally
312 4. Europol shall determine the 4. The Management Board shall agreed - use CSL text

time limits for the storage of

adopt rulesto Eurepel-shall
determine the time limits for the
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administrative personal datain storage of administrative personal 4. The Management Board shall
its rules of procedure. data H-ts+ules-of-procedure. adopt rulesto Eurepel-shall

determine the time limits for the
storage of administrative personal

data Hats+ules-of-procedure.
313 * Regulation (EU) 2018/1725 * Regulation (EU) 2018/1725 of the
of the European Parliament European Parliament and of the
and of the Council of 23 Council of 23 October 2018 on the
October 2018 on the protection of natural personswith
protection of natural persons regard to the processing of persond
with regard to the processing data by the Union institutions,
of personal data by the Union bodies, offices and agencies and on
institutions, bodies, offices and the free movement of such data, and
agencies and on the free repealing Regulation (EC) No
movement of such data, and 45/2001 and Decision No
repealing Regulation (EC) No 1247/2002/EC (OJ L 295,
45/2001 and Decision No 21.11.2018, p. 39).”
1247/2002/EC (OJ L 295,
21.11.2018, p. 39).”
314 (15) Article 28 isdeleted; (15) Article 28 isdeleted;
315 (16) Article 30 isamended (16) Article 30 isamended as
asfollows: follows:
316 (@) in paragraph 2, the first AM 136 (a) in paragraph 2, the first sentence
sentence isreplaced by the @ paragraph 2 iis replaced is replaced by the following:
following: by the following
317 “2. Processing of personal AM 137 “2. Processing of personal data, by | Written procedur e 20/1/2022:
data, by automated or other 5 Processing of personal automated or other means, PRES compromise suggestion to

means, revealing racial or

data, by automated or other

revealing racia or ethnic origin,

the text below
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ethnic origin, political
opinions, religious or
philosophical beliefs or trade
union membership and
processing of genetic data and
biometric datafor the purpose
of uniquely identifying a
natural person or data
concerning a person’s health
or sex life or sexua orientation
shall be allowed only where
strictly necessary and
proportionate for preventing or
combating crime that falls
within Europol’s objectives
and if those data supplement
other personal data processed
by Europol.”;

means, revealing racial or
ethnic origin, political
opinions, religious or
philosophical beliefs, or trade
union membership, and the
processing of genetic data,
biometric data for the purpose
of uniquely identifying a
natural person, or data
concerning health or
concerning natural persons’
sex life or sexua orientation
shall be allowed only where
strictly necessary and
proportionate for research and
innovation projects pursuant
to Article 33a and for
operational purposes, within
the mandate of Europol, and
only for preventing or
combating crime that falls
within Europol’s objectives as
set out in Article 3. Such
processing shall also be
subject to appropriate
safeguards with regard to the
rights and freedoms of the
data subject, and, with the
exception of biometric data
processed for the purpose of
uniquely identifying a natural
person, shall be allowed only if
those data supplement other

political opinions, religious or
philosophical beliefs or trade union
membership and processing of
genetic data and biometric data for
the purpose of uniquely identifying
anatural person or data concerning
a person’s health or sex life or
sexual orientation shall be allowed
only where strictly necessary and
proportionate for preventing or
combating crime that falls within
Europol’s objectives and if those
data, except biometric data,
supplement other personal data
processed by Europol.”;

TM 06/12/2021:

CSL could accept EP wording; to
check internaly

2. Processing of personal data,
by automated or other means,
revealing racial or ethnic origin,
political opinions, religious or
philosophical beliefs, or trade union
membership, and the processing of
genetic data, biometric data for the
purpose of uniquely identifying a
natural person, or data concerning
health or concerning natural
persons’ sex life or sexual
orientation shall be allowed only
where strictly necessary and
proportionate for research and
innovation projects pursuant to
Article 33a and for operational
purposes, within the mandate of
Europol, and only for preventing or
combating crime that falls within
Europol’s objectives as set out in
Article 3. Such processing shall
also be subject to appropriate
safeguards

-, with the exception of

biometric data processed for the
purpose of uniquely identifying a
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personal data processed by natural person, shall be allowed

Europol. Discrimination only if those data supplement other

against natural personson the personal data processed by Europol.

basis of such personal data Diserimination-against-nratural

shall be prohibited; personsonthe basis of such

L d ol | hibited:
318 AM 138

(aa) thefollowing

paragraph 2aisinserted:

“2a. The Data Protection ;

319 ; . Written procedur e 20/1/2022:
Ofﬂcer shall be mfor_med provisionally agreed to use EP
without undue delay in the i
. ext

case of processing of personal = _ _

data pursuant to this Article.” ‘2a. The Data Protection Officer
shall be informed without undue
delay in the case of processing of
personal data pursuant to this
Article.”

320 (b) in paragraph 3, the first (b) +a paragraph 3thefirstsentence | Written procedure (25/11/2021):
sentence is replaced by the is replaced by the following: provisional agreement to use CSL
following: text

(b) +a paragraph 3thefirstsentence
is replaced by the following:

321 “Only Europol shall have “Only Europol shall have direct Written procedure (25/11/2021).

direct access to personal data
asreferred to in paragraphs 1

access to personal data as referred
to in paragraphs 1 and 2, except
wher e necessary for the cases

provisional agreement to use CSL
text

Page 182 of 262




25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

and 2, except for the cases
outlined in Article 20 (2a).”

outlined in Article 20(1) and
20(2a), or for aresearch and
innovation project involving
specifically authorised staff of
Member States competent
authorities and Union agencies
established on the basisof TitleV

“Only Europol shall have direct
access to personal data as referred
to in paragraphs 1 and 2, except
wher e necessary for the cases
outlined in Article 20(1) and
20(2a), or for aresearch and
innovation project involving

of the TFEU in accordance with

specifically authorised staff of

Article 33a(1)(c). The Executive
Director shall duly authorise a
limited number of Europol officials,
and whererelevant also M ember

Member States competent
authorities and Union agencies
established on the basisof TitleV
of the TFEU in accordance with

State officials, to have such access
if it is necessary for the
performance of their tasks”

Article 33a(1)(c). The Executive
Director shall duly authorise a
limited number of Europol officials,
and whererelevant also Member
State officials, to have such access
if it is necessary for the
performance of their tasks”

322 (c) paragraph 4 is deleted; (c) paragraph 4 is deleted,;
323 (d) paragraph 5 is replaced by (d) paragraph 5 is replaced by the
the following: following:
324 | “5. Personal data as referred to | AM 139 “5. Personal data as referred to in TM 17/11/2021: provisionally

be transmitted to Member
States, Union bodies, or
transferred to third countries

unless such transmission or
transfer is strictly necessary

in paragraphs 1 and 2 shall not

and international organisations

and proportionate in individual

5. Personal data as
referred to in paragraphs 1 and
2 shall not be transmitted to
Member States, Union bodies,
or transferred to third countries
and international organisations
unless such transmission or

paragraphs 1 and 2 shall not be
transmitted to Member States,
Union bodies, or transferred to third
countries and international
organisations unless such
transmission or transfer is strictly
necessary and proportionate in
individual cases concerning crimes

agreed to use EP text + addition
requested by COM (06/12/2021)

5. Personal data as referred to in
paragraphs 1 and 2 shall not be
transmitted to Member States,
Union bodies, or transferred to third
countries and international
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cases concerning crimes that
falls within Europol’s
objectives and in accordance
with Chapter V.”;

transfer is strictly necessary
and proportionate in individual
cases concerning crimes that

fall within Europol’s objectives
and in accordance with Chapter

V.”;

that falls within Europol’s
objectives and in accordance with
Chapter V.”;

organisations unless such
transmission or transfer isrequired
under Union law or strictly
necessary and proportionate in
individual cases concerning crimes
that fall within Europol’s objectives
and in accordance with Chapter
V.

325 | (17) Article32isreplaced (17) Article 32 isreplaced by the
by the following: following:
326 “Article 32 “Article 32
327 Security of processing Security of processing
328 | Europol and Member States Europol and Member States shall Written procedure (25/11/2021):
shall establish mechanismsto establish mechanismsto ensurethat | provisional agreement to use CSL
ensure that security measures security measures referred to in text
referred to in Article 91 of Article 91 of Regulation (EU)
Regulation (EU) 2018/1725 2018/1725 regar ding Eur opol and | —ropol and Member States snall
: ) —— establish mechanisms to ensure that
are addressed across in Article 29 of Directive (EU) . :
) ; . security measures referred to in
information system 2016/680 regarding the M ember : .
boundaries.” Stat ~ldressed Article 91 of Regulation (EU)
ouncartes. SLALES ]f‘ & atr.e rt bacrof ., 2018/1725 regarding Europol and
information system boundaries. = in Article 29 of Directive (EU)
2016/680 regarding the M ember
States are addressed across
information system boundaries.”;
329 (18) Article 33 isdeleted; (18) Article 33 isdeleted;
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330 | (19) thefollowing Article
33aisinserted:

(19) thefollowing Article 33ais
inserted:

331 “Article 33a

“Article 33a
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332 Processing of personal data Processing of personal data for
for research and innovation resear ch and innovation
333 AM 140

-1. Europol may process
personal data for the purpose
of itsresearch and innovation
projects asreferred to in point
(e) of Article 18(2), but only
where the following conditions
are met:
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334

(a) the processing of personal
dataisstrictly required and
duly justified to achieve the
objectives of the project;

335

(b) as regards special
categories of personal data,
processing shall be only
allowed whereit is strictly
necessary and accompanied by
appropriate additional
safeguards, including
pseudonymisation.

336

The processing of personal
data by Europol in the context
of research and innovation
projects shall be guided by the
principles of transparency,
explainability, fairness, and
accountability.

337

1 For the
processing of persona data
performed by means of
Europol’s research and
innovation projects as referred
toin point (e) of Article 18(2),
the following additional
safeguards shall apply:

1. For the processing of
persona data performed by means
of Europol’s research and

innovation projects asreferred to in

point (e) of Article 18(2), the
following additional safeguards
shall apply:

Provisional agreement
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Article  18(2), the following
additional safeguards shall apply:

338

@ any project shall be
subject to prior authorisation
by the Executive Director,
based on a description of the
envisaged processing activity
setting out the necessity to
process personal data, such as
for exploring and testing
innovative solutions and
ensuring accuracy of the
project results, a description of
the personal datato be
processed, a description of the
retention period and conditions
for access to the personal data,
a data protection impact
assessment of the risksto all
rights and freedoms of data
subjects, including of any bias
in the outcome, and the
measures envisaged to address
those risks;

AM 141

@ any research and
innovation project shall be
subject to prior authorisation by
the Executive Director, in
consultation with the Data
Protection Officer and the
Fundamental Rights Officer,
based on a description of the
specific objectives of the
project and the way in which
the project assists Europol or
national law enforcement
authoritiesin itstasks, a
description of the envisaged
processing activity, setting out
the objectives, scope and
duration of the processing and
the necessity and
proportionality to process the
personal data, a description of
the categories of personal data
to be processed, a description
of compliance with the data
protection principleslaid down
in Article 71 of Regulation
(EU) 2018/1725, of the
retention period and conditions
for access to the personal data,

@ any project shall be subject
to prior authorisation by the
Executive Director, based on a
description of the envisaged
processing activity setting out the
necessity to process personal data,
such as for exploring and testing
innovative aew technological
solutions and ensuring accuracy of
the project results, a description of
the personal datato be processed, a
description of the retention period
and conditions for access to the
personal data, a data protection
impact assessment of the risksto all
rights and freedoms of data
subjects, including of any biasin
the outcome, and the measures
envisaged to address those risks;

Written procedure (25/11/2021)
provisionally agreed to use COM
COMP proposal (tbc: FRO as part of
the governance package)

@ any research and
innovation project shall be subject
to prior authorisation by the
Executive Director, in consultation
with the Data Protection Officer
[and the Fundamental Rights
Officer], based on

i. adescription of the specific
objectives of the project and
the way in which the project
assists Europol or national
law enforcement authorities
in itstasks,

ii.  adescription of the
envisaged processing
activity, setting out the
objectives, scope and
duration of the processing
and the necessity and
proportionality to process
the personal data, such asfor
exploring and testing
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adata protection impact
assessment of therisksto all
rights and freedoms of data
subjects, including the risk of
any biasin the personal datato
be used for the training of
algorithms and in the outcome
of the processing, and the
measures envisaged to address
those risks as well asto avoid
violations of fundamental
rights.

339

AM 142

(@aa) anyresearch and
innovation project shall be

Written procedure 7/1/2022:
Presidency compromise
suggestion to delete the EP
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subject to an initial assessment amendment_on the basis of the
by the Fundamental Rights PRES compr omise suggestion for
Officer based on the FRO
information in point(a).
Europol shall take this
assessment and, where
applicable, recommendations
included therein, into account
before launching the project.

340 | (b) (b) the Management (b) (b) TM 17/11/2021: Provisional

Board and the EDPS shall be
informed prior to the launch of
the project; (c) any personal
data to be processed in the
context of the project shall be
temporarily copied to a
separate, isolated and
protected data processing
environment within Europol
for the sole purpose of
carrying out that project and
only authorised staff of
Europol shall have accessto
that data;

and the EDPS shaII belnformed
prior to the launch of the project;
the Management Board shall be
either consulted or informed
prior to thelaunch of the project,
in accordance with criterialaid
down in the guidelinesreferred to
in article 18(7);

(c) any personal datato be
processed in the context of the
project shall be temporarily copied
to a separate, isolated and protected
data processing environment within
Europol for the sole purpose of
carrying out that project and only
specifically authorised staff of
Europol and, subject to technical
security measur es, specifically
authorised staff of Member

agreement to use CSL text:

EDPS shaII be mformed prlor tothe
launch of the project; the

M anagement Board shall be
either consulted or informed
prior to thelaunch of the project,
in accordance with criterialaid
down in theguiddinesreferred to
in article 18(7)

(c) any personal datato be
processed in the context of the
project shall be temporarily copied
to a separate, isolated and protected
data processing environment within
Europol for the sole purpose of
carrying out that project and only
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States’ competent authorities and

specifically authorised staff of

Union agencies established on the
basisof TitleV of the TFEU, shall
have access to that data;

Europol and, subject to technical
security measur es, specifically
authorised staff of Member
States’ competent authorities and
Union agencies established on the
basisof TitleV of the TFEU, shal
have access to that data;

341 (© (d) any persona data
processed in the context of the
project shall not be
transmitted, transferred or

(© (d) any personal data
processed in the context of the
project shall not be transmitted,
transferred or otherwise accessed by

otherwise accessed by other other parties;
parties;
342 (d) (e) any processing of (d) (e) any processing of

personal datain the context of
the project shall not lead to
measures or decisions
affecting the data subjects;

personal datain the context of the
project shall not lead to measures or
decisions affecting the data
subjects;

343 (e (f) any personal data
processed in the context of the
project shall be deleted once
the project is concluded or the
personal data has reached the
end of its retention period in
accordance with Article 31;

(e (f) any personal data
processed in the context of the
project shall be deleted erased
once the project is concluded or the
personal data has reached the end of
its retention period in accordance
with Article 31;

TM 17/11/2021: provisionaly
agreed to use CSL text

(e (f) any personal data
processed in the context of the
project shall be deleted erased once
the project is concluded or the
personal data has reached the end of
its retention period in accordance
with Article 31;
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344 (f) (g) the logs of the AM 143 ()] (g) the logs of the TM 26/11/2021: provisionally
processing of personal datain ) the logs of the processing of personal datain the agreed to use COM compromise
the context of the project shall . : context of the project shall be kept | wording

) processing of personal datain : :
be kept for the duration of the the context of the project shall for the duration of thg project and () (g) the logs of the
project and 1 year e‘("jf ter ltge o, | bekeptfor the duration of the | $2Y°r2 egf terltge project S . | processing of personal datain the
{)k:gj eﬁ: '2;)2? ;n q o'n‘?o asy or project and 1 year after the ;ﬁgcoﬁl a’ssf)n yasor:etc;grrp(f): O | context of the project shall be kept
o paspnec&esar or Vyeri Cing | Projectisconcluded, solely for | ° iny The acgcurac p’ they for the duration of the project and
the%ccurac of t)flwe outcorr?e o? the purpose of and qnly aslong outC())/még of the data >;oc n S eIl
the data.or y i as necessary for verifying the P 9 concluded, solely for the purpose of
processing. accuracy of the outcome of the and only as long as necessary for
data processing, accuracy of verifying the accuracy of the
the outcome of the data outcome of the data processing.
processing, and to allow the
EDPS to conduct supervision
and auditsto ensure that all
the conditions and safeguards
provided for in this Article
have been met.
345 AM 144 TM 17/11/2021: provisionally

la. TheManagement
Board shall establish a
binding general scope for the
research and innovation
projects of Europol. The
document shall be updated
where appropriate. The
document shall be made
available to the EDPS for the

purpose of its supervisory role.

agreed.

3. The Management Board shall
establish abinding general scope
for the research and innovation
projects of Europol. The document
shall be updated where appropriate.
The document shall be made
available to the EDPSfor the
purpose of its supervisory role.
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346 TM 17/11/2021: provisionally
agreed to delete as partly covered
by recital 39 and Art. 33a(1)

347 | 3. Europol shall keep a AM 145 3. Europol shall keep a Written procedure 7/1/2022:

complete and detailed
description of the process and
rational e behind the training,
testing and validation of
algorithms to ensure
transparency and for
verification of the accuracy of
the results.”;

2. Europol shall keep a
detailed description of the
process and rationale behind
the training, testing and
validation of agorithmsto
ensure transparency of the
procedure and the algorithms,
including their explainability,
compliance with the
safeguards provided for in this
Article, and to allow for
verification of the accuracy of
the results. Europol shall make
the description availableto the
JPSG upon request.

complete and detailed description of
the process and rationale behind the
training, testing and validation of
algorithms to ensure transparency
and for verification of the accuracy
of the results.”;

provisionally agreed

4. Europol shall keep adetailed
description of the process and
rationale behind the training, testing
and validation of algorithmsto
ensure transparency of the
procedure and the algorithms,
including their explainability;
compliance with the safeguards
provided for in this Article, and to
allow for verification of the
accuracy of the results. Eurepel
tothe JPSG-upon-regquest-_Upon
request, Europol shall makethe
description availableto inter ested
parties, including Member States
and the JPSG.

TM 26/11/2021: CSL against
allowing JPSG access to the report;
very technical; part of the
governance package; COM had the
intention that the report will be
made available to those concerned;
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COM to propose wording that those
concerned, incl. MS and JPSG,
should receive this report;

TM 17/11/2021: CSL to consider
COM suggestion to use EP text
without ‘explainability’ as
explainability is one of the
‘safeguards provided for in this
Article’

348 AM 146 TM 17/11/2021: provisiona
t to delete thistext as
2a. Europol shall ensure agreemen .
that independent experts carry proposed by COM Sifnce these
out an audit before the audits could undermine the role of
deployment of any the EDPS
technological solution
resulting from its research and
innovation projectsinvolving
the processing of personal
data.
349 4. |f the data to be processed | 2" trilogue (30/11/2021):

for aresearch and innovation
project have been provided by a
Member State, a Union body, a
third country or an international
organisation, Europol shall seek
consent from that Member State,
Union body, third country or
international organisation, unless
the Member State, Union body,

provisional agreement

5. If the data to be processed for a
research and innovation project have
been provided by a Member State, a
Union body, a third country or an
international organisation, Europol
shall seek consent from that Member
State, Union body, third country or
international organisation  in
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third country or international
organisation has granted its prior

accordance with Article 19(2),
unless the Member State, Union

authorisation to such processing

body, third country or international

for the purpose of Article
18(2)(e), either in general terms

organisation has granted its prior
authorisation to such processing for

or subject to specific conditions.

the purpose of Article 18(2)(e),

Such consent may be withdrawn

either in general terms or subject to

at any time,

specific_conditions. Europol shall
not process data for research and
innovation without the consent of
the Member State, Union body,
third country or international
organisation. Such consent may be
withdrawn at any time.”

350 (20) Article 34 isamended as (20) Article 34 is amended as
follows: follows:
351 (@) paragraph 1 isreplaced by (a) paragraph 1 isreplaced by the
the following: following:
352 “1. In the event of a personal AM 147 “1. In the event of a personal data Written procedure (25/11/2021).

data breach, Europol shall
without undue delay notify the
competent authorities of the
Member States concerned, of
that breach, in accordance with
the conditionslaid downin
Article 7(5), aswell asthe
provider of the data concerned
unless the personal data breach
isunlikely to result inarisk to

1. Without pregudiceto
Article 92 of Regulation (EU)
2018/1725, in the event of a
personal data breach, Europol
shall without undue delay
notify the competent authorities
of the Member States
concerned, of that breach, in
accordance with the conditions
laid downin Article 7(5), as
well as the provider of the data

breach, Europol shall without undue
delay notify the competent
authorities of the Member States
concerned, of that breach, in
accordance with the conditions laid
down in Article 7(5), as well asthe
provider of the data concerned
unless the personal data breach is
unlikely to result in arisk to the
rights and freedoms of natural
persons.”;

provisional agreement to use EP
text

Without prejudice to Article 92 of
Regulation (EU) 2018/1725, in the
event of a personal data breach,
Europol shall without undue delay
notify the competent authorities of
the Member States concerned, of
that breach, in accordance with the
conditions laid down in Article 7(5),
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the rights and freedoms of
natural persons.”;

concerned unless the personal
data breach isunlikely to result
inarisk to therights and
freedoms of natural persons;

aswell asthe provider of the data
concerned unless the personal data
breach is unlikely to result in arisk
to the rights and freedoms of natural
persons;

353 (b) paragraph 3 is deleted; (b) paragraph 3 is deleted;
354 (21) Article 35isamended (21) Article 35isamended as
asfollows: follows:
355 (a) paragraphs 1 and 2 are (a) paragraphs 1 and 2 are del eted;
deleted;
356 (b) in paragraph 3, the first (b) in paragraph 3, the first sentence
sentence is replaced by the is replaced by the following:
following:
357 “Without prejudice to Article | AM 148 “Without prejudice to Article 93 of | TM 12/11/2021: provisionaly

93 of Regulation 2018/1725, if
Europol does not have the
contact details of the data
subject concerned, it shall
request the provider of the data
to communicate the personal
data breach to the data subject
concerned and to inform
Europol about the decision
taken.*;

Without prejudice to Article 93
of Regulation (EU) 2018/1725,
if Europol does not have the
contact details of the data
subject concerned, it shall
request the provider of the data
to communicate the personal
data breach to the data subject
concerned and to inform
Europol about the decision
taken. Member States
providing the data shall
communicate the breach to the
data subject concerned in

Regulation 2018/1725, if Europol
does not have the contact details of
the data subject concerned, it shall
request the provider of the datato
communicate the personal data
breach to the data subject concerned
and to inform Europol about the
decision taken.”;

agreed - use EP text

Without prejudice to Article 93 of
Regulation (EU) 2018/1725, if
Europol does not have the contact
details of the data subject
concerned, it shall request the
provider of the datato communicate
the personal data breach to the data
subject concerned and to inform
Europol about the decision taken.
Member States providing the data
shall communicate the breach to
the data subject concerned in
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accordance with national law.

accordance with national law.

358 (b) paragraphs 4 and 5 are (b) paragraphs 4 and 5 are
deleted.”; deleted.”;
359 (22) Article 36 is amended as (22) Article 36 isamended as
follows: follows:
360 (a) paragraphs 1 and 2 are (a) paragraphs 1 and 2 are del eted;
deleted;
361 (b) paragraph 3 is replaced by (b) paragraph 3 is replaced by the
the following: following:
362 “3. Any data subject wishing AM 149 “3. Any data subject wishing to TM 12/11/2021: provisionally

to exercise the right of access
referred to in Article 80 of
Regulation (EU) 2018/1725 to
persona datathat relate to the
data subject may make a
request to that effect, without
Incurring excessive costs, to
the authority appointed for that
purpose in the Member State
of hisor her choice, or to
Europol. Where the request is
made to the Member State
authority, that authority shall
refer the request to Europol
without delay, and in any case
within one month of receipt.”;

3. Any data subject wishing to
exercise theright of access
referred to in Article 80 of
Regulation (EU) 2018/1725 to
persona datathat relate to the
data subject may make a
reguest to that effect to the
authority appointed for that
purpose in the Member State of

his or her choice, or to Europol.

Where the request is made to
the Member State authority,
that authority shall refer the
request to Europol without
delay, and in any case within
one month of receipt.;

exercise theright of access referred
toin Article 80 of Regulation (EU)
2018/1725 to persona datathat
relate to the data subject may make
a request to that effect%ea%

thorlty appoi nted for that purpose
in the Member State of hisor her
choice, or to Europol. Where the
reguest is made to the Member
State authority, that authority shall
refer the request to Europol without
delay, and in any case within one
month of receipt.”;

agreed - use EP/CSL text (identical)

3. Any data subject wishing to
exercise theright of access referred
toin Article 80 of Regulation (EU)
2018/1725 to persona datathat
relate to the data subject may make
a requ&ct to that effect%ea%

authorlty appoi nted for that purpose
in the Member State of hisor her
choice, or to Europol. Where the
request is made to the Member State
authority, that authority shall refer
the request to Europol without
delay, and in any case within one
month of receipt.
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363 (c) paragraphs 6 and 7 are (c) paragraphs 6 and 7 are
deleted(1) deleted(1)

364 (23) Article 37 isamended as (23) Article 37 isamended as
follows: follows:

365 (a) paragraph 1 isreplaced by (a) paragraph 1 isreplaced by the
the following: following:

366 “1. Any data subject wishing “1. Any data subject wishing to
to exercise theright to exercise theright to rectification or
rectification or erasure of erasure of persona data or of
personal dataor of restriction restriction of processing referred to
of processing referred to in in Article 82 of Regulation (EU)
Article 82 of Regulation (EU) 2018/1725 of personal data that
2018/1725 of personal data relate to him or her may make a
that relate to him or her may request to that effect, through the
make a request to that effect, authority appointed for that purpose
through the authority in the Member State of hisor her
appointed for that purposein choice, or to Europol. Where the
the Member State of his or her regquest is made to the Member
choice, or to Europol. Where State authority, that authority shall
the request is made to the refer the request to Europol without
Member State authority, that delay and in any case within one
authority shall refer the month of receipt.”;
request to Europol without
delay and in any case within
one month of receipt.”;

367 (b) paragraph 2 is deleted; (b) paragraph 2 is del eted;
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368 | (¢) in paragraph 3, the first (c) in paragraph 3, the first sentence
sentence is replaced by the is replaced by the following:
following:

369 “Without prejudice to Article | AM 150 “Without prejudice to Article 82(3) | Written procedur e (25/11/2021):
82(3) of Regulation : . : of Regulation 2018/1725, Europol provisional agreement to combine
2018/1725, Europol shall \é\él(tsh)ogft Iggﬂ?;;%tnoéﬁlf le shall restrict rather than erase EP/CSL texts and merge Art. 37
restrict rather than erase personal dataas+eferred-tein and Art. 37a

. 2018/1725, Europol shall )
persona dataasreferredtoin . paragraph-2 if there are reasonable
: restrict rather than erase :
paragraph 2 if there are personal dataiif there are groundsto believe that erasure . - :
reasonable grounds to believe : could affect the legitimate interests | Without prejudice to Article 82(3)
reasonable grounds to believe = .
that erasure could affect the of the data subject.”; of Regulation (EU) 2018/1725,
o . that erasure could affect the :
legitimate interests of the data o . Europol shall restrict rather than
biect " legitimate interests of the data erase personal data as+eferrec-to
subject. subject. Restricted data shall . b theore are
be pr oces?ed O?Elzztfor tt?]e reasonable grounds to believe that
purpose ot protecting the erasure could affect the legitimate
rights of the data subject or interests of the data subject
Sgoggo??gﬂrtﬂeogdfg?% laid Restricted data shall be processed
. . only for the purpose of protecting
gownl ! rt] Article 82(3) of that therights of the data subject, when
egutation. it is necessary to protect the vital
interest of another Aatural-ortegal
person, or for the purposes laid
down in Article 82(3) of that
Regulation.
370 (c bis) paragraphs 4 and 5are Written procedure (25/11/2021):

amended as follows:

provisional agreement to use CSL
text

(c bis) paragraphs 4 and 5are
amended asfollows:
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371 "4, If personal dataasreferred | Written procedure (25/11/2021):
to in paragraphs 12 and 3 held by | provisional agreement to use CSL
Europol have been provided to it by | text
third countries, international
organisations or Union bodies, have ?0 n palr;gpgpSEQil%dataigs Brﬁfe?(rjrgi/
beetr_l d recrt]ly prgwde(itw per;dvste Europol have been provided to it by
parties or nave been retrieved by third countries, international
Europol from publicly avalable organisations or Union bodies, have
sources or result from Europol's_ been directly provided by private
own anal YSES, Europol shall rectify, parties or have been retrieved by
erase or restrict suc_h data and, Europol from publicly available
wherg appropriate, inform the sources or result from Europol's
providers of the data, own analyses, Europol shall rectify,
erase or restrict such data and,
where appropriate, inform the
providers of the data.
372 5. If personal dataasreferred | Written procedure (25/11/2021):
to in paragraphs 12 and 3 held by | provisional agreement to use CSL
Europol have been provided to text
Europol by Member States, the
Member States concerned shall > Il Eeit O EEE i
: . .| toin paragraphs 12 and 3 held by
rectify, erase or restrict such datain Europol have been provided to
collaboration with Europol, within Europol by Member States, the
their respective competences.” Member States concerned éhall
rectify, erase or restrict such datain
collaboration with Europol, within
their respective competences.”
373 | (d) paragraphs 8 and 9 are (d) paragraphs 8 and 9 are
deleted.”; deleted.”;

Page 200 of 262




25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

374 | (24) thefollowing Article37a | AM 151 (24) thefollowing Article 37ais Written procedure (25/11/2021):
isinserted: deleted inserted: provisional agreement to delete Art.
asincluded in Art. 37
375 | “Article37a deleted “Article 37a Written procedure (25/11/2021):
provisional agreement to delete Art.
asincluded in Art. 37
376 Right to restriction of deleted Right torestriction of processing | Written procedure (25/11/2021):
processing provisional agreement to delete Art.
asincluded in Art. 37
377 Where the processing of deleted Where the processing of persona Written procedure (25/11/2021):
personal data has been data has been restricted under provisional agreement to delete Art.
restricted under Article 82(3) Article 82(3) of Regulation (EU) asincluded in Art. 37
of Regulation (EU) 2018/1725, such personal data shall
2018/1725, such personal data only be processed for the protection
shall only be processed for the of therights of the data subject or
protection of the rights of the when it isnecessary to protect the
data subject or another natural vital interest of another patural-or
or legal person or for the tegal person or for the purposes laid
purposes laid down in Article down in Article 82(3) of that
82(3) of that Regulation.”; Regulation.”;
378 (25) Article38isamended | AM 152 (25) Article38isamended as
=il (25) Article38isamended | O/1OWS
asfollows:
379 (-a) paragraph 11isreplaced by TM  12/11/2021:  provisionaly

thefollowing:

agreed - use EP text
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“(a) the Member State or the

384 [ (a the Member State or the : ; X €) the Member State or the TM  12/11/2021: provisionaly
Union body which provided the A bodywhlcr_\"prow ded Union body which provided the agreed
personal datato Europol; the personal data; personal datato Europol; @ T s SRR 6
Union institution or body which
provided the personal data to
Europol
NB: “or institution’ was added in line
with agreement to drop definition of
‘Union body” in Art. 2 and apply the
definition of Union institutions or
bodies’ from EUDPR.
385 (8) paragraph 4 is replaced by (@) paragr_aph 41isreplaced by (a) paragraph 4 isreplaced by the
the following: the following: following:
386 “4. Responsibility for o Re'sponsmllllty ot . “4. Responsibility for compliance
compliance with Regulation compliance W'th.Regu@' on with Regulation (EU) 2018/1725 in
(EU) 2018/1725 in relation to (EU). 2.018/ .1725 In relation to relation to administrative personal
administrative personal data aomi TElERE persongl dat_a data and for compliance with this
and for compliance with this and for pompllange W'th.th's Regulation and with Article 3 and
Regulation and with Article 3 Regulation and with Art cl_e : Chapter IX of Regulation (EU)
and Chapter I1X of Regulation and Chapter | X 9f Regu'l ation | 5018/1725 in relation to operational
(EU) 2018/1725 inrelationto | (EY) 2018/1725inrdlationto | yoqinyf gaga shall lie with
operational personal data shall operat!ona}l personal Q?ta Europol.”;
lie with Europol.” shall lie with Europol.
387 (aa) in paragraph 6, thefirst TM  12/11/2021:  provisionaly

subparagraph is replaced by
the following:

agreed - use EP text
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388

389 | (b)inparagraph 7 thethird (b) in paragraph 7 the third sentence
sentence is replaced by the is replaced by the following:
following:

390 | “The security of such “The security of such exchanges
exchanges shall be ensured in shall be ensured in accordance with
accordance with Article 91 of Article 91 of Regulation (EU)
Regulation (EU) 2018/1725; 2018/1725”;

391 | (26) Article 39 isamended as (26) Article 39 is amended as
follows: follows:

392 | (a) paragraph 1 isreplaced by (a) paragraph 1 isreplaced by the

the following:

following:
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393 | “1. Without prejudice to “1. Without prejudice to Article 90 | TM 03/12/2021: CSL isfinewiththe
Article 90 of Regulation (EU) of Regulation (EU) 2018/1725, compromise; EP has some concerns
2018/1725, any new type of prior consultation shall not apply | regarding limitation of prior
processing operations to be to specific individual operational | consultation to ‘high risk’; COM:
carried out shall be subject to activities. any-rew-typeot limitationisprovided for in EUDPR;
prior consultation of the EDPS srocessing-operationsto-becarried EP to check
where special categories of be-sybjecttepre
dataasreferred to in Article
30(2) of this Regulation areto COM __ compromise _ proposal
be processed.”; 26/11/2021:

“1. Without prejudice to Article 90
of Regulation (EU) 2018/1725,
prior_consultation shall not apply
to specific individual operational
activities that do not include any
new type of processing that would
involve a high risk to the rights
and freedoms of the data subjects.
TM 12/11/2021: EP/COM cannot
accept CSL  wording; COM
acknowledges that issues might
occasionaly arise where a specific
case merits use of new processing
activity for the first time. justified as
rights and freedoms

394 (b) paragraphs 2 and 3 are (b) paragraphs 2 and 3 arer eplaced
deleted; by the following deleted;

395 "2.  Europol may initiate Written procedur e 20/1/2022:

processing oper ations which are

PRES compromise suggestion to
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pursuant to Article 90(1) of
Regulation (EU) 2018/1725 unless
the EDPS has provided r easoned
written advice pursuant to Article
90(4) of Regulation (EU)
2018/1725 within thetime periods
stipulated therein.

396

3. If theenvisaged processing

has substantial significance for

Europol’s performance of tasks

and isparticularly urgent,

Provisional agreement
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Europol may initiate processing

Written procedur e 20/1/2022:

after the consultation has started

PRES compr omise suggestion

but beforethetime period
stipulated in Article 90(4) of
Regulation (EU) 2018/1725 has
expired. In this case, Europol
shall inform the EDPS prior to
the start of processing activities.
Written advice of the EDPS
pursuant to Article 90(4) of
Regulation (EU) 2018/1725 shall
betaken into account in
retrospect, and the way the
processing iscarried out shall be
adjusted where applicable. The
Data Protection officer of
Europol shall beinvolved in
assessing the urgency of such
processing beforethetime limit
for the EDPSto respond to prior
consultation expires. The Data
Protection Officer should over see
the processing in question."

“3. If the envisaged processing has
substantial significance for
Europol’s performance of tasks and
is particularly urgent and necessary
to prevent and fight an immediate
threat of a criminal offence in
respect of which Europol is
competent, threatto-the forthe
Member State. or and to protect e
vital interests of a person er to
prevent—upon—request—by —a
: Sate  S——
danger—of —perpetration—of—a
Europol may_exceptionally initiate
processing after the consultation has
started but before the time period
stipulated in Article 90(4) of
Regulation (EU) 2018/1725 has
expired. In this case, Europol shall
inform the EDPS prior to the start of
processing activities. Written advice
of the EDPS pursuant to Article
90(4) of Regulation (EU) 2018/1725
shal be taken into account in
retrospect, and the way the
processing is carried out shall be
adjusted  accordingly  where
possible appleable. The Data

Page 207 of 262




25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

Page 208 of 262



25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

397 | (27) Thefollowing Article 39a (27) Thefollowing Article 39ain
in inserted: inserted:

398 | “Article 39a “Article 39a

399 Recor ds of categories of Records of categories of

processing activities

processing activities
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400 1. Europol shall maintain a 1. Europol shall maintain arecord
record of all categories of of all categories of processing
processing activities under its activities under its responsibility.
responsibility. That record That record shall contain the
shall contain the following following information:
information:

401 (@) Europol’s contact details (a) Europol’s contact details and the
and the name and the contact name and the contact details of its
details of its Data Protection Data Protection Officer;

Officer;

402 (b) the purposes of the (b) the purposes of the processing;
processing;

403 (c) the description of the (c) the description of the categories
categories of data subjects and of data subjects and of the
of the categories of operational categories of operational personal
personal data; data;

404 (d) the categories of recipients (d) the categories of recipientsto
to whom the operationa whom the operational personal data
personal data have been or will have been or will be disclosed
be disclosed including including recipientsin third
recipientsin third countries or countries or international
international organisations; organisations;

405 (e) where applicable, transfers (e) where applicable, transfers of

of operational personal datato
athird country, an
international organisation, or
private party including the
identification of that third

operational personal datato athird
country, an international
organisation, or private party
including the identification of that
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country, international
organisation or private party;

third country, international
organisation or private party;

406 (f) where possible, the (f) where possible, the envisaged
envisaged time limits for time limits for erasure of the
erasure of the different different categories of data;
categories of data;
407 (g) where possible, ageneral (g) where possible, a genera
description of the technical description of the technical and
and organisational security organisational security measures
measures referred to in Article referred to in Article 91 of
91 of Regulation (EU) Regulation (EU) 2018/1725;
2018/1725.
408 (h) where applicable, the use of Written procedure (25/11/2021):
profiling. provisional agreement to use CSL
wording
(h) where applicable, the use of
profiling.
409 2. Therecords referred to in 2. Therecords referred to in
paragraph 1 shall bein paragraph 1 shall bein writing,
writing, including in electronic including in electronic form.
form.
410 | 3. Europol shall make the 3. Europol shall make the records
records referred to in referred to in paragraph 1 available
paragraph 1 available to the to the EDPS on request.”;
EDPS on request.”;
411 (28) Article 40 isamended (28) Article40isamended as

asfollows:

follows:
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412 (@) thetitle is replaced by the (a) thetitleis replaced by the
following: following:

413 | “Logging” “Logging”

414 (b) paragraph 1 isreplaced by (b) paragraph 1 isreplaced by the
the following: following:

415 “1. Inline with Article 88 of “1. Inline with Article 88 of
Regulation (EU) 2018/1725, Regulation (EU) 2018/1725,
Europol shall keep logs of its Europol shall keep logs of its
processing operations. There processing operations. There shall
shall be no possibility of be no possibility of modifying the
modifying the logs.”; logs.”;

416 (c) in paragraph 2, the first (c) in paragraph 2, the first sentence
sentence is replaced by the is replaced by the following:
following:

417 “Without prejudice to Article “Without prejudice to Article 88 of
88 of Regulation (EU) Regulation (EU) 2018/1725, the
2018/1725, the logs prepared logs prepared pursuant to paragraph
pursuant to paragraph 1, if 1, if required for a specific
required for a specific investigation related to compliance
investigation related to with data protection rules, shall be
compliance with data communicated to the national unit
protection rules, shall be concerned.”;
communicated to the national
unit concerned.”;

418 (29) Article4lisreplaced (29) Article4lisreplaced by the

by the following:

following:

Page 212 of 262




25/01/2022

COM (13908/20 + COR 1) EP (A9-9999/2021) Council Provisional agreement
419 “Article 41 “Article 41
420 Designation of the Data Designation of the Data
Protection Officer Protection Officer
421 1 The Management AM 153 1. The Management Board TM  12/11/2021:  provisionally
Board shall appoint a Data shall appoint a Data Protection agreed - use EP text (deleted second
Protection Officer, who shall :sLHaII ap-lg;gier:t\/l aagzggrgregttez?g;d Officer, who shall be amember of | sentenceis covered in 41a(3):
be a_rfr_lelalnlber of thetztda;f thi Officer, who shall be amember :E.e St specnﬁc;ﬂ ly apfp0| rted forf The Management Board shal
Specitic Iy fr‘]ppo' nf or 'Sf of the staff specifically h'ls pulzpoze.t_ n he per;rrrslﬁ;cle 0 " appoint a Data Protection Officer,
purpose. in the performance o appointed for this purpose. niS or her duties, he or sne al ' who shall be a member of the staff
his or her duties, he or she independently and may not receive o - .
. . : specifically appointed for this
shall act independently and any instructions.
. purpose.
may not receive any
instructions.
422 2. The Data Protection AM 154 2. The Data Protection Officer | TM ~ 12/11/2021:  provisionally
g)ff_l cerfs#all bﬁ selected (;ln thg 2 T e B =T o shz?I] | be selec;led og thefs o; his | agreed - combine EP/CSL texts:
ool ol e o iy | Officer shall beselected onthe | o %P S8 FEE S 2. TheDataProtection Officer
prot.on thq” ' 'Gfa” N | pasis of professiona quaities | 948! ;‘f an |’£ par f'g‘;tar ’ te ction | Shll be selected on the bsis of
Ear |c|u edar’ :cag;per tecti and, in particular, the expert lexper dnow " geo q tha gtr)ol t |ton professional qualitiesand, in
ngw actge 0 d?ﬁr%be'(l:'ltor; knowledge of data protection f_lv:‘l?rr: praﬁ 'Ci;(n de tlh'l yto particular, the expert knowledge of
?‘lff){q IC&I:antaske ('j' Y10 | law and practices and the le : Ia{t? or e(rj R Sllmt.er (IIESU) data protection law and practices
tﬁ. 'R 'Sfl’;t. e tascs under ability to fulfil the tasks nggm'gg and Reguiation and the ability to fulfil the tasks
'S reguiation. referredtoin Article4lbof | S=2=& referred to in Article 41b of this
this Regulation. Regulation and in Regulation (EU)
2018/1725.
423 3. The selection of the Data 3. The selection of the Data

Protection Officer shall not be
liable to result in a conflict of
interests between his or her

Protection Officer shall not be
liable to result in a conflict of
interests between his or her duty as
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duty as Data Protection
Officer and any other official
duties he or she may have, in
particular in relation to the
application of this Regulation.

Data Protection Officer and any
other officia duties he or she may
have, in particular in relation to the
application of this Regulation.

424 | 4. The Data Protection AM 155 4. The Data Protection Officer | TM ~ 12/11/2021:  provisionally
Officer shall be designated for S shall be designated for aterm of agreed
aterm of four years and shall four years and shall be eligiblefor | -
be eligible for reappointment. reappointment. The Data Protection textis moved down to Art. 41a
The Data Protection Officer Officer may be dismissed from his
may be dismissed from his or or her post by the Exeeutive
her post by the Executive M anagement Board only with the
Board only with the agreement agreement of the EDPS, if he or she
of the EDPS, if he or she no no longer fulfils the conditions
longer fulfils the conditions required for the performance of his
required for the performance or her duties
of hisor her duties
425 5. After hisor her AM 155 5. After hisor her designation, | TM  12/11/2021:  provisionaly
designation, the Data S the Data Protection Officer shall be | agreed
Protection Officer shall be registered with the European Data | _ -
registered with the European Protection Supervisor by the 4f; ragraph is moved down to Art.
Data Protection Supervisor by Management Board
the Management Board
426 | 6. Europol shall publish the 6. Europol shall publish the

contact details of the Data
Protection Officer and
communicate them to the
EDPS.”;

contact details of the Data
Protection Officer and
communicate them to the EDPS.”;

Page 214 of 262




25/01/2022

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

427 (30) the following Articles 41a (30) the following Articles 41a and
and 41b are inserted: 41b are inserted:

428 “Article 41a “Article 41a

429 Position of the Data Position of the Data Protection
Protection Officer Officer

430 1. Europol shall ensure that 1. Europol shall ensure that the
the Data Protection Officer is Data Protection Officer isinvolved,
involved, properly andin a properly and in atimely manner, in
timely manner, in all issues all issueswhich relate to the
which relate to the protection protection of personal data.
of personal data.

431 2. Europol shall support the AM 157 2. Europol shall support the Data Written procedur e 20/1/2022:

Data Protection Officer in
performing the tasks referred
toin Article 41c by providing
the resources and staff
necessary to carry out those
tasks and by providing access
to persona data and
processing operations, and to
maintain his or her expert
knowledge. The related staff
may be supplemented by an
assistant DPO in the area of
operational and administrative
processing of persona data.

2. Europol shall support
the Data Protection Officer in
performing the tasks referred to
in Article 41b by providing the
resources and staff necessary to
carry out those tasks and access
to persona data and processing
operations, and to maintain his
or her expert knowledge. The
staff provided to assist the
Data Protection Officer and to
support Europol in complying
with this Regulation and with
Regulation (EU) 2018/1725
may be supplemented by two
assistant Data Protection
Officers, oneresponsible for

Protection Officer in performing the
tasks referred to in Article 41c by
providing the resources and staff
necessary to carry out those tasks
and by providing access to personal
data and processing operations, and
to maintain his or her expert
knowledge. The related staff may
be supplemented by an assistant
DPO in the area of operationa and
administrative processing of
personal data.

PRES compromise suggestion

2. Europol shal support the Data
Protection Officer in performing the
tasks referred to in Article 41b by
providing the resources and staff
necessary to carry out those tasks
and by providing access to persona
data and processing operations, and
to maintain his or her expert
knowledge. The related staff may be
supplemented by an assistant DPO in
the area of operationa and
administrative  processing of
personal data.

The provisons applicable to the
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operational processing of
personal data and the other
responsible for administrative
processing of persona data.
The provisions applicable to
the Data Protection Officer
shall apply mutatis mutandis
to the assistant Data
Protection Officers.
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Management Board for
performing his or her tasks.

Data Protection Officer shall
not be dismissed or penalised
by the Management Board for
performing his or her tasks.

Management Board for performing
his or her tasks.

The Data Protection Officer shall not
be dismissed or penalised by the
Management Board for performing
his or her tasks.

433 | 4. Data subjects may contact 4. Data subjects may contact the
the Data Protection Officer Data Protection Officer with regard
with regard to al issuesrelated to all issuesrelated to processing of
to processing of their personal their personal data and to the
data and to the exercise of exercise of their rights under this
their rights under this Regulation and under Regulation
Regulation and under (EV) 2018/1725. No one shall
Regulation (EU) 2018/1725. suffer prejudice on account of a
No one shall suffer prejudice matter brought to the attention of
on account of a matter brought the Data Protection Officer alleging
to the attention of the Data that a breach of this Regulation or
Protection Officer alleging that Regulation (EU) 2018/1725 has
abreach of this Regulation or taken place.

Regulation (EU) 2018/1725
has taken place.
434 | 5. The Management Board 5. The Management Board shall

shall adopt further
implementing rules concerning
the Data Protection Officer.
Those implementing rules
shall in particular concern the
selection procedure for the
position of the Data Protection
Officer, hisor her dismissal,
tasks, duties and powers, and
safeguards for the

adopt further implementing rules
concerning the Data Protection
Officer. Those implementing rules
shall in particular concern the
selection procedure for the position
of the Data Protection Officer, his
or her dismissal, tasks, duties and
powers, and safeguards for the
independence of the Data Protection
Officer.
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independence of the Data
Protection Officer.

435

436

437

6. The Data Protection Officer
and his or her staff shall be
bound by the obligation of
confidentiality in accordance
with Article 67(1).

6. The Data Protection Officer and
his or her staff shall be bound by
the obligation of confidentiality in
accordance with Article 67(1).
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shall beregistered with the EDPS
by the Management Board.
438 | Article41b Article41b
439 Tasks of the Data Protection Tasks of the Data Protection
Officer Officer
440 1 The Data Protection 1 The Data Protection Officer
Officer shall, in particular, shall, in particular, have the
have the following tasks with following tasks with regard to
regard to processing of processing of personal data:
personal data:
441 @ ensuring in an @ ensuring in an independent | Written procedure (25/11/2021):

independent manner the
compliance of Europol with
the data protection provisions
of this Regulation and
Regulation (EU) 2018/1725
and with the relevant data
protection provisionsin
Europol’s rules of procedure;
this includes monitoring
compliance with this
Regulation, with Regulation
(EV) 2018/1725, with other
Union or nationa data
protection provisions and with
the policies of Europol in
relation to the protection of
personal data, including the
assignment of responsibilities,
awareness-raising and training

manner the compliance of Europol
with the data protection provisions
of this Regulation and Regulation
(EU) 2018/1725 and with the
relevant data protection provisions
in Europol’s internal rules ef
preeedure; thisincludes monitoring
compliance with this Regulation,
with Regulation (EU) 2018/1725,
with other Union or national data
protection provisions and with the
policies of Europol in relation to the
protection of personal data,
including the assignment of
responsibilities, awareness-raising
and training of staff involved in
processing operations, and related
audits;

provisional agreement to use CSL
text

a) ensuring in an independent
manner the compliance of Europol
with the data protection provisions
of this Regulation and Regulation
(EV) 2018/1725 and with the
relevant data protection provisions
in Europol’s internal rules ef
preeedure; this includes monitoring
compliance with this Regulation,
with Regulation (EU) 2018/1725,
with other Union or national data
protection provisions and with the
policies of Europol in relation to the
protection of persona data,
including the assignment of
responsibilities, awareness-raising
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of staff involved in processing
operations, and related audits,;

and training of staff involved in
processing operations, and related
audits.;

442 b) informing and advising b) informing and advising Europol
Europol and staff who process and staff who process personal data
persona data of their of their obligations pursuant to this
obligations pursuant to this Regulation, to Regulation (EU)
Regulation, to Regulation 2018/1725 and to other Union or
(EU) 2018/1725 and to other national data protection provisions,
Union or national data
protection provisions;

443 c) providing advice where ¢) providing advice where requested
regquested as regards the data as regards the data protection
protection impact assessment impact assessment and monitoring
and monitoring its its performance pursuant to Article
performance pursuant to 89 of Regulation (EU) 2018/1725;
Article 89 of Regulation (EU)

2018/1725;

444 | d) keeping aregister of d) keeping aregister of persona
personal data breaches and data breaches and providing advice
providing advice where where requested as regards the
requested as regards the necessity of a notification or
necessity of a notification or communication of apersonal data
communication of a persona breach pursuant to Articles 92 and
data breach pursuant to 93 of Regulation (EU) 2018/1725;
Articles 92 and 93 of
Regulation (EU) 2018/1725;

445 (e) ensuring that arecord of AM 161 (e) ensuring that arecord of the 2" trilogue (30/11/2021):

the transfer and receipt of
personal dataiskeptin

(e ensuring that a record of

transfer and receipt of personal data

provisional agreement
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accordance with this

the transmission, transfer and

is kept in accordance with this

(e)  ensuring that arecord of the

Regulation; receipt of personal dataiskept | Regulation; transmission, transfer and receipt of
in accordance with this personal datais kept in accordance
Regulation; with this Regulation;
446 (f) ensuring that data subjects (f) ensuring that data subjects are
are informed of their rights informed of their rights under this
under this Regulation and Regulation and Regulation (EU)
Regulation (EU) 2018/1725 at 2018/1725 at their request;
their request;
447 (g) cooperating with Europol (g) cooperating with Europol staff
staff responsible for responsible for procedures, training
procedures, training and and advice on data processing;
advice on data processing;
448 (h) cooperating with the AM 162 (h) cooperating with the EDPS; 2" trilogue (30/11/2021):
EDPS; ) responding to reguests {Jer)?tvlsonal agreement to use EP
from the EDPS; within the
sphere of hisor her (h) responding to requests from
competence, cooperating and the EDPS; within the sphere of his
consulting with the EDPS, at or her competence, cooperating
the latter’s request or on his or and consulting with the EDPS, at
her own initiative; the latter’s request or on his or her
own initiative;
449 (i) cooperating with the (i) cooperating with the national

national competent authorities,
in particular with the
appointed Data Protection
Officers of the competent

competent authorities, in particul ar
with the appointed Data Protection
Officers of the competent
authorities of the Members States
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authorities of the Members
States and national supervisory
authorities regarding data
protection mattersin the law
enforcement area;

and national supervisory authorities
regarding data protection mattersin
the law enforcement area;

450 () acting asthe contact point | AM 163 (j) acting as the contact point for the | 2" trilogue (30/11/2021):
for the _European [_)ata 0 acting as the contact Europe_an Data Protecti on provisional agreement to use EP
Protection Supervisor on : Supervisor on issues relating to text
) ) : point for the European Data T ; >
!ssueﬁ_rel aing to processing, Protection Supervisor on issues processing, including t_he prior () acting as the contact point
mcludmg the prior . relating to processing, consultation under Articles 39 and for the European Data Protection
cogsultatfl on unlolq Articles 39 including the prior consultation 90 dOf RegLIJI_anon %EU) 2018/ 1725’ Supervisor on issues relating to
gg 1;2%;2% iﬂﬁ;ﬁ? under Articles 39 and 90 of 3\2 thcfn?ré'{'(?%v g{ﬁ;pr%r;?;gte, processing, including the prior
where sopropriate, with rgéar 4 | Regulation (EU) 2018/1725, 9 y ! consultation under Articles 39 and
¢ ther matt ' and consulting, where 90 of Regulation (EU) 2018/1725,
O any other matter, appropriate, with regard to any and consulting, where appropriate,
other matter within the sphere with regard to any other matter
of hisor her competence; within the sphere of hisor her
competence;
451 (k) preparing an annual report (K) preparing an annual report and
and communicating that report communicating that report to the
to the Management Board and Management Board and to the
to the EDPS; EDPS;
452 AM 164 2" trilogue (30/11/2021):

(ka) ensuringthat therights
and freedoms of data subjects
are not adversely affected by
processing operations;

provisional agreement to use EP
text (aligned with Art. 45(1)(h)
EUDPR)

(ka) ensuringthat therightsand
freedoms of data subjects are not
adversely affected by processing
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operations;

453

AM 165

la. TheData Protection
Officer may make
recommendations to the
Management Board for the
practical improvement of data
protection and advise on
matters concerning the
application of data protection
provisions. Furthermore, the
Data Protection Officer may,
on hisor her own initiative or
at therequest of the
Management Board or any
individual, investigate matters
and occurrences directly
relating to hisor her tasks
which cometo hisor her
notice, and report back to the
person who commissioned the
investigation or to the
Management Board.

EP proposal (25/11/2021): use EP
text (aligned with Art. 45(2)
EUDPR) - still to be checked by
CSL

454

2. The Data Protection
Officer shall carry out the
functions provided for by
Regulation (EU) 2018/1725

2. The Data Protection Officer
shall carry out the functions
provided for by Regulation (EU)
2018/1725 with regard to
administrative personal data.
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personal data.

455 | 3. In the performance of 3. In the performance of his or
his or her tasks, the Data her tasks, the Data Protection
Protection Officer and the staff Officer and the staff members of
members of Europol assisting Europol assisting the Data
the Data Protection Officer in Protection Officer in the
the performance of his or her performance of hisor her duties
duties shall have accessto all shall have accessto all the data
the data processed by Europol processed by Europol and to all
and to all Europol premises. Europol premises.

456 4. If the Data Protection 4, If the Data Protection
Officer considers that the Officer considers that the provisions
provisions of this Regulation, of this Regulation, of Regulation
of Regulation (EU) 2018/1725 (EU) 2018/1725 related to the
related to the processing of processing of administrative
administrative personal data or personal data or the provisions of
the provisions of this this Regulation or of Article 3 and
Regulation or of Article 3 and of Chapter IX of Regulation (EU)
of Chapter IX of Regulation 2018/1725 concerning the
(EU) 2018/1725 concerning processing of operational personal
the processing of operational data have not been complied with,
personal data have not been he or she shall inform the Executive
complied with, he or she shall Director and shall require him or
inform the Executive Director her to resolve the non-compliance
and shall require him or her to within a specified time.
resolve the non-compliance
within a specified time.

457 If the Executive Director does If the Executive Director does not

not resolve the non-
compliance of the processing

resolve the non-compliance of the
processing within the time
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within the time specified, the
Data Protection Officer shall
inform the Management
Board. The Management
Board shall reply within a
specified time limit agreed
with the Data Protection
Officer. If the Management
Board does not resolve the
non-compliance within the
time specified, the Data
Protection Officer shall refer
the matter to the EDPS.”;

specified, the Data Protection
Officer shall inform the
Management Board. The
Management Board shall reply
within a specified time limit agreed
with the Data Protection Officer. If
the Management Board does not
resolve the non-compliance within
the time specified, the Data
Protection Officer shall refer the
matter to the EDPS.”;

458 AM 166
(30a) the following Article 41c
isinserted
459 “Article 41c Written procedur e 20/1/2022:
PRES compromise suggestion for
thisarticle (cf. aso cells below)
COM compromise proposal
26/11/2021: delete EP wording
460 Fundamental Rights Officer Written procedur e 20/1/2022:

PRES compromise suggestion for
thisarticle (cf. aso cells below)
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1. A Fundamental Rights
Officer shall be appointed by
the Management Board on the
basis of alist of three
candidates. The Fundamental
Rights Officer shall be selected
on the basis of professional
gualitiesand, in particular, the
expert knowledge and
experiencein thefield of
fundamental rights and the
ability to fulfil the tasks
referred to in this Article.

462

2. The Fundamental Rights
Officer shall perform the
following tasks:

Provisional agreement
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(a) monitoring Europol's
compliance with fundamental
rights,

464

(b) promoting Europol's
respect of fundamental rights
in the performance of its tasks
and activities;

465

(c) advising Europol where he
or she deemsit necessary or
where requested on any
activity of Europol without
impeding or delaying those
activities; (d) providing
opinions on working
arrangements;

466

(f) informing the Executive
Director about possible
violations of fundamental
rights during activities of
Europol;

467

(g) performing any other
tasks, where provided for by
this Regulation; The
Executive Director shall reply
to the Fundamental Rights
Officer asto how possible
violations of fundamental
rightsasreferred to in point
(f) of the first subparagraph
have been addressed.

Provisional agreement
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468

3. Europol shall ensure that
the Fundamental Rights
Officer acts independently and
does not receive any
instructions regarding the
exercise of those tasks.
Europol shall support the
Fundamental Rights Officer
in performing the tasks
referred to in this Article by
providing the resources and
staff necessary to carry out
those tasks and accessto all
information concerning
respect for fundamental rights
in the activities of Europol.

469

4. The Fundamental Rights
Officer shall report directly to
the Management Board and
publish annual reports on his
or her activities, including the
extent to which the activities of
Europol respect fundamental
rights. The Management
Board shall ensure that action
istaken with regard to
recommendations of the
Fundamental Rights Officer.

470

5. The Fundamental Rights
Officer and the Data
Protection Officer shall

Provisional agreement
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establish, in writing, a
memorandum of
understanding specifying their
division of tasks and
cooperation.”

471 AM 167
(30 b) thefollowing Article
41disinserted:
472 “Article 41d
473 Fundamental Rights Training
474 All Europol staff involved in

operational tasksinvolving
personal data processing shall
receive mandatory training on
the protection of fundamental
rights and freedoms, including
with regard to the processing
of personal data. Thistraining
shall be developed and
organised in cooperation with
the FRA and CEPOL.”

Provisional agreement
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cooperation with the FRA and
CEPOL.”

475 | (31 InArticle42, (31) InArticle 42, paragraphs 1
paragraphs 1 and 2 are and 2 are replaced by the following:
replaced by the following:

476 | “1. For the purpose of “1. For the purpose of exercising Written procedure (25/11/2021):
exercising their supervisory their supervisory function the provisional agreement to use CSL
function the national national supervisory authority text
supervisory authority shall referred toin Article 41 of -
have access, at the national Directive (EU) 2016/680 shall have t?\e Ir: gjg;v?ggff ?ﬁr?c]:tie(;(rﬂﬂ: ng
unit or at the liaison officers’ access, at the national unit or at the . = -

. : - . . national supervisory authority
premises, to data submitted by liaison officers’ premises, to data : -
. . : . referred toin Article 41 of
its Member State to Europol in submitted by its Member State to Directive (EU) 2016/680 shall have
accordance with the relevant Europol in accordance with the : -

: i access, at the national unit or at the
national procedures and to relevant national procedures and to liaison officers’ premises, to data
l:gis?srdf%ferred toin logs asreferred to in Article 40. submitted by its Member State to

rucie s0. Europol in accordance with the
relevant national procedures and to
logs asreferred to in Article 40.

477 2. National supervisory 2. National supervisory authorities
authorities shall have access to shall have access to the offices and
the offices and documents of documents of their respective
their respective liaison officers liaison officers at Europol.”;”.
at Europol.”;”.

478 (32) Article43isamended (32) Article43isamended as

asfollows:

follows:
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479 (@) in paragraph 1, the first (a) in paragraph 1, thefirst sentence
sentence is replaced by the is replaced by the following:
following:

480 “The EDPS shall be “The EDPS shall be responsible for
responsible for monitoring and monitoring and ensuring the
ensuring the application of the application of the provisions of this
provisions of this Regulation Regulation and Regulation (EU)
and Regulation (EU) 2018/1725 relating to the protection
2018/1725 relating to the of fundamental rights and freedoms
protection of fundamental of natural persons with regard to the
rights and freedoms of natural processing of personal data by
persons with regard to the Europol, and for advising Europol
processing of personal data by and data subjects on all matters
Europol, and for advising concerning the processing of
Europol and data subjects on personal data.”;
all matters concerning the
processing of personal data.”;

481 AM 168

(aa) thefollowing
paragraph laisinserted:
482 1a. The EDPS shall be Written procedure 20/1/2022:

provided with the financial
and human resources
necessary for the effective and
efficient performance of hisor
her tasks*.”

PRES suggests deleting this
provision

COM compromise proposal
26/11/2021 (data protection

package):

la. The EDPS shall be provided
with the financial and human
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483

AM 169

(ab) inparagraph 2, point
(c) isreplaced by the
following:

“(c) monitoring and ensuring
the application of this
Regulation and Regulation
(EU) 2018/1725 relating to the
protection of natural persons
with regard to the processing of
personal data by Europol;”

485

AM 170

(ac) thefollowing
paragraph 2aisinserted:

486

“2a. The EDPS shall have
access to the operational
personal data processed by
and to the premises of Europol
to the extent necessary for the
performance of hisor her
tasks.”

Provisional agreement
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AM 171

487
(ad) paragraph 3isreplaced
by the following:

488 3. The tasks and powers of the

EDPS as set out in Articles 57
and 58 of Regulation(EU)
2018/1725 shall apply mutatis
mutandisto all personal data
processing by Europol under
this Regulation.;

Provisional agreement
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489

AM 172
(ae) paragraph 4isdeleted.

Provisional agreement
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490 (b) paragraph 5 isreplaced by (b) paragraph 5 is replaced by the
the following: following:

491 “5. The EDPS shall draw up AM 173 “5. The EDPS shall draw up an Written procedure (25/11/2021):
an annual report on hisor her 5, The EDPS shall draw annual report on hisor her provisional agreement to use EP text
supe_rvisory activitiesin up an annual report on his or supervisory activitiesin relation to 5, The EDPS shall draw up an
relation to Europol. That her supervisory activitiesin Europol. That report shall be part of annual report on his or her
report shal| be part of the relation to Europol. That report the annual _report_of the EDPS supervisory activitiesin relation to
annual report of t.he EDPS shall be part of the annual referred' toin Article 60 of Europol. That report shall be part of
referred_ toin Article 60 of report of the EDPS referred to Regul aion (EU.) 2018/ 1725.' _The the annual report of the EDPS
Regul aion (EV) 20.18/ 1725. in Article 60 of Regulation national SUPErvisory authorities referred to in Article 60 of
The national supervisory (EU)2018/1725. The national | Shall beinvited to make | Regulation (EU)2018/1725. The
authorities sha!l belnvm?d to supervisory authorities shall be observations on this report before it national supervisory authorities
make observa_tl onson this invited to make observations on becomes part of the annual report. shall beinvited to make
r?p?]rt befo;le It becomﬁe part the annual report on the The EDP‘? sﬁal ! gake utmost " observations on the annual report
of the annual report. The supervisory activities of the account of the observations made on the supervisory activities of the
EDPS Shi“ rt}akebutmost. EDPSin relation to Europol by dngtl onal super\S/'%OIr ye?uthorlzes EDPSin relation to Europol before
account of the observations before it becomes part of the and, 1n any case, refertothem | i+ hecomes part of the annual report
made t.)y natl onql SUPEVISOTY | annual report of the EDPS. The inthe annual report. of the EDPS. The EDPS shall take
authorities and, in any Ccase, EDPS shall take utmost utmost account of the observations
snall refer to them in the account of the observations made by national supervisory
annual report. made by national supervisory authorities and, shall refer to them

authorities and, shal refer to in the annual report.
them in the annual report.
492 | Thereport shall include The report shall include The report shall include statistical Written procedure 7/1/2022:

statistical information
regarding complaints,
inquiries, and investigations,
aswell asregarding transfers
of personal datato third
countries and international
organisations, cases of prior

statistical information
regarding complaints, inquiries,
and investigations, aswell as
regarding transfers of personal
data to third countries,
including to private parties,
international organisations,

information regarding complaints,
inquiries, and investigations, as well
as regarding transfers of persona
data to third countries and
international organisations, cases of
prior consultation, and the use of

PRES suggestion to stick with the
COM proposal in order to remain
consistent with the compromise
proposal in line 488:
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consultation, and the use of the
powers laid down in paragraph
3.7

cases of prior consultation, and
the use of the powers laid down
in this Article.

the powers laid down in paragraph
3.7

“The report shall include statistical
information regarding complaints,
inquiries, and investigations, as well
as regarding transfers of personal
data to third countries and
international organisations, cases of
prior consultation, and the use of
the powers laid down in paragraph
3.7

493 (33) inArticle44, AM 174 (33) inArticle44, paragraph 2 is
paragraph 2 is replaced by the (33) Article 44 is amended replaced by the following:
following:

asfollows
494 (a) paragraph 2 isreplaced by
the following:
495 “2. In the cases referred to “2. In the casesreferred toin

in paragraph 1, coordinated
supervision shall be ensured in
accordance with Article 62 of
Regulation (EU) 2018/1725.
The EDPS shall use the
expertise and experience of the
national supervisory
authoritiesin carrying out his
or her dutiesas set out in
Article 43(2). In carrying out
joint inspections together with

paragraph 1, coordinated
supervision shall be ensured in
accordance with Article 62 of
Regulation (EU) 2018/1725. The
EDPS shall use the expertise and
experience of the national
supervisory authoritiesin carrying
out hisor her duties as set out in
Article 43(2). In carrying out joint
inspections together with the EDPS,
members and staff of national
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the EDPS, members and staff
of national supervisory
authorities shall, taking due
account of the principles of
subsidiarity and
proportionality, have powers
equivalent to those laid down
in Article 43(4) and be bound
by an obligation equivalent to
that laid down in

supervisory authorities shall, taking
due account of the principles of
subsidiarity and proportionality,
have powers equivalent to those
laid down in Article 43(4) and be
bound by an obligation equivalent
to that laid down in Article 43(6).”;

Article 43(6).”;
496 (33 bis): in Article44, paragraph | Written procedure (25/11/2021):
4isreplaced by thefollowing: provisiona agreement to use the
CSL text
(33 bis): in Article 44, paragraph
4 isreplaced by the following:
497 "4, In cases relating to data Written procedure (25/11/2021):

originating from one or more
Member States, including the cases
referred to in Article 47(2), the
EDPS shall consult the national
supervisory authorities concerned.
The EDPS shall not decide on
further action to be taken before
those national supervisory
authorities have informed the EDPS
of their position, within a deadline
specified by him or her which shall
not be shorter than one month and
not longer than three months. The

provisional agreement to use CSL
text

“4. In cases relating to data
originating from one or more
Member States, including the cases
referred to in Article 47(2), the
EDPS shall consult the national
supervisory authorities concerned.
The EDPS shall not decide on
further action to be taken before
those national supervisory
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EDPS shall take the utmost account
of the respective positions of the
national supervisory authorities
concerned. In cases where the
EDPS intends not to follow the
position of anational supervisory
authority, he or she shall inform
that authority, provide a
justification and submit the matter
fer-diseussien-to the European

authorities have informed the EDPS
of their position, within a deadline
specified by him or her which shall
not be shorter than one month and
not longer than three months. The
EDPS shall take the utmost account
of the respective positions of the
national supervisory authorities
concerned. In cases where the
EDPS intends not to follow the
position of a national supervisory
authority, he or she shall inform that
authority, provide ajustification and

submit the matter ferdiseussien-to
the European Data Protection
Boar d Seeperation-Board
498 AM 175 Written procedure (25/11/2021):
(33a) in paragraph 4, the provisiona agreement to delete this
second subparagraph is line
replaced by the following:
499 " In caseswhere the EDPS Written procedure (25/11/2021).

intends not to follow the
position of a national
supervisory authority, he or
she shall inform that
authority, provide a
justification and submit the
matter to the EDPB."

provisional agreement to delete this
line
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500 (34) Articles45 and 46 are (34) Articles45and 46 are
deleted; deleted;

501 (35) Article47 isamended (35) Article47 isamended as
asfollows: follows:

502 (a) paragraph 1 isreplaced by (a) paragraph 1 isreplaced by the
the following: following:

503 | “1. Any datasubject shall “ 1. Any data subject shall have the
have the right to lodge a right to lodge a complaint with the
complaint with the EDPS if he EDPS if he or she considers that the
or she considers that the processing by Europol of personal
processing by Europol of datarelating to him or her does not
personal datarelating to him comply with this Regul ation or
or her does not comply with Regulation (EU) 2018/ 1725.”;[we
this Regulation or Regulation have to replace the whole
(EU) 2018/ 1725.”;[we have to paragraph][“1. or Regulation (EU)
replace the whole 2018/ 1725.”
paragraph][“1. or Regulation
(EV) 2018/ 1725.”

504 (b) in paragraph 2, the first (b) in paragraph 2, the first sentence
sentence is replaced by the is replaced by the following:
following:

505 “Where acomplaint relatesto | AM 176 “Where acomplaint relatesto a Written procedur e (25/11/2021):

adecision asreferred to in
Article 36, 37 or 37aof this
Regulation or Article 80, 81 or
82 of Regulation (EU)
2018/1725, the EDPS shall
consult the national

Where acomplaint relatesto a
decision asreferred to in
Article 36 or 37 of this
Regulation or Article 81 or 82
of Regulation (EU) 2018/1725,
the EDPS shall consult the

decision asreferred to in

Article 36, 37 or 37aof this
Regulation or Article 80, 81 or 82
of Regulation (EU) 2018/1725, the
EDPS shall consult the national
supervisory authorities of the

Use EP text as consequential
amendment in relation to Article
37/37a

Where acomplaint relatesto a
decision asreferred to in Article 36
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supervisory authorities of the

national supervisory authorities

Member State that provided the

or 37 of this Regulation or Article

Member State that provided of the Member State that data or of the Member State directly | 81 or 82 of Regulation (EU)
the data or of the provided the data or of the concerned.”;”; 2018/1725, the EDPS shall consult
Member State directly Member State directly the national supervisory authorities
concerned.”;”; concerned.”; of the Member State that provided
the data or of the Member State
directly concerned.”;
506 | (c) thefollowing paragraph 5 (c) thefollowing paragraph 5 is
is added: added:
507 “5. The EDPS shall inform the “5. The EDPS shall inform the data
data subject of the progress subject of the progress and outcome
and outcome of the complaint, of the complaint, aswell asthe
aswell asthe possibility of a possibility of ajudicial remedy
judicia remedy pursuant to pursuant to Article 48.”;
Article 48.”;
508 | (36) Article50isamended (36) Article50isamended as
asfollows: follows:
509 (a) thetitleisreplaced by: (a) thetitle is replaced by:
510 “Right to compensation”; “Right to compensation”;
511 (b) paragraph 1 is deleted; AM 177 (b) paragraph 1 is deleted; TM 26/11/2021: provisionaly

(b) paragraph 1 isreplaced
by the following:

agreed; use EP text

(b) paragraph 1 is replaced by
the following:
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“Any person who has suffered

512 material or non-material TM 26/11/2021: provisionaly
agreed; use EP text
damage as a result of an
infringement of this “Any person who has suffered
Regulation shall have theright material or non-material damage
to receive compensation in asaresult of an infringement of
accordance with Article 65 of this Regulation shall have the right
Regulation 2018/1725 and to receive compensation in
national laws transposing accordance with Article 65 of
Article 56 of Directive (EU) Regulation 2018/1725 and national
2016/680.” laws transposing Article 56 of
Directive (EU) 2016/680.”
513 | (c) paragraph 2 isreplaced by (c) paragraph 2 is replaced by the

the following:

following:
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TM 26/11/2021: provisionally

514 “2.  Any dispute between AM 178 “2. Any dispute between Europol agreed; use EP text
Europol and Member States o Any dispute between and Member States over the
over the ultimate responsibility Europol and Member States ultimate responsibility for “2 Any dispute between
for compensation awarded to a over the ultimate responsibility compensation awarded to aperson Europol and Member States over
person who has suffer_ed for compensation awarded to a who has suffered_materlal ornon- the ultimate responsibility for
material or non-material person  who has  suffered material damage in accordance with compensation awarded to a person
damage in accordance with material o non-material Article 65 of Regulation (EU) T A B [ e powiong
Article 65 of Regulation (EU) damage in accordance with 2018/1725 and national laws material damage in accordance with
2018/1725 and national laws paragraph 1 shall be referred to transposing Article 56 of Directive paragraph 1 shall be referred to the
trgnsppsi ng Article 56 of the Management Board, which (EU) 2016/680 shall be refe_rred to Management Board, which shall
Directive (EU) 2016/680 shall | 1" jecide by a majority of | (e Management Board, which shall Fyeiqe by 2 majority of two-thirds
be referrec! to the M anagement | o thirds of  its members, deq deby amay ority of tWO.'th'.rdS of its members, without prejudice to
Board, which shall decideby a | ot prejudice to the right to | OF 't members, without prejudice to ypa ot to challenge that decision
majority of two-thirds of its chalenge that decision in the right to challenge that decision s e reaih A el 253
members, without prejudice to accordance with Article 263 in accordance with Article 263 TEEU.”
the right to challenge that TEEU ™ TFEU.”;.” '
decision in accordance with o
Article263 TFEU.”;.”

515 (37) Article51 isamended (37) Article51 isamended as
asfollows: follows:

516 AM 179

(-a) in paragraph 3, point

(c) isreplaced by thefollowing:
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517

*“(c) the consolidated annual
activity report on Europol’s
activities, referred to in point
(c) of Article 11(1), with a
detailed section on Europol’s
activitiesin and results
obtained in processing
complex datasets;

Written procedur e 20/1/2022:
updated PRES compromise
suggestion

“(c) the consolidated annual
activity report on Europol’s
activities, referred to in point (c) of
Article 11(1), including relevant
information on Europol’s activities
in and results obtained in
processing large datasets, without
disclosing any operational details
and without prejudice to any
ongoing investigations,

TM 06/12/2021:

COM: EP wording is fine;, activity
report mirrors single programming
document; no operational data are
included; currently, thetext is shared
with the JPSG anyway

CSL: senditivity issue; CSL  will
prepare _compromise _wording
which isclearer regarding theinfo
to _be provided regarding the
processing of complex dataset

518

(a) in paragraph 3, the
following points (f) to (i) are
are added:

(@) in paragraph 3, the following
points () to (i) are are added:
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519

“(f)  annual information
about the number of casesin
which Europol issued follow-
up requeststo private parties
or own-initiative requests to
Member States of
establishment for the
transmission of personal data
in accordance with Article 26,
including specific examples of
cases demonstrating why these
reguests were necessary for
Europol to fulfil its objectives
and tasks;

AM 180

(f) annual information
about the number of casesin
which Europol issued follow-
up requests to private parties or
own-initiative requests to
Member States of
establishment for the
transmission of personal datain
accordance with Article26,
relevant details on the private
parties concerned and an
assessment of the effectiveness
of cooperation, and specific
examples of cases
demonstrating why these
requests were necessary and
proportionate for Europol to
fulfil its objectives and tasks;

“(f)  annual information
pursuant to Article 26(11)3199&%

on the per sonal data exchanqed

with private parties pursuant to
Article 26 and Article 26a,
including specific examples of
cases demonstrating why these
requests were necessary for Europol
to fulfil its objectives and tasks;
examples shall be anonymized
insofar as personal datais

concer ned;

Written procedur e 20/1/2022:
PRES compromise suggestion (also
cf. new wording of Article 26(11)
which covers the JPSG)

(f) annual information pursuant to
Articl e 26( 11)9@&%%%9%@#

aee%el%e%wﬂ%h on the personal
data exchanged with private parties
pursuant to Article 26,-and Article
26a and Article 26b, including an
assessment of the effectiveness of
cooper ation, aré specific examples
of cases demonstrating why these
requests were necessary and
proportionate for Europol to fulfil
its objectives and tasks, and, as
regards personal data exchanges
pursuant to Article 26b, the
number of children identified asa
result of those exchangesto the
extent that thisinformation is
availableto Europol; examples
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shall be anonymized insofar as
personal data is concerned:;

TM 06/12/2021:

COM: follow-up and own initiative
reguests are a remnant from early
drafting of the proposal;
anonymisation requirement is fine -
does not mean absolute cap; EP’s
proposal could jeopardize
cooperation, if sensitive data from
private parties are included.

EP: ok to delete references to
follow-up/own initiative requests,
info on private parties needs to be
sufficiently detailed; anonymisation
of examplesis acceptable

CSL will present compromise
proposal

520

(9) annual information
about the number of cases
where it was necessary for
Europol to process personal
data outside the categories of
data subjectslisted in Annex Il
in order to support Member
States in a specific criminal
investigation in accordance
with Article 18a, including
examples of such cases

AM 181

(9) annual information
about the number of cases
where it was necessary for
Europol to process personal
data outside the categories of
data subjects listed in Annex |1
in order to support Member
States in a specific criminal
investigation in accordance
with Article 18a, alongside

(9) annual information about
the number of cases where it was
necessary for Europol to process
personal data outside the categories
of data subjectslisted in Annex Il in
order to support Member Statesin a
specific criminal investigation in
accordance with Article 18a,
including examples of such cases
demonstrating why this data
processing was necessary;
examples shall be anonymized

Written procedur e 20/1/2022:
Presidency compromise suggestion

(o)) annual information about the
number of cases where it was
necessary for Europol to process
personal data outside the categories
of datasubjectslisted in Annex Il in
order to support Member Statesin a
specific criminal investigation in
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demonstrating why this data
processing was necessary;

information on the duration
and outcomes of the
processing, including examples
of such cases demonstrating
why this data processing was
necessary and proportionate;

insofar as personal datais

concerned:

accordance with Article 18a,
alongside information on the
duration and outcomes of the
processing, including examples of
such cases demonstrating why this
data processing was necessary and
proportionate; examples shall be
anonymized insofar as per sonal
data is concerned

TM 06/12/2021:

CSL and EP texts should be merged

521

AM 182

(ga) annual information
about transfers of personal
data to third countries and
international organisations
pursuant to Article 25(1)
broken down per legal basis,
and on the number of casesin
which the Executive Director
authorised, pursuant to Article
25(5), thetransfer or
categories of transfers of
personal data related to a
specific ongoing criminal
investigation to third countries
or international organisations,

Written procedur e 7/1/2022:
provisionally agreed to use EP text

(ga) annual information about
transfers of personal data to third
countries and international
organisations pursuant to Article
25(1) broken down per legal basis,
and on the number of casesin
which the Executive Director
authorised, pursuant to Article
25(5), thetransfer or categories of
transfers of personal data related
to a specific ongoing criminal
investigation to third countries or
international organisations,
including information on the
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including information on the
countries concerned and the
duration of the authorisation;

countries concerned and the
duration of the authorisation;

522 (h) annual information AM 183 (h) annual information about
about the number of casesin (h)  annual information the number of casesinwhich TM 06/12/2021.
which Europol issued glertsm about the number of casesin Europol issued aler_ts inthe _ Pending outcome on Art. 4(1)(r)
the Schengen Information which Europol issued alertsin Schengen Information System in
System in accordance with the Schengen Information accordance with Article 4(1)(r), and
Article 4(1)(r), and the number System in accordance with the number of “hits’ these alerts
of *hits’ these alerts generated, Article 4(1)(r) per category of generated, including specific
including specific examples of alert and in aggregate, the examples of cases demonstrating
cases demonstrating why these number of *hits these él erts why these alerts were necessary for
Elerts were necessary f'or . generated per category of alert Europol to fulfil its objectives and
uropol to fulfil its objectives and in aggregate, inciuding tasks; examples shall be
and tasks; specific examples of cases 32?2@ ozr?gelrmseoc];?r as per sonal
demonstrating why these aerts :
were necessary for Europol to
fulfil its objectives and tasks,
the number of objections by
Member States to proposals by
Europol toissue an alert, and,
wherethisinformation is
available to Europol, the
number of investigations
initiated and convictionsas a
result of those alerts;
523 (1) annual information AM 184 (1) annual information about Written procedure 7/1/2022:

about the number of pilot

(1) annual information

the number of research and

provisionally agreed
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projects in which Europol
processed personal datato
train, test and validate
algorithms for the

devel opment of tools,
including Al-based tools, for
law enforcement in accordance
with Article 33a, including
information on the purposes of
these projects and the law
enforcement needs they seek
to address.”;

about the number of research
and innovation projectsin
which Europol processed
personal datato train, test and
validate algorithms for the
development of tools, including
Al-based tools, for law
enforcement in accordance
with Article 18(2)(e), including
information on the purposes of
these projects, the categories of
personal data processed, the
additional safeguards used,
including data minimisation,
the law enforcement needs they
seek to address, the outcome of
the projects and, where the
projectsresulted in law
enforcement tools,

information on the deployment
of thetoolsin the Member

|nnovat|on 9|=I=et proj ects#ﬁ#eehbeh

%@F@@Hﬁ@ﬁ% w in
accordance with Article 33a,
including information on the
purposes of these projects and the
law enforcement needs they seek to
address.”;

() annual information about the
number of rwearch and innovation

M in accordance Wlth
Article 18(2)(e), including
information on the purposes of
these projects, the categories of
personal data processed, the
additional safeguards used,
including data minimisation, the
law enforcement needs they seek to
address and the outcome of the

States alongside their
effectiveness;

524 AM 185 Written procedure 7/1/2022:
(ia)  annual information provisionally agreed

about the number of casesin
which Europol made use of
temporary processing in
accordance with Article 18(6a)
and, where applicable, the
number of casesin which the

(ia) annual information about
the number of casesin which
Europol made use of temporary
processing in accordance with
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maximum processing period
was prolonged;

525

AM 186

(ib)  annual information on
the number and types of cases
where special categories of
personal data were processed,
pursuant to Article 30(2);

526

AM 187

(ic) annual information
about the number of casesin
which Europol processed
personal data in accordance
with Article 26ga;

527

AM 188

(id)  annual information
about the number of casesin
which Europol processed
personal data in accordance
with Article 26b, including, to
the extent that this
information is available to
Europol, the number of

Provisional agreement
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children identified and saved
asaresult of the processing of
personal data to prevent the
dissemination of child sexual
abuse material.”;

528 AM 189
(aa) paragraph 5isreplaced
by the following:
529 “5. The JPSG may draw up Written procedur e 20/1/2022:

summary conclusions on the
political monitoring of
Europol's activities, including
specific recommendationsto
Europol, and submit those
conclusions to the European
Parliament and national
parliaments. The European
Parliament shall forward them,
for information purposes, to the
Council, the Commission and
Europol.”

PRES suggestion to amend the EP
wording:

“5. The JPSG may draw up
summary conclusons on the
political  monitoring of Europol's
activities, including non_binding
specific  recommendations  to
Europol, and submit those
conclusions to the European
Parliament and national parliaments.
The European Parliament shall
forward them, for information
purposes, to the Council, the
Commission and Europol.”
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TM 06/12/2021:
CSL to check internally

530 AM 190
(37 a) thefollowing Article
B2aisinserted

531 “Article 52a

532 Consultative Forum

533 1. A consultative forum shall

be established by Europol to
assist it by providing
independent advice in
fundamental rights matters
upon request. The Executive
Director and the Management
Board, in coordination with
the Fundamental Rights
Officer, may consult the
consultative forum on any
matter related to fundamental
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rights.

534

2. Europol shall invite
independent experts, the
European Union Agency for
Fundament Rights and other
relevant organisationsin the
field of fundamental rightsto
participate in the consultative
forum. On the basis of a
proposal from the
Fundamental Rights Officer
that was made after consulting
the Executive Director, the
Management Board shall
decide on the composition of
the consultative forum, its
working methods and the
terms of the transmission of
information to the consultative
forum.”

535

AM 191

(37 b) Article52b (new) is
inserted:

536

" Article 52b

PRES opposes this provision

537

Accountability

PRES opposes this provision
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538 E)ut;]%pgluiﬂéaaes;fﬁgmsﬂe Written procedur e 20/1/2022:
to the Council and to the PRES opposes this provision
Commission in accordance to
this Regulation.”
539 (38) inArticle57, (38) inArticle57, paragraph 4 is
paragraph 4 is replaced by the replaced by the following:
following:
540 | “4. Europol may benefit from | AM 192 “4. Europol may benefit from Part of governance / data protection

Union funding in the form of
contribution agreements or
grant agreementsin
accordance with its financial
rulesreferred to in Article 61
and with the provisions of the
relevant instruments
supporting the policies of the
Union. Contributions may be
received from countries with
whom Europol or the Union
has an agreement providing
for financial contributions to
Europol within the scope of
Europol’s objectives and tasks.
The amount of the
contribution shall be
determined in the respective
agreement.”;

4. Europol may benefit
from Union funding in the form
of contribution agreements or
grant agreements in accordance
with itsfinancial rules referred
toin Article 61 and with the
provisions of the relevant
instruments supporting the
policies of the Union. Europol
may, within the scope of its
objectives and tasks, receive
contributions from European
Economic Area (EEA)
countries with which it or the
Union has concluded an
agreement on operational
cooperation providing for
financia contributionsin
accordance with point (a) of
Article 20(2) of Commission

Union funding in the form of
contribution agreements or grant
agreements in accordance with its
financial rulesreferredtoin
Article 61 and with the provisions
of the relevant instruments
supporting the policies of the

package: suggestion to delete the
Commission proposal for this
provison (keep wording of the
current Regulation)
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Delegated Regulation (EU)
2019/715' or from third
countries which fulfil one of
the conditionslisted in Article
25(1) of this Regulation for
specific projectsin accordance
with point (d) of Article 20(2)
of Commission Delegated
Regulation (EU) 2019/715.
The amount of the contribution
shall be determined in the
respective agreement. The
amount, origin and purpose of
such contributions shall be
included in the annual
accounts of Europol and
clearly detailed in the annual
report on the Europol’s
budgetary and financial
management referred to in
Article 60(2).”

541 AM 193
(38a) InArticle58,
paragraph 9 is replaced by the
following:

542 *“For any building projects

likely to have significant
implications for Europol's
budget, Commission Delegated
Regulation (EU) 2019/715

shall apply.”

Provisional agreement
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(38 b) In Article 60,
paragraph 4 is replaced by the
following:

4. On receipt of the Court of
Auditors observations on
Europol's provisional accounts
for year N pursuant to Article
246 of Regulation (EU,
Euratom) 2018/1046 of the
European Parliament and of
the Council??, Europol's
accounting officer shall draw
up Europol's final accounts for
that year. The Executive
Director shall submit them to
the Management Board for an
opinion.”

253 Regulation (EU, Euratom)
2018/1046 of the European
Parliament and of the Council
of 18 July 2018 on the
financial rules applicableto
the general budget of the
Union, amending Regulations
(EU) No 1296/2013 (EU) No
1301/2013, (EU) No
1303/2013. (EU)No
1304/2013, (EU) No
1309/2013, (EU) No
1316/2013, (EU) No 223/2014,

Provisional agreement
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(EU) N0o282/2013, and
Decision No 541/2014/EU and
repealing Regulation (EU) No
996/2012(0J L 122, 10.5.2019,
p.1).”

AM 195

546
(38¢) InArticle60,
paragraph 9 isreplaced by the
following:

547 9. The Executive Director shall

submit to the European
Parliament, at the latter's
reguest, any information
required for the smooth
application of the discharge
procedure for year N, aslaid
down in Article 106 (3) of
Delegated Regulation (EU)
2019/715.

Provisional agreement
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548 (39) Article 61 isamended (39) Article 61 isamended as

asfollows: follows:
549 (a) Paragraph 1 isreplaced by () Paragraph 1 isreplaced by the

the following: following:
550 | “1. Thefinancia rules “1. Thefinancid rules

applicable to Europol shall be applicable to Europol shall be

adopted by the Management adopted by the Management Board

Board after consultation with after consultation with the

the Commission. They shall Commission. They shall not depart

not depart from Commission from Commission Delegated

Delegated Regulation (EU) No Regulation (EU) No 2019/715

2019/715 unless such a unless such adepartureis

departure is specifically specifically required for the

required for the operation of operation of Europol and the

Europol and the Commission Commission has given its prior

has given its prior consent.” consent.”
551 (b) paragraphs 2 and 3 are (b) paragraphs 2 and 3 are replaced

replaced by the following: by the following:

AM 196 “2. Europol may award grants Written procedure  20/1/2022:

552 | “2. Europol may award 2. Europol may award related to the fulfilment of its Council insists on keeping the text

grants related to the fulfilment
of its objectives and tasks as
referred to in Articles 3 and
4.

grants related to the fulfilment
of itstasks asreferred to in
Article4.;

objectives and tasks as referred to in
Articles3and 4.”;

proposed by the Commission
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553 3. Europol may award grants | AM 197 3. Europol may award grants Written procedure  20/1/2022:
without acall for proposalsto | 3. Europol may award without a call for proposals to Council insists on keeping the text
Member States for grants without a call for Member States for performance of | proposed by the Commission
performance of activities proposals to Member States for | activities falling within Europol’s
falling within Europol’s performance of activities objectives and tasks.”;
objectives and tasks.”; falling within the scope of

Europol’s tasks set out in
Article4.;

554 | (c) thefollowing paragraph 3a (c) the following paragraph 3ais
Isinserted: inserted:

555 “3a. Where duly justified for AM 198 “3a. Where duly justified for Written procedur e 20/1/2022:
operational purposes, financial | 3a.  Where duly justified for | operationa purposes, financial PRES compromise suggestion to
support may cover the full operational purposes, following | support may cover the full merge CSL/EP texts
investment costs of equipment, | authorisation by the investment costs of equipment,
infrastructure or other assets.”; | Management Board, financial | infrastructure or other assets. The

support may cover the full M anagement Board may specify | Where duly justified for operational
investment costs of equipment | thecriteria under which financial | purposes, following authorisation
and infrastructure.; support may cover thefull costs | by the Management Board,
in thefinancial rulesin financial support may cover the full
accor dance with paragraph 1”; investment costs of equipment and
infrastructure er—ether—assets. The
Management Board may specify
the criteria under which financial
support may cover thefull costsin
the financial rules in_accordance
with paragraph 1”;

556 (40) Article67isreplaced | AM 199 Deleted (back to the text of the

asfollows: deleted felows: current Regulation)
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557 | “Article 67 deleted

558 | Security ruleson the deleted Written  procedure  7/1/2022:
protection of classified provisionally agreed to delete COM
information and sensitive non- text and to stick to the wording of the
classified information current Europol Regulation

559 1. The Europol shall adopt its | deleted Written  procedure  7/1/2022:

own security rules that shall be
based on the principles and
ruleslaid down in the
Commission’s security rules
for protecting European Union
classified information (EUCI)
and sensitive non-classified
information including, inter
alia, provisionsfor the
exchange of such information
with third countries, and
processing and storage of such
information as set out in
Commission Decisions (EU,
Euratom) 2015/443 (44) and
(EU, Euratom) 2015/444 (45).
Any administrative
arrangement on the exchange
of classified information with
the relevant authorities of a
third country or, in the absence
of such arrangement, any
exceptional ad hoc release of
EUCI to those authorities,

provisionally agreed to delete COM
text and to stick to thewording of the
current Europol Regulation
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shall be subject to the
Commission’s prior approval.

560 | 2. The Management Board deleted Written  procedure  7/1/2022:
shall adopt the Europol’s provisionally agreed to delete COM
security rules following text and to stick to the wording of the
approval by the Commission. current Europol Regulation
When assessing the proposed
security rules, the Commission
shall ensure that they are
compatible with Decisions
(EU, Euratom) 2015/443 and
(EU, Euratom) 2015/444.*

561 AM 200

(40a) In Article 68, paragraph
lisreplaced by the following:
562 1. By... [five years after entry Written procedure 7/1/2022:

into force of this Regulation]
and every five years thereafter,
the Commission shall ensure
that an evaluation assessing, in
particular, the impact,
effectiveness and efficiency of
Europol and of itsworking
practicesis carried out. The
evaluation may, in particular,
address the possible need to
modify the structure, operation,
field of action and tasks of
Europol, and the financial
implications of any such
modification.”

provisionally agreed to use EP text

“1. By... [fiveyears after entry
into for ce of thisamending
Regulation] and every five years
thereafter, the Commission shall
ensure that an eval uation assessing,
in particular, the impact,
effectiveness and efficiency of
Europol and of its working
practicesis carried out. The
evaluation may, in particular,
address the possible need to modify
the structure, operation, field of
action and tasks of Europol, and the
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financial implications of any such
modification.”
563 (41) inArticle 68, the (41) inArticle 68, the following
following paragraph 3 is paragraph 3 is added:
added:
564 |“3.  TheCommissionshal, | AM 201 “3.  TheCommissionshall, by | \Litten procedure //1/2022.

by [three years after entry into
force of this Regulation],
submit areport to the
European Parliament and to
the Council, ng the
operational benefits of the
implementation of the
competences provided for in
Article 18(2)(e) and (5a),
Article 18a, Article 26 and
Article 26a with regard to
Europol’s objectives. The
report shall cover the impact
of those competences on
fundamental rights and
freedoms as enshrined in the
Charter of Fundamental
Rights.”.

3. The Commission shall,

by [two years after entry into
force of this Regulation],

submit areport to the European
Parliament and to the Council,

evaluating and assessing the
operational benefits of the
implementation of the
competences provided for in
this Regulation, in particular
with regard to Article 4(2)(r),

Article 18(2)(e), Article 18(6a),
and Articles 18a, 26, 26a and

26b with regard to Europol’s

objectives as set out in Article

3. Thereport shall assessthe
impact of those competences
on fundamental rights and

freedoms as enshrined in the

Charter. It shall also providea

cost-benefit analysis of the
extension to Europol's
mandate.”.

[three years after entry into force of
this Regulation], submit areport to
the European Parliament and to the
Council, assessing the operational
benefits impact of the
implementation of the competences
provided for in Article 18(2)(e) and
(5a), Article 18a, Article 26 and
Article 26a with regard to Europol’s
objectives. The report shall cover
the impact of those competences on
fundamental rights and freedoms as
enshrined in the Charter of
Fundamental Rights.”.

provisionally agreed to combine
both texts:

3. The Commission shall, by
[three years after entry into force of
this Regulation], submit areport to
the European Parliament and to the
Council, evaluating and ng
the operational impact benefits of
the implementation of the
competences provided for in this
Regulation, in particular with
regard to Article 4(1)(r), Article
18(2)(e), Article 18(6a), and
Articles 18a, 26, 26a and 26b with
regard to Europol’s objectives as set
out in Article 3. The report shall
assess the impact of those
competences on fundamental rights
and freedoms as enshrined in the
Charter. It shall also provide a cost-
benefit analysis of the extension to
Europol's mandate.”.
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565 Article 2 Article 2
566 | This Regulation shall enter This Regulation shall enter into
into force on the twentieth day force on the twentieth day
following that of its following that of its publication in
publication in the Official the Official Journal of the
Journal of the European European Union.
Union.
567 | ThisRegulation shall be
binding in its entirety and This Regulation shall be binding in
directly applicablein the its entirety and directly applicable
Member States in accordance in the Member States in accordance
with the Treaties. with the Treaties.
Done at Brussels,
568 Done at Brussels,
569 For the European Parliament For the European Parliament
For the Council For the Council
The President The President
570 The President The President
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