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About Incopro

Incopro is a company incorporated in the United Kingdom, the United States and China. Since its foundation in 2012,
Incopro has been rendering services on gathering of evidence, internet investigation and site blocking in over 11
territories and is constantly pioneering new technologies in the fight against piracy and copyright protection.*

Incopro’s Investigations Services team provide in-depth intelligence and evidence on infringer networks for both online
and offline action. The threats to businesses online are wide and varied. As such Incopro has a dedicated team of
specialists with relevant skills and expertise in evidence gathering.? The team has a wealth of experience, skill and
training in Open Source Intelligence gathering and analysing sites that infringe IP rights, in particular copyright.

Incopro also operates a technology to monitor infringement of IP, including tracking and monitoring of copyright infringing
websites. Incopro brings together experts in IP law, technical design and criminal investigation to champion a
comprehensive and intelligent approach to tackling IP infringement.

Incopro’s Identify system, automatically and continuously tracks publicly available information about specific online
locations that have been manually reviewed and vetted by Incopro analysts.

And Incopro’s Blockwatch system, is a secure system which utilises public information to identify and continuously
monitor online locations, such as URLs, domain names and IP addresses of target websites by automated means.

The locations of a website that is the subject of a blocking order are first added to Incopro's Blockwatch system and once
the target website's locations are added, the Blockwatch system monitors any changes in their locations. It identifies new
redirects, detects and monitors proxies that sometimes come into operation in an attempt to circumvent site blocking
orders, and identifies locations that cease to provide access to the target websites.

The information collated by the Blockwatch system is used to populate notifications sent to ISPs that notify them of the
locations to be blocked (or unblocked) under site blocking orders.

The Blockwatch system and Incopro’s expert knowledge has been recognised and endorsed in court judgments (see
e.g., the High Court and Court of Appeal judgments in the Cartier® case).

Following the use of Blockwatch to support UK court-ordered site blocking, Incopro is now engaged by a number of
rightsholder groups to provide its Blockwatch service in support of site blocking orders in various jurisdictions.

! I - I, -

I cre actively involved on the first website to be blocked in the UK (Newzbin2) in 2011. |l acted as one of
the solicitors on behalf of the rightsholders and Jili] acted as technical consultant and were instrumental on the
success of this landmark case

2 Incopro utilises online platforms such as, but not limited to: DomainTools, Chrome Developer Tools, RIPE,
SimilarWeb, Alexa, Internet Archive: WayBackMachine to produce its technical reports. This is not a comprehensive
list and is subject to changes, depending on the requirements of each report.

3 See para 18 in Court of Appeal, Cartier & Ors v. Sky & Ors, 6 July 2016 available at:
https://www.bailii.org/ew/cases/EWCA/Civ/2016/658.html; and see para’s 10 59, 60, 202, 220 ad 227 in High Court,
Cartier & Ors v. Sky & Ors, 17 October 2014 available at chttps://www.bailii.org/ew/cases/EWHC/Ch/2003/3354.html
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Review of s.to
Incopro Limited ("Incopro”) has reviewed the website that is currently located at s.to (the “Website").

Incopro verifies that the review has been undertaken by a specialist employed by Incopro under the overall supervision
of Helen Saunders, Incopro's Chief Product Officer.

The review of the Website has been conducted by reference to well-established criteria that are relevant in assessing
the infringing nature of a website. In applying these criteria, through a combined technical and manual assessment,
Incopro has assessed that the Website is a flagrantly infringing website.

A summary of the key criteria that have informed the scoring of the Website as a flagrantly infringing website is set out
in the table below.

The information and screenshots referred to in this report (consisting of Annex Il 2.2 to Annex lll) is correct as of 18™
February 2021.The screenshots were taken between 11" January and 18" February 2021. All screenshots have been
taken using a German IP address via a VPN client.

The author of this expert report hereby declares, under oath to state the truth, that she has performed, and if appropriate,
shall perform her task, with the highest possible objectivity, taking into account both whatever may favour and whatever
may cause any prejudice to any of the parties within the Court proceedings to which the opinion might be filed at, and
that she is aware of the penalties she might be imposed if she breached her duty as an expert.

Signature:

Date: 18/02/2021
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Annex 11.2.2

Criterion ‘ Assessm
Description of the Website
Categorisation of Website Site Category: Linking site.

The Website provides access to a library of indexed links to audio-
visual content. This content is hosted on third party websites and
can be streamed on demand.

¢ > cfaso] W mn@

3 S.To SERIEN Oserien W Populir @ Sofunktioniert's mehr

Du kannst diese Seite nicht 6ffnen?

Dann besuche uns tber die Domain |SerienStreéam.sx|. Langfristig kannst du die DNS-Server in deinen Internet-Verbindungs-Einstellungen auf die Google
IP-Adressen: 8.8.8.8 und 8.8.4.4 umstellen. Hier findest du eine einfach & schnelle Anleitung. Android-L6sung und iOS-Losung.

9\ : egular at
Hig} -

School ) 4 W Barbaren ryp Legacies
Staffel 2 [Visitor Arc] \ Action | Drama Staffel 2

[ B[P] <],

Die
Schergen

Jujutsu’Kaisen des Midas
GerDub & GerSub Krimi | Drama

Ao A

One Piece Naruto Attack on Tit Fairy Tail Vikings Hunter x Hunter
Anime Shippuden Anime Anime Anime Action (2011)

Anime

) CHAT 3115
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&« C @ s.tofserie/stream/the-magicians/staffel-3 B+ W W
Episoden der Staffel 3

Folge Titel / Name Hoster Sprache
Folge 1 Das Marchen von den sieben Schliisseln - The S B vz|us m v

Folge 2 Schiff mit Herz - H 5 B vz usm \'

Folge 3 Die Opfer der Magie - B vz us [V

Folge 4 Der zweite Schliissel - \ B us m v

Folge 5 Ein ganzes Leben in einem Tag - A Life in the Day B us m v

Folge 6 Der Abgrund - u Like Teeth? B vz us [V

Folge 7 Loyalitét - P B vz us m v

Folge 8 Sechs Kurzgeschichten iiber Magie - ¢ : t c vz us m v

Folge 9 Der Traumesser - /| h B vz us [V

Folge 10 Die Kunst des Handelns - The Art Of The B vz us m v

Folge 11 Zeitlinien - Tw ee B vz|us m \'

Folge 12 Der fillorianische Kandidat - The Filloria e vz us m v

Folge 13 Spielst du mit mir? ay with Me? B vz us MWP v
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Annex 11.2.3

Availability via at least one domain

The Website is available to the public via
at least one domain.

Availability via the following domains:

e sto

e serienstream.sx

e serienstream.to (currently redirecting to s.to as of 11" January
2021)

There are reasonable grounds to assume that the Website serientream.sx
maintains an identical layout and content of s.to. and, through the checks
performed by the author of this report, it can be established that
serienstream.sx does not differ from s.to in any of the relevant aspects
analysed in this report, such as layout, search functionality, forum, language,
banner art, and categorisation of content as it can be seen on the screenshots
provided in Annex Il of this report. Also, the website of both domains offers
the domain “serienstreams.sx” as an identical alternative to s.to (“Du kannst
diese Seite nicht 6ffnen? Dann besuche uns Uber die Domain
SerienStream.sx.” — see header below).

The website serienstream.to is currently redirecting, and therefore leading to
s.to (redirect screenshots taken on 11" January 2021).

SCREENSHOTS FOR S.TO

’ S.To :—E:éf:: © serien # Populdr © 5o funktioniert's mehr

Du kannst diese Seite nicht 6ffnen?

Dann besuche uns diber die Domain [SEFIGNSERBAMESK. Langfristig kannst du die DNS-Server in deinen Internet-Verbindungs-Einstellungen auf die Google
IP-Adressen: 8.8.8.8 und 8.8.4.4 umstellen. Hier findest du eine einfach & schnelle Anleitung. Android-Losung und iOS-Lésung.
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SCREENSHOTS FOR SERIENSTREAM.SX

» s .To SERIEN O serien W Populir @ So funktioniert's mehr

Du kannst diese Seite nicht 6ffnen?

Dann besuche uns Gber die Domain |SerienStream.sx. Langfristig kannst du die DNS-Server in deinen Internet-Verbindungs-Einstellungen auf die Google
IP-Adressen: 8.8.8.8 und 8.8.4.4 umstellen. Hier findest du eine einfach & schnelle Anleitung. Android-Lésung und iOS-Losung.

uﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂﬂllﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ [ __Forum | Serienwiinsche |

B 2 . - B

. W Y Y, ¢
ing Discovery |l The @00’

staffel 10 ansehen St.3 Ep. 13 St.7 Ep. 1

onaeE

.'\4 £ Z%

- Y 4
The Walking Dead:” _ « @ Attack on e
World Beyond Titan The@00 °*

Staffel 1 ansehen St. 4Ep.5 St.7 Ep. 2

4

5600+ Serien

jetzt bei uns gratis online ansehen.

~—— o
The Comey Rule
.‘ CHAT 3162

Original IP 3¢ 82.25.21.68
New IP 159.242.234.108

-

(a)

. Locaticn

Germany, Frankfurt

ENG 13:41

A D e 10120

@ serienstream.sx

| 2 s .To STREAM O serien ¥ Populir @ Sofunktioniert's mehr

Du kannst diese Seite nicht 6ffnen?

Dann besuche uns (ber die Domain |SEFiENSEAEAM.SX. Langfristig kannst du die DNS-Server in deinen Internet-Verbindungs-Einstellungen auf die Google
IP-Adressen: 8.8.8.8 und 8.8.4.4 umstellen. Hier findest du eine einfach & schnelle Anleitung. Android- ng und i0S-Lés
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SCREENSHOTS FOR SERIENSTREAM.TO (REDIRECTING TO S.TO)
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Annex |1.2.4

Targeting/Relevance

Targeted at relevant market/ Website use in | The Website is targeted at the German market.
relevant market

The Website is in the German language.

5] = »0

German English X

[0 Always translate German

Google Translate

Hilfe & Support

S.TO - Wir stehen fir guten Support beantworten alle deine Fragen

Q Wie kdnnen wir dir helfen?

n Die haufigsten Fragen zu S.to
#1 Wie kann ich die Serien kostenlos #2 Ist S.to 100% kostenlos? #3 Ist S.to legal?
anschauen?

Jal Unsere komplette Plattform und die Mutzung ist  In knappen Worten gesagt ja, es gibt viele Meinungen
Wir haben dir hier eine einfach Schritt-fur-Schritt  fgr dich kostenlos. Du kannst uns ohne bedenken  zu Streaming-Portalen. Du findest hier ein
Anleitung erstellt, in der wir zeigen, wie dudich bei  gratis nutzen. Wir finanzieren uns durch Spenden  ausfiihrliches Statement zu diesem Thema, welches
uns (5.T0) zurechtfindest. Anleitung anzeigen und zeigen unseren Gasten etwas Werbung an. Mit  wir regelmaBig fur dich aktualisieren.

dem Geld bezahlen wir die Server & Domains (z.B.

S.TO, SerienStream.to).

#4 Welche Programme oder Software  #5 Wie kann ich mithelfen? #6 Welche Video-Hoster sind die Besten?
bendtige ich?
g Da gibt viele Moglichkeiten. Du kannst z.B. Fehler Wir empfehlen dir VIVO, VOE oder Vidoza zu nutzen,

Damit du dir die Streams ruckelfrei und ohne oder defekte Videos melden & anderen Nutzern da dort die Geschwindigkeit meistens am schnellsten
Unterbrechungen ansehen kannst, benétigst du helfen. Wir sind standig auf der Suche nach neuen  istund die Videos auch mobil abgespielt werden
einen aktuellen Web-Browser. Wir emfpfehlen dir z.B.Team-Mitgliedern oder Linkern. Du kannst uns auch kénnen. Die anderen Hoster funktionieren natrlich
Firefox oder Google Chrome zu nutzen. deinen Freunden oder deiner Familie auch. Falls ein Video nicht verfiigbar sein sollte,

weiterempfehlen bzw. unsere Website in den melde es bitte mit dem "Defekt melden” Button
sozialen Netzwerken teilen. Dank unserer kurzen defekt.
Domain 5.70 ist das besonders einfach. i
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Annex 11.2.6

Infringing Character

Infringement of specific work

Specific work infringed:

The Big Bang Theory: The Proposal Proposal (Season 11,
Episode 1) is made available via a link and can be streamed on

demand.

Staffeln:  Filme

1

The Big Bang Theory

v

ES Doktor-Ramona-Dankeschdn e

Sprache: E L

A

00:00 / 20:41 W)

B L ) | [ svee - ]
‘Ewdo:a Video &ffnen ‘ MDP MixDrop - ‘ ‘n'\/ivo
|

10
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al
L

(& 8 s.to/serie/stream/the-big-bang-theory/staffel-11/episode-1

THEORY

B s.to/serie/stream/the-big-bang-theory/staffel-11/episode-1

-djrected b?' 3
!ﬂ!:?kfendruwsk. -

é,':ﬁ
.é LJA\

11
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(& 8 s.to/serie/stream/the-big-bang-theory/staffel-11/episode-1 g &

(& 8 s.to/serie/stream/the-big-bang-theory/staffel-11/episode-1 & &

The characters and events depicted in this motion picture are fictional. Any similarity to any
actual persons, living or dead, or to any actual events, firms and institutions or other entities
is coincidental and unintentional.

This motion picture is protected under the laws of the United States and other countries, and
its unauthorized duplication, distribution or exhibition may result in civil
liability and criminal prosecution.

Copyright 2017 Warner Bros. Entertainment Inc. %
Al llghts reserved #T12.15601

Country of first publication United States of America

Warner Bros. Television, a Division of WB Studio Enterprises Inc., is the Author of
this film/motion picture for the purpose of Article 15 (2) of the Berne Convention
and all National Laws giving effect thereto.

12
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Ease of use

Availability of features that allow users to easily find
content (incl. whether an index browsing and/or search
facilities are provided and whether the available content
is categorised).

Content is easy to find for users.

Search functionality is enabled. Categorisation of content.

6

o [aoe]

»S. T

SERIEN

STREAM © serien

W Popular

Suche

big bang theory

© sofunktioniert's

m a4« @

mehr

P|© « &

Suchergebnisse fur ,,big bang theory”

R

The Big Bang Theory

nischen Sitcom The Big Bang Theory geht es um vier Physike

Der Urkna\l The Big Bang Theory: Fam||y Guy Staff

DEF t es satt, nie sc

chlagkra
[serief/stream/family-guy/staffel-9/episode-16

Blg Bang Theory New York Cops - NYPD

1vera Ntigt,

/serief/stream/new-

york-cops-nypd-blue/staffel-f/episode-11

n Cooper, energisch und ein brillanter rk von sich selbst Giberzeugt, abweisend
el 9 Ep\sode 16
ftige Antworten auf Brians Gemeinheiten zu haben. Er benutzt seine Zeitmaschine, um in die

Blue Staffel 6 Eplsode 11

Kopf, stal

er Mieter getdtet zu haben, der in seinem Wohnhaus wohnt. Sorensons Freund entfilhrt einen

13
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¢ > c

»S.TO s © serien
(Alsfclofefrfcfrl i fulc]ciminfolrforshrfulviw]x]v]z]#]|
2 3 4 5 6 7 8 9 10

QU & W R

W Popular © Sso funktioniert's mehr

11 128 13 14 >

A Dangerous Dynasty:
House of Assad

2
S 4w

A Christmas Carol A Confession A Dangerous Dynast A Discovery of Witch A Gentleman's Digni
Drama Krimi Dokumentation Drama Drama

A

AGFTEDMAN 7
."‘. A % - |
A Gifted Man A Girl Named Jo A Gypsy Life for Me A House Through Tin A Little Help with Ca
Drama Mystery Dokumentation History Reality-TV

14
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Knowledge of infringing activities

Availability of indications that the Website operator is
aware of the unlawful activities of the Website:
Promotion of recently added infringing content; website
strapline indicating infringement, liability disclaimers,
titles that include references to infringing content,
instruction to change DNS servers, etc.).

The Website is operated with knowledge of infringement.

Promotion of recently added infringing content; No content
authorised from MPA members; Presence of liability
disclaimer; Instructions to change DNS server to circumvent
DNS block.

Promotion of recently added infringing content.

According to our knowledge, as a general rule all video content on
the Website has not been authorized by rightsowners. Our
customer Motion Picture Association (MPA) represents 6
international producers and distributors of films, home
entertainment and television programs (Walt Disney Studios
Motion Pictures, Netflix Studios, LLC, Paramount Pictures
Corporation, Sony Pictures Entertainment Inc., Universal City
Studios LLC, and Warner Bros. Entertainment Inc.). Their content
is made available on the Website on a large scale. The MPA has
confirmed to us that none of their members has authorized any use
of content on the Website.

The Website claims the copyright protected content (videos) has
been published by third-party websites and denies any liability, if
the third-party websites act without authorisation.

The Website advises users to change the DNS server in their
Internet connection settings to the Google IP addresses: 8.8.8.8
and 8.8.4.4. A change of DNS server would enable their users to
circumvent the DNS block. The Website was already blocked by
German and Austrian internet service providers via DNS blocks in
the past due to copyright infringements. In view of these DNS
blocks in the past and the fact that the advice to change the DNS
server in the Internet connection settings is introduced by the
statement “Du kannst diese Seite nicht 6ffnen?

Dann besuche uns uber die Domain SerienStream.sx” (“You
cannot open this site? Then visit us via the domain
SerienStream.sx”) it is plausible that the advice to change DNS
servers is given to circumvent possible future DNS blocks. We do
not see other obvious reasons for the Website to recommend a
change of the DNS server.

15
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« > C f sto
Die 15 neuesten Episoden

S02 E07 | His Dark Materials Montag. 11.01.2021

S10 E14 | gy Bob's Burgers Montag, 11.01.2021
512 E08 | =— Navy CIS: L.A. Montag. 11.01.2021
507 E06 | =—— NCIS: New Orleans Montag. 11.01.2021
S03 E01 | American Gods Montag, 11.01.2021
503 E02 | == The Rookie Montag, 11.01.2021
501 E03 | == The Watch Montag, 11.01.2021
523 E24 Pokémon Montag, 11.01.2021
523 E21 Pokémon Montag, 11.01.2021

S04 E13 The Magicians Montag. 11.01.2021

S04 EO1 | g The Magicians Montag. 11.01.2021
S04 E05 | == Attack on Titan Sonntag, 10.01.2021
S01E0Z | The Stand Sonntag, 10.01.2021
512 E66 | == One Piece Sonntag, 10.01.2021

501 E03 | == Skate-Leading Stars Sonntag, 10.01.2021

mehr anzeigen (50+)

’ S .To E-F-RREI,[\H © Sserien % Popular @ Sofunktioniert's mehr

Du kannst diese Seite nicht 6ffnen?

Dann besuche uns dber die Domain |SerienStream.sx|. Langfristig kannst du die DNS-Server in deinen Internet-Verbindungs-Einstellungen auf die Google
IP-Adressen: 8.8.8.8 und 8.8.4.4 umstellen. Hier findest du eine einfach & schnelle Anleitung. Android-Lésung und iO5-Lésung.

gﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂlﬂﬂﬂﬂ [ rorum ] Serienwunsche |

16
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b S .T E'IE':EIKI':II © serien W Populir @ Sofunktioniert's mehr

Digital Millennium Copyright Act of 1998

a + m»@

the content owners. S.to is not responsible for content of external internet sites. S.to is not responsible for the availability of such third party websites. The
content of such third party web sites is beyond our control. We neither endorse, make any representations nor accept any liability (whether direct or indirect) for
such third party web sites or their content, products or services offered at those websites, or by their sponsoring companies.

= = _ =

S.to does not stream videos or host content of any kind, the videos you watch are hosted and shown from sites such as YouTube, Streamcloud & MyVideo. Any
videos shown on 3rd party websites have passed their own stringent internal vetting procedures and as such are assumed as fully authorized for publication by
o))

17
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Profit making activity

Availability of a profit motive applied by the Website. | The Website generates revenue through advertising.

Examples are revenue generated

subscription, download charges, donations etc.

via advertising,

¢ > o [

FEATURING KEMLANI
NOWNERE FAST

Subscribe now and get unlimited access to the
best content for your phone!

SUBSCRIBE

18
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Annex [1.5.1.1

Operators/Administrators

Contact details Operators/Administrators

No traceable Operators/Administrators.

Having examined the Website and relevant public resources, the
operator(s) remain(s) unknown. In particular, the Website has no imprint or
legal notice containing any information on operators or administrators
enabling identification of these. It merely enables filing “support tickets” to
the administrators of the Website when registering with the Website. This
is typical of websites hosting or advertising copyright infringing content.

19
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Annex I1.5.1.2.a.

SCREENSHOTS TAKEN FROM S.TO LOGIN AREA TO CONTACT THE
MODERATORS/ADMINISTRATORS OF THE WEBSITE

&« c @ sto/account/support/new B a & W N

| 2 S.TO EERIE O serien Wy Popular @ So funktioniert's mehr

Account » Support Tickets » Neu

Support Tickets

Wann erscheint Episode XY/Folge Y der Serie Z?
Bitte besuche die Website Fernsehserien.de fur Serien Informationen. (Suchfunktion)

Wo bleiben die Links von Episode XZ?
Wir haben keinen Einfluss darauf, wann die Episeden enline kommen. Benutze den Chat auf der Startseite (unten rechts) oder schaue bei
erien.de nach.

=
Allgemeine Fragen
O

Farn

Stream/Video 404 Fehler
Bitte melde defekte Links mit dem "(!)" Defekt-Melde-Button an das Team. Die Links werden dann entfernt und schnellstméglich ausgewechselt.

Episode hat keine Links/Stream
Schreibe einen Beitrag im Forum, eine Nachricht an einen Linker an oder poste es in die Shoutbox auf der Startseite.

Wie kann ich helfen?
Teile S.to (einfach zu merken) mit deinen Freunden & empfehle uns.

Neues Support Ticket

Titel / Thema:

Ein Titel der dein Problem beschreibt. =8, Wiz warde o Linker?

Nachricht

‘Wie kinnen wir dir helfen?

Liebes Team,

LG

Support Ticket erstellen

20
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Contact details service providers of the
Website

Below you find a list of service providers of the
Website and therewith potential avenues for
exploration to identify the
operator/administrators of the website.

We could not establish any other reasonable
potential avenue to successfully contact the
operator/administrator of the website.

In view of the fact that the Website has a clearly illegal business model we
do not consider it likely from our extensive experience with such type of
websites, that the operators of the Website would have provided to any of
the named service providers correct contact data or any other information
which could lead to their identification.

Given my extensive experience as an internet investigator, | am satisfied
that | have explored all reasonable means of online investigation to identify
the operator/administrators.

Contact details Hosting/CDN provider

DDOS-GUARD for s.to and serienstream.to

The author of this report is unable to identify what services the website
operators are using from DDOS-GUARD. It is possible that the website
protection and optimization/DDOS protection service, where DDOS-
GUARD acts as a reverse proxy to the actual site, which would be hosted
elsewhere. Even with that option there could be various degrees of hosting
involved depending on what services the operator has selected (caching of
static content, CDN). However, DDOS-GUARD also offers
actual/traditional hosting packages as well (Protected Hosting), so DDOS-
GUARD could be the main host and not acting as a reverse-proxy.

We could not determine any other reasonable potential avenue to
successfully identify the hosting provider of the website.

When performing look-up via RIPE, Mr. Marchenko is provided as contact
for the IP addresses that match s.to and serienstream.to. A further lookup
via He.net shows that DDOS-GUARD is the owner of the Autonomous
System (AS) which includes the IP-Addresses s.to and serienstream.to. Mr.
Marchenko is listed as the CEO of DDOS-GUARD on his LinkedIn profile.

Evgeniy Marchenko

Address: Russia, Rostov-on-Don
Phone: I <<t 501
E-mail: @ mail.ru

DDOS-GUARD contact details:

Company:

000 «4O0C-TBAPO»

Email:

info@ddos-guard.net
pr@ddos-guard.net

Phone:

8 (800) 333-17-63

8 (495) 215-03-87

Address:
(cbakTnueckmn/topngnyeckuin)
344019, r. PoctoB-Ha-[oHy, yn. Makcuma
["opbkoro, g. 276, atax 5, oguc 11.

21
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RIPE SCREENSHOTS FOR S.TO AND SERIENSTREAM.TO TAKEN FROM RIPE
REGARDING IP ADDRESS 186.2.163.237 AND 186.2.163.190:

C @ | apps.db.ripe.net/db-web-ui/query?searchtext=186.2.163.237 w
route: 186.2.163.8/24 oin to date =
L Intou t—1
descr: Dancom LTD general routes = P =
origin: AS262254
mnt-by: DDOS-GUARD-MNT
created: 2813-83-11T15:32:157
last-modified: 2813-89-84T17:35:347
source: RIPE-MNOMAUTH
C @ | apps.db.ripe.net/db-web-ui/query?searchtext=186.2.163.190 W
route: 136.2.163.8/24 ogin to date =
L N tou =
descr: Dancom LTD gensral routes = P
origin: AS2B2254
mt - by DDOS5-GUARD-MNT
created: 2813-83-117T19:32:15Z
last-modified: 2018-09-84T17:35:34Z
Source: RIPE-MNOMAUTH
< C @ apps.db.ripe.net/db-web-ui/lookup?source=ripe&key=EM8663-RIPE&type=person * O W 7 ® » e
J RIPE NCC
RIPE NETWORK COORDINATION CENTRE Search IP Address or ASN Q l
| Manage IPs and ASNs Analyse Participate > Get Support Publications About Us >
You are here: Home > Manage IPs and ASNs > RIPE Database > Webupdates
Resources
e Lookup results BXML BJSON
Query the RIPE Database This is the RIPE Database search service. The objects are in RPSL format.
The RIPE Database is subject to Terms and Conditions.
Full Text Search
Syncupdates
Create an Object person: Evgeniy Marchenko Login to update &
address: Russia, Rostov-on-Don
phone: I . 501
e-mail: -l ru
nic-hdl: EM8663 -RIPE
mnt-by: EM12961-MNT
created: 2012-08-13T16:26:27Z
last-modified: 2016-03-04T16:17:27Z
source: RIPE

RIPE Database Software Version 1.99

22
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SCREENSHOTS SHOWING THAT IP ADDRESS 186.2.163.237 IS ASSIGNED TO S.TO

Vs

DNS Chain (s.to)

B 186.2.163.237

b =

ddos-guard.net

A

i
I
I

|
| 5.0
I
|
186.2.163.99

— N — ———
Source IP Address Unresolved Forward
[- ( —/  (NAAAAICNAME) Reverse (PTR)

Showing results for s.to as of 2021-02-18 10:07:00 UTC

~
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SCREENSHOT SHOWING THAT IP ADDRESS 186.2.163.190 IS ASSIGNED TO
SERIENSTREAM.TO

-

DNS Chain (serienstream.to)

ddos-guard.net Fau.
186.2.163.190

186.2.163.99 \

serienstream.to

KA
W N

- N — ———
Source IP Address Unresolved Forward
[- ( — — -/ (A/AAAAICNAME) Reverse (PTR)

]

Showing results for serienstream.to as of 2021-02-18 10:05:00 UTC
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SCREENSHOT FROM HE.NET SHOWING THAT DDOS-GUARD IS OWNER OF
AS262254

& c & bgp.he.net/dns/s.to# _ipinfo

HURRICANE ELECTRIC

INTERNET SERVICES | | [Search]

s.to

[DNS Info| [Website Info] |IP Info|

BGP Toolkit Home
BGP Prefix Report
BGP Peer Report

186.2.163.237 = 186.2.163.0/24 = AS262254 = DDOS-GUARD CORP.
186.2.163.237 = 186.2.160.0/20 = AS262254 = DDOS-GUARD CORFP.

Exchange Report
Bogon Route Updated 28 Jan 2021 13:00 PST & 2021 Hurricane Eleciric
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SCREENSHOT OF EVGENIY MARCHENKO’S LINKEDIN PROFILE

« = C 8@ linkedin.com/in/evgeniy-marchenko-5a8447204/

L ]
m Q Search 0 .= &

@

Home My Network Jobs Messaging
-~
Evgeniy Marchenko J DDoS-GUARD
DDoS-Guard CEO ’ [oHckon locyaapcTeeHHBIA
TexHUUECKWIA YHUBEpCUTET...

Rostov, Rostov, Russia + 16 connections - Contact info

Activity
16 followers

Posts Evgeniy created, shared, or commented on in the last 90 days are displayed here.

See all activity

Experience

CEO
DDo5-GUARD - Full-time

May 2011 — Present : 9 yrs 9 mos

Education

’ JoHckoi NocyaapcTBeHHbIA TexHuueckui Yaueepcutet (ATTY)

htlpr;:.’fwww.Iinlcedin.com.’campany!ddos-guard.o' |

Messagin
- &, Messaging
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SCREENSHOT OF DDOS-GUARD CONTACT DETAILS

8@ ddos-guard.net/ru/finfo/contacts

e NPOAYKTEI 1 PELLUEHWA BA3A 3HAHWIA
DDOS-GUARD

[naexHas KoHTaKTsl

KOHTaKThbI

TenedoHbl Email

8 (800) 333-17-63 info@ddos-guard.net
8 (495) 215-03-87 pr@ddos-guard.net

Komnanwua PeKBWU3WTHI

000 «AN0CTBAPLx WHH /7 KII: 9204005780 / 616701001
OrPH: 1149204010083

TexHW4eckas NnogaepxKKa Appec
HMHTepecyolwmiA Bac EONPOC MOXHO 334aTh (PpaxTueckuii/opuarYeckuil)
YEpES OHAERH-Y4aT 344019, r. Pocroe-xa-flony, yn. Makoama

lNopexorao, 4. 276, 3Tax 5, opuc 11.

Contact details TLS CERTIFICATE provider | TLS CERTIFICATE for s.to and serienstream.to
for s.to and serienstream.to
https://letsencrypt.org/

Press Inquiries - press@letsencrypt.org
Sponsorship - sponsor@Iletsencrypt.org
Security - security@letsencrypt.org

548 Market St
PMB 57274
San Francisco
CA 94104-5401
USA
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SCREENSHOT TLS CERTIFICATE FOR S.TO

General Details Certification Path

E Certificate Information

* Proves your identity to a remote computer
* Ensures the identity of a remote computer
¢ 2,23,140.1.2.1

¢ 1.3.6.1.4.1.49947.1.1.1

This certificate is intended for the following purpose(s):

*Refer to the certification authority's statement for details.

Issued to: s.to

Issued by: R3

valid from 28/01/2021 to 28/04/2021

Issuer Statement

QK
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SCREENSHOT OF DETAILS REGARDING CERTIFICATE ISSUERS FOR
SERIENSTREAM.TO AND S.TO

i curl --insecure -wv https: 0 2=& awk { ¢ P SMT S50 connec

BN 1} [ if

L certif e ver
ng HTTP2 erver supports
inection

TLS
TLS

changed (
* Connection #0 to hos

i curl --insecure -v

nnection/ {

upp E1-us
anged (HTTP med)
i tream b er t or

ing
URRENT_STREAMS
Connection #0 to =t se nstres lTeft intact
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SCREENSHOT TAKEN FROM LETSENCRYPT.ORG = TLS CERTIFICATE PROVIDER
FOR S.TO AND SERIENSTREAM.TO

< C @ letsencrypt.org/contact/ aQa * O

2 Apps Incopro m *Boards |Trello &% Whatls My IP Addr.. @ Alexa Internet - Log... Q LitigationSupportD... @ Whois Lookup, Do... 0 Microsoft Office Ho...

Let’s EI’\CI’yPt Documentation ~ GetHelp  Donate About Us » Languages (i +

We do not provide support via email. If you have a support question please use our community forums. The below
email addresses are only for the specific topics described.

Press Inquiries

Email:
Sponsorship

Email: sponsor@Ietsencrypr.org

Mailing List

To sign up for our newsletter, click here.

Security

Please do not write to this address unless your message concerns a security issue with Let's Encrypt.

Email: secur

cryprorg
Encrypted Communication

To communicate securely with the Security Team, please utilize our GPG key. It consists of several subkeys signed by an offline
master key. Any recent version of GnuPG will support this kind of hybrid key. The current key structure is:

pub  rsasese 2015-11-24 [CE] [expires: 2023-89-18]
148 3831 DSF9 DBA2 5D41 4DAA 71SE 9F6D 18EC 2308
uid [ultinate] ISRG Security Team (letsencrypt.org) <security@letsencrypt.orgs
sub  rsasese 2015-11-24 [E] [expires: 2021-89-21]
sub  rsasese 2015-11-24 [A] [expires: 2021-89-21]
sub  rsasese 2015-11-24 [s] [expires: 2021-89-21]

You can download the GPG Public Key here, or utilize your favorite key server.

The key fingerprin: must match @148 3831 DSF3 DBA2 SD41 4DAA 718€ SF6D 10EC 2368 .

C @ letsencrypt.org/certificates/ Y N

Intermediate Certificates

Under normal circumstances, certificates issued by Let's Encrypt will come from “R3", an RSA intermediate. We have also
issued a new ECDSA intermediate ("E1"), which we will begin issuing from soon. This page will be updated when that bringup is
complete.

Our other intermediates ("R4" and “E2") are reserved for disaster recovery and will only be used should we lose the ability to
issue with our primary intermediates. We do not use the X1, X2, X3, and X4 intermediates anymore.

IdenTrust has cross-signed our RSA intermediates for additional compatibility.

e Active
o Let's Encrypt R3 ( RSA 20848, 0 = Let's Encrypt, CN = R3)
= Signed by ISRG Root X1: der, pem, txt
= Cross-signed by IdenTrust: der, pem, txt
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Annex 11.5.2.1. and 11.5.2.2.

Hosting information Hosting outside of Germany.

The author of this report is unable to identify what services the
website operators are using from DDOS-GUARD. It is possible
that the website protection and optimization/DDOS protection
service, where DDOS-GUARD acts as a reverse proxy to the
actual site, which would be hosted elsewhere. Even with that
option there could be various degrees of hosting involved
depending on what services the operator has selected (caching of
static content, CDN). However, DDOS-GUARD also offers
actual/traditional hosting packages as well (Protected Hosting), so
DDOS-GUARD could be the main host and not acting as a
reverse-proxy.

However, we found out that the website’s hosting details has been
changed in the past, namely 14 changes on 8 unique name
servers over 8 years.

SCREENSHOT TAKEN FROM DOMAIN TOOLS

<« & I @ whois.domaintools.com/s.to I

ﬁ PROFILE = COMMECT ~ MONITOR - SUPPORT WHOIS ~

IP Address 186.2.163.237 is hosted on a dedicated server ad
IP Location [ - Rostovskava Oblast’ - Rostov-na-donu - Ddos Guard.net

ASN e A5262254 DDOS-GUARD CORP., BZ ({registered Dec 05, 2012)
Hosting History 14 changes on 8 unigque name servers over 8 years re
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Annex Il

SCREENSHOTS* FOR SERIENSTREAM.SX

Annex 11.2.2

Criterion ‘ Assessment
Description of the Website

' S‘TO SERIEN

STREAM

5600+ Serien
jetzt bei uns gratis online ansehen.
Derzeit beliebt

o ff
%

Naruto
Shippuden

Anime

Anime

Serien News

Anime

© serien % Popular

Du kannst diese Seite nicht 6ffnen?

Dann besuche uns tiber die Domain [SEfienStream:sx.. Langfristig kannst du die DNS-Server in deinen Internet-Verbindungs-Einstellungen auf die Google
IP-Adressen: 8.8.8.8 und 8.8.4.4 umstellen. Hier findest du eine einfach & schnelle Anleitung. Android-Lésung und iOS-L6sung.

staffel 10 ansehen'

The Walking Dead:
World Beyond

Staffel 1 ansehen

Attack on Tit Fairy Tail

Anime

© So funktioniert's mehr

Star Trek:

Discovery
St.3Ep. 13

Attack on 8 o
Titan The 100 The Comey Rule
St.4Ep.5 St.7Ep.2

Drama | Mini-Serie

[

Vikings

Action

Hunter x Hunter
Anime (2011)

Anime

Fragen der Community 2

CHAT 3655

4 The screenshots were taken between 11t and 28t January 2021. All screenshots have been taken using a German
IP address via a VPN client. The references to the Annexes are in accordance with the screenshots taken for s.to.
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& & @ serienstream.sx/sel

tream/the-magicians/staffel-§

Episoden der Staffel 3

Folge

Folge 1

Folge 2

Folge 3

Folge 4

Folge 5

Folge 6

Folge 7

Folge 8

Folge 9

Folge 10

Folge 11

Folge 12

Folge 13

Titel / Name

Das Marchen von den sieben Schliisseln - Th

Schiff mit Herz - H

Die Opfer der Magie - The Lo

Der zweite Schliissel - Be the P

Ein ganzes Leben in einem Tag - / Life in th

Der Abgrund - Do

Loyalitat

Sechs Kurzgeschichten iiber Magie - S

Der Traumesser - All T

Die Kunst des Handelns - The /

Zeitlinien -

Der fillorianische Kandidat - The Fillo

Spielst du mit mir?

Hoster

B Vz us [V
B vz us [V
B vz us [V
& vs [IN
B us I
B vz us [V
B vz us [V
B vz us [V
B vz us [V
B vz us [V
B vz us [V
B vz us [V

BVZUSMUUP v
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Annex 11.2.3

Availability via at least one domain

> s. o if,’&'ﬁﬂ © serien W Popular @ so funktioniert's mehr

Du kannst diese Seite nicht 6ffnen?

Dann besuche uns tiber die Domain [SEFIGASEREAMISK. Langfristig kannst du die DNS-Server in deinen Internet-Verbindungs-Einstellungen auf die Google
IP-Adressen: 8.8.8.8 und 8.8.4.4 umstellen. Hier findest du eine einfach & schnelle Anleitung. Android-Lésung und iOS-Lésung.

= 3
ér *l"e. J
; Discovery
Staffel 10 ansehen St.3Ep.13 St.7 Ep. 1

N The Walking Dead:’  «fl Attack on [, _ & it
5600+ Serien World Beyond Titan The @00 The Comev Rule

jetzt bei uns gratis online ansehen. Staffel 1 ansehen St. 4Ep.5 St.7 Ep. 2 .‘ CHAT 3731

Original IP 3¢ 8225121.68 =
La)
New 1P - 15924223459

. Location

Germany, Frankfurt

ENG 16:01
AED G o O
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INCOPRO®

Targeting/Relevance

The Website is targeted at the German market.

The Website is in the German language.

& (&1 l & serienstream.sx/support I

»S.T

SERIEN

STREAM © serien

* Popular

German

Q So funktioniert's

B a w|m » @ :

English

O Always translate German

Google Translate

Hilfe & Support

S.TO - Wir stehen far guten Support beantworten alle deine Fragen

Q Wie kénnen wir dir helfen?

#1 Wie kann ich die Serien kostenlos
anschauen?

Wir haben dir hier eine einfach Schritt-fur-Schritt
Anleitung erstelit, in der wir zeigen, wie du dich bei
uns (5.TO) zurechtfindest. Anleitung anzeigen

#4 Welche Programme oder Software
benotige ich?

Damit du dir die Streams ruckelfrei und ohne
Unterbrechungen ansehen kannst, benoétigst du

Firefox oder Google Chrome zu nutzen.

Die haufigsten Fragen zu S.to

#2 Ist S.to 100% kostenlos?

Ja! Unsere komplette Plattform und die Nutzung ist
far dich kostenlos. Du kannst uns ohne bedenken
gratis nutzen. Wir finanzieren uns durch Spenden
und zeigen unseren Gasten etwas Werbung an. Mit
dem Geld bezahlen wir die Server & Domains (z.B.
S.TO, SerienStream.to).

#5 Wie kann ich mithelfen?

Da gibt viele Moglichkeiten. Du kannst z.B. Fehler
oder defekte Videos melden & anderen Nutzern
helfen. Wir sind standig auf der Suche nach neuen

einen aktuellen Web-Browser. Wir emfpfehlen dir z.B.Team-Mitgliedern oder Linkern. Du kannst uns auch

deinen Freunden oder deiner Familie
weiterempfehlen bzw. unsere Website in den
sozialen Netzwerken teilen. Dank unserer kurzen
Domain S.TO ist das besonders einfach.

#3 Ist S.to legal?

In knappen Worten gesagt ja, es gibt viele Meinungen
zu Streaming-Portalen. Du findest hier ein
ausfuhrliches Statement zu diesem Thema, welches
wir regelmaRig fur dich aktualisieren.

#6 Welche Video-Hoster sind die Besten?

Wir empfehlen dir VIVO, VOE oder Vidoza zu nutzen,
da dort die Geschwindigkeit meistens am schnellsten
ist und die Videos auch mobil abgespielt werden
kénnen. Die anderen Hoster funktionieren naturlich
auch. Falls ein Video nicht verfigbar sein sollte,
melde es bitte mit dem "Defekt melden” Button
defekt.
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Annex 11.2.6

Infringing Character

Infringement of specific work Specific work infringed:

The Big Bang Theory: The Proposal Proposal (Season 11; Episode
1) is made available via a link and can be streamed on demand.

Home > Serien > The Big Bang Theory > Staffel 11

Staffeln: Filme 1 2 3 4 5 6 7 8 9 10 11
1 2 3 4 5 6 7 & 9 100 11 12, 13 14 15 16 17 18 19 20 21 22 23 24

(J. The Big Bang Theory
Das Doktor-Ramona-Dankeschdn The Proposal Propc

< ‘ Sprache: [ ‘

00:00 / 20:41 W) o7 & .
B vos s e PlayTube ‘ ‘ Streamtape e
‘ m\llcloza Video &ffnen ‘ ‘ MD MixDrop ‘ ‘ u Vivo Video &ffnen ‘
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c

&

@ serienstream.sx/serie/stream/the-big-bang-theory/staffel-11/

THEORY

8 serienstream.sx/serie/stream/the-big-bang-theory/staffel-11/episode-1#pa-176f

0312 / 20:42 o))

L
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B senenstream.sx/serie/stream/the-big-bang-theory/staffel-11/episode-1

0510 7 20:41 Wx @

C 8 serienstream.sx/serie/stream/the-big-bang-theory/staffel-11/episode-1

The characters and events depicted in this motion picture are fictional. Any similarity to any
actual persons, living or dead, or to any actual events, firms and institutions or other entities
is coincidental and unintentional.

This motion picture is protected under the laws of the United States and other countries, and
its unauthorized duplication, distribution or exhibition may result in civil
liability and criminal prosecution.

Copyright 2017 Warner Bros. Entertainment Inc. 5,&»
All fing reserved #T12.15601

Country of first publication United States of America

Warner Bros. Television, a Division of WB Studio Enterprises Inc., is the Author of
this film/motion picture for the purpose of Article 15 (2) of the Berne Convention
and all National Laws giving effect thereto.

@:20:34 / 20:42 o))

g .

LI CA <
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Ease of use Content is easy to find for users.

Availability of features that allow users to easily find | Search functionality is enabled. Categorisation of content.
content (incl. whether an index browsing and/or search
facilities are provided and whether the available content
is categorised).

B a w m*»

&« c @ serienstream.sx/search

’ S‘T SERIEN © serien W Popular @ Sso funktioniert's mehr

STREAM

Suche

big bang theory

Suchergebnisse flr ,,big bang theory”

The Big Bang Theory

Ll el@ . o

merikar n Sitcom The Big Bang Theory geht es um vier Physiker, Dr. Dr. Sheldon Cooper, energisch und ein brillanter Kopf, stark von sich selbst uberzeugt, abweisend
Is am/the-big-bang-theory
Der Urknall The Big Bang Theory: Family Guy Staffel 9 Ep|sode 16
5 satt, nie schlagkraftige Antworten auf Brians Gemeinheiten zu haben. Er benutzt seine Zeitmaschine, um in die

ohnhaus wohnt. Sorensons Freund entfuhrt einen

Iserie/stream/new-york-cops-nypd-bluefstaffel-6/episode-11
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@ serienstream.sx/katalog/A#pa-176f23ba1a3

»S.TO sl
[Afefcofelrfcful Qo d«f fvinforfofrfs rufviw]x]vlz]+]

1203 4 50 6 7 8 9040 11 2 33 44 -3

© serien W Popular © so funktioniert's mehr

Serien mit A

7

/oA
(Vhsitrmiod (esof

[ DB e[

Sl Ul

A Christmas Carol A Confession A Dangerous Dynast A Discovery of Witch A Gentleman's Digni
Drama Krimi Dokumentation Drama Drama

)
A

AGFTEDMAN
A Gifted Man rl Named Jo A Gypsy Life for Me A House Through Tin A Little Help with Ca
Drama Mystery Dokumentation History Reality-TV
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Knowledge of infringing activities

Availability of indications that the Website operator is
aware of the unlawful activities of the Website (incl.
website strapline indicating infringement, liability
disclaimers, titles that include references to infringing
content, etc.).

The Website is operated with knowledge of infringement.

Promotion of recently added infringing content; No content
authorised from MPA members; Presence of liability
disclaimer; Instructions to change DNS server to circumvent
DNS block.

Promotion of recently added infringing content.

According to our knowledge, as a general rule all video content on
the Website has not been authorized by rightsowners. Our
customer Motion Picture Association (MPA) represents 6
international producers and distributors of films, home
entertainment and television programs (Walt Disney Studios
Motion Pictures, Netflix Studios, LLC, Paramount Pictures
Corporation, Sony Pictures Entertainment Inc., Universal City
Studios LLC, and Warner Bros. Entertainment Inc.). Their content
is made available on the Website on a large scale. The MPA has
confirmed to us that none of their members has authorized any use
of content on the Website.

The Website claims the copyright protected content (videos) has
been published by third-party websites and denies any liability, if
the third-party websites act without authorisation.

The Website advises users to change the DNS server in their
Internet connection settings to the Google IP addresses: 8.8.8.8
and 8.8.4.4. A change of DNS server would enable their users to
circumvent the DNS block. The Website was already blocked by
German and Austrian internet service providers via DNS blocks in
the past due to copyright infringements. In view of these DNS
blocks in the past and the fact that the advice to change the DNS
server in the Internet connection settings is introduced by the
statement “Du kannst diese Seite nicht 6ffnen?

Dann besuche uns uber die Domain SerienStream.sx” (“You
cannot open this site? Then visit us via the domain
SerienStream.sx”) it is plausible that the advice to change DNS
servers is given to circumvent possible future DNS blocks. We do
not see other obvious reasons for the Website to recommend a
change of the DNS server.
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& # | serienstream.sx

Die 15 neuesten Episoden

Tatoeba Last Dungeon Mae no Mura no Shounen ga Joban no Machi de Kurasu You na
s01 E02 == Monogatar New! A Montag, 11.

S02 E07 | g His Dark Materials New! | Montag, 11.

S10E14 | gy BOb's Burgers Neul | Montag. 11.01.
S12E08 = Navy CIS: LA. Neu! | Montag, 11.01.
507 E06 | == NCIS: New Orleans MNeu! | Montag, 11.01.
S03 E01 | e AMerican Gods Neuw! | Montag, 11.01.
S03E02 | = The Rookie Neuwt | Montag, 11.01.

501E03 | == The Watch Neuw! | Montag. 11.01.

523 E24 Pokémon Montag, 11.01.

Montag, 11.01.

S23E21 | j P0kémon Neu!

S04 E13 The Magicians MNeu! | Montag, 11.01.
S04 EO1 The Magicians Neuw! | Montag, 11.01.

S04 E05 | = Attack on Titan Sonntag. 10.01.

S01E02 | The Stand Sonntag, 10.01.

S13E66 == One Piece Sonntag. 10.01.

mehr anzeigen (50+)

& serienstream.sx

’ S.T E.IE.&E'KR" © serien % Populir @ Sofunktioniert's mehr

Du kannst diese Seite nicht 6ffnen?

Dann besuche uns tber die Domain [SeFieNSEream:sx’. Langfristig kannst du die DNS-Server in deinen Internet-Verbindungs-Einstellungen auf die Google
IP-Adressen: 8.8.8.8 und 8.8.4.4 umstellen. Hier findest du eine einfach & schnelle Anleitung. Android-Losung und iOS-LGsung.
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(_

c |ﬂ serienstream.sx/dmca I aQ F

’ S.TO E'IE'I:‘EI;#I © serien W Populir €@ Sofunktioniert's mehr

Digital Millennium Copyright Act of 1998

S.to does not stream videos or host content of any kind, the videos you watch are hosted and shown from sites such as YouTube, Streamcloud & MyVideo. Any
videos shown on 3rd party websites have passed their own stringent internal vetting procedures and as such are assumed as fully authorized for publication by
the content owners. S.to is not responsible for content of external internet sites. 5.to is not responsible for the availability of such third party websites. The
content of such third party web sites is beyond our control. We neither endorse, make any representations nor accept any liability (whether direct or indirect) for
such third party web sites or their content. products or services offered at those websites, or by their sponsering companies.

If you want to remove your content from external websites, you can contact their copyright agent, which can be found on the following websites:

yright
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Profit making activity

Availability of a profit motive applied by the Website. | The Website generates revenue through advertising.

Examples are revenue generated via advertising,
subscription, download charges, donations etc.

€ C | & serienstream.sx/serien

Subscribe now and get unlimited access to the
best content for your phone!

Y

T
SUBSCRIBE

y
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Annex [1.5.1.1

Operators/Administrators

Contact details Operators/Administrators

No traceable Operators/Administrators.

Having examined the Website and relevant public resources, the
operator(s) remain(s) unknown. In particular, the Website has no
imprint or legal notice containing any information on operators or
administrators enabling identification of these. It merely enables
filing “support tickets” to the administrators of the Website when
registering with the Website. This is typical of websites hosting or
advertising copyright infringing content.
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SCREENSHOTS TAKEN FROM SERIENSTREAM.SX.TO LOGIN AREA TO CONTACT
THE MODERATORS/ADMINISTRATORS OF THE WEBSITE

[ C @ serienstream.sx/account/support/new B a & m N

’ S .T 0 ::1E':Elilu © serien b 3 Popular @ so funktioniert's mehr

Account » Support Tickets > Neu

Support Tickets

Allgemeine Fragen

Wann erscheint Episode XY/Folge Y der Serie Z?
Bitte besuche die Website Fernsehserien.de fir Serien Informationen. (Suchfunktion)

Wo bleiben die Links von Episode XZ?
Wir haben keinen Einfluss darauf, wann die Episoden online kommen. Benutze den Chat auf der Startseite (unten rechts) oder schaue bei
Fernsehserien.de nach.

4| [0[O]«]c,

Stream/Video 404 Fehler
Bitte melde defekte Links mit dem "(!)" Defekt-Melde-Button an das Team. Die Links werden dann entfernt und schnellstméglich ausgewechselt.

Episode hat keine Links/Stream
Schreibe einen Beitrag im Forum, eine Nachricht an einen Linker an oder poste esin die Shoutbox auf der Startseite.

Wie kann ich helfen?
Teile 5.to (einfach zu merken) mit deinen Freunden & empfehle uns.

Neues Support Ticket

Titel / Thema:

Ein Titel der dein Problem beschreibt. =8, Wiz warde ich Linker?

Nachricht

Wie kinnen wir dir helfen?

Lishes Team

LG

Support Ticket erstellen
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Contact details service providers of the Website

Below you find a list of service providers of the
Website and therewith potential avenues for
exploration to identify the operator/administrators of
the website.

We could not establish any other reasonable potential
avenue to successfully contact the
operator/administrator of the website.

In view of the fact that the Website has a clearly illegal business
model we do not consider it likely from our extensive experience
with such type of websites, that the operators of the Website would
have provided to any of the named service providers correct contact
data or any other information which could lead to their identification.

Given my extensive experience as an internet investigator, | am
satisfied that | have explored all reasonable means of online
investigation to identify the operator/administrators.

Contact details Hosting/CDN provider

DDOS-GUARD for serienstream.sx

The author of this report is unable to know what services the website
operators are using from DDOS-GUARD. They could be using the
website protection and optimization/DDOS protection service,
where DDOS-GUARD acts as a reverse proxy to the actual site,
which would be hosted elsewhere. Even with that option there could
be various degrees of hosting involved depending on what services
the operator has selected (caching of static content,
CDN). However, DDOS-GUARD also offers actual/traditional
hosting packages as well (Protected Hosting), so DDOS-GUARD
could be the main host and not acting as a reverse-proxy.

We could not determine any other reasonable potential avenue to
successfully identify the hosting provider of the website.

When performing look-up via RIPE, Mr. Marchenko is provided as
contact details for the IP address that matches serienstream.sx. A
further lookup via He.net shows that DDOS-GUARD is the owner of
the AS which includes the IP-Addresses s.to and serienstream.sx.
Mr. Marchenko is listed as the CEO of DDOS-GUARD on his
LinkedIn profile.

Evgeniy Marchenko

Address: Russia, Rostov-on-Don
Phone: I <<t 501
E-mail: I Q@mail.ru

DDOS-GUARD contact details:

Company:

000 «4aOC-rBAPO»

Email:

info@ddos-guard.net
pr@ddos-guard.net

Phone:

8 (800) 333-17-63

8 (495) 215-03-87

Address:
(cbakTnueckun/topugnyeckuin)
344019, r. PoctoB-Ha-[oHy, yn. Makcuma
["opbkoro, g. 276, atax 5, oguc 11.
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SCREENSHOT FROM HE.NET SHOWING THAT DDOS-GUARD IS OWNER OF
AS262254

&« &} EIbgp.he.net.r'dns,’serienstream.sx#_ipinfo I

HURRICANE ELECTRIC

INTERNET SERVICES | | [Search]

serienstream.sx
|DNS Info| |Website Info| |IP Info|

BGP Toolkit Home
BGP Prefix Report
BGP Peer Report

Exchange Report
Bogon Routes Updated 14 Feb 2021 11:42 PST © 2021 Hurricane Electric

186.2.163.191 = 186.2.163.0/24 = AS262254 = DDOS-GUARD CORF.
186.2.163.191 = 186.2.160.0/20 = AS262254 = DDOS-GUARD CORF.

SCREENSHOTS FOR SERIENSTREAM.SX TAKEN FROM RIPE REGARDING IP
ADDRESS 186.2.163.191:

¥

C & | apps.db.ripe.net/db-web-ui/query?searchtext=186.2.163.191

route: 186.2.163.8/24 . d -
LOgIin [0 updale =
descr: Dancom LTD general routes = =
origin: AS262254
mnt-by: DDOS-GUARD-MNT
created: 2813-83-11T1%:22:15Z
last-modified: 2818-0%-84T17:35:342
SOuUrce: RIPE-NOMNAUTH
< C' @ apps.db.ripe.net/db-web-ui/lookup?source=ripedkey=EM8663-RIPE&type=person * Om 7 B O M e
| RIPE NCC
RIPE NETWORK COORDINATION CENTRE Search IP Address or ASN Q I
I Manage IPs and ASNs > Analyse Participate > Get Support Publications About Us >
You are here: Home > Manage 1Ps and ASNs > RIPE Database > Webupdates
Resources >
Lookup results BXML BJSON
This is the RIPE Database search service, The objects are in RPSL format.
The RIPE Database is subject to Terms and Conditions.
Full Text Search
Syncupdates
Create an Object person: Evgeniy Marchenko Login to update £
address: Russia, Rostov-on-Don
phone: _Ext. 501
e-mail: i
nic-hdl: EMB663-RIPE
mnt-by: EM12961-MNT
created: 2012-08-13T16:26:27Z
last-modified: 2016-03-04T16:17:27Z
source: RIPE

RIPE Database Software Version 1.99
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SCREENSHOT SHOWING THAT IP ADDRESS 186.2.163.191 IS ASSIGNED TO
SERIENSTREAM.SX

-~

DNS Chain (serienstream.sx)

i 186.2.163.191

b =

ddos-guard.net

A
|

|

I
’ :
serienstream.sx

I
I
I

186.2.163.99

— N —> ———
Source IP Address Unresolved Forward
[- ( — — =/ (AAAAAICNAME) Reverse (PTR) ]

Showing results for serienstream.sx as of 2021-02-18 10:20:00 UTC
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Contact details Domain provider for Epag
serienstream.sx
https://www.epag.de/
Fax +49 228 3296-849
E-Mail info@epag.de

EPAG Domainservices GmbH
Niebuhrstr. 16b

53113 Bonn

Deutschland

SCREENSHOTS FOR THE DOMAIN PROVIDER SERIENSTREAM.SX TAKEN FROM
DOMAINTOOLS

<« & # whois.domaintools.com/serienstream.sx
@DOMAlNTO[}LS PROFILE ~ COMMECT~= MOMITOR = SUPPORT Whois Lookup Q

Whois Record for SerienStream.sx

= Domain Profile

Registrant REDACTED FOR PRIVACY

Registrant Country kn

Registrar EPAG Domainservices GmbH
IANA 1D: 85

URL: www epag.de
Whois Server: whois.sx

Registrar Status serverTransferProhibited

Dates 792 days old ad
Created on 2018-12-19
Expires on 2022-12-19
Updated on 2021-02-03
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EVIDENCE PACK

INCOPRO®

8] epag.de/whois/

epag Warum EPAG v Unser Angebot v Integration v Informationen v

»Serienstream.sx«

———— whoils.sx ————————————————————————————

Domain Name: serlienstresm.sx

Registry Domain ID: 111274-8X

Registrar WHOIS Server: whois.sx
Registrar URL: www.epag.de

Updated Date: 2021-01-27T18:41:195&
Creation Date: 2018-12-15T15:55:223Z
Registry Expiry Date: 2022-12-15T19:55:223Z
Registrar: EPAG Domainservices GmbH
Registrar IANA ID: 85

Registrar Rbuse Contact Emsil:

Registrar Abuse Contact Phone:

C 8 epag.de/warum-epag/kontakt/

Telefonsupport

Nur fiir Reseller

Infos zur Support-Hotline im Kunden-Bereich

Fax +49 228 3296-849
E-Mall info@epag.de

Postanschrift

EPAG Domainservices GmbH
Niebuhrstr. 16b
53113 Bonn
Deutschland

Contact details TLS CERTIFICATE provider for

serienstream.sx

Press Inquiries -

548 Market St
PMB 57274
San Francisco
CA 94104-5401
USA

TLS CERTIFICATE for serienstream.sx

https://letsencrypt.org/

press@letsencrypt.org

Sponsorship - sponsor@letsencrypt.org
Security - security@letsencrypt.org
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SCREENSHOT TLS CERTIFICATE PROVIDER FOR SERIENSTREAM.SX

s Certificate

General Details Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):

= Proves your identity to a remote computer
= Ensures the identity of a remote computer
»2.23.140.1.2.1

«=1.3.6.14.1.44947.1.1.1

* Refer to the certification authority's statement for details.

Issued to: serienstream.sx

Issued by: R3

Valid from 06/12/2020 to 06/03/2021

X

Issuer Statement
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SCREENSHOTS TAKEN FROM LETSENCRYPT.ORG - TLS CERTIFICATE PROVIDER
FOR SERIENSTREAM.SX

& c @ letsencrypt.org/contact/ QA % 0O

’ﬁ Let’s Encrypt Documentation  GetHelp  Donate +  AboutUs »  Languages i +

We do not provide support via email. If you have a support question please use our community forums. The below
email addresses are only for the specific topics described.

Press Inquiries

Email: press@letsencrypt.org

Sponsorship

Email: sponsor®

sencrypt.org
Mailing List

To sign up for our newsletter, click here

Security

Please do not write to this address unless your message concerns a security issue with Let's Encrypt.

Email: security@

Encrypted Communication

To communicate securely with the Security Team, please utilize our GPG key. It consists of several subkeys signed by an offline
master key. Any recent version of GnuPG will support this kind of hybrid key. The current key structure is:

Pub  rsasess 2015-11-24 [CE] [expires: 2023-09-15]
2148 3831 D873 DBA2 5D41 4DAA 718E SFED 106C 2308
uid [ultinate] ISRG Security Team (letsencrypt.org) <security@letsencrypt.org>
sub  rsasess 2015-11-24 [£] [expires: 2021-89-21]
sub  rsase9s 2015-11-24 [A] [expires: 2021-9-21]
sub  rsase9s 2015-11-24 [S] [expires: 2021-9-21]

You can download the GPG Public Key here, or utilize your favorite key server.

The key fingerprint must match 8148 3831 DSF3 DBA2 5D41 4DAA 71SE SF6D 10EC 2368 .

C & letsencryptorg/certificates/ v

Intermediate Certificates

Under normal circumstances, certificates issued by Let's Encrypt will come from “R3", an RSA intermediate. We have also
issued a new ECDSA intermediate (“"E1"), which we will begin issuing from soon. This page will be updated when that bringup is
complete.

Our other intermediates ("R4" and “E2") are reserved for disaster recovery and will only be used should we lose the ability to
issue with our primary intermediates. We do not use the X1, X2, X3, and X4 intermediates anymore.

IdenTrust has cross-signed our RSA intermediates for additional compatibility.

e Active
o Let's Encrypt R3 ( RSA 2048, 0 = Let's Encrypt, CN = R3)
= Signed by ISRG Root X1: der, pem, txt
= Cross-signed by IdenTrust: der, pem, txt
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Annex I11.5.2.1 and 11.5.2.2.

Hosting information Hosting outside of Germany.

The author of this report is unable to identify what services the
website operators are using from DDOS-GUARD. It is possible
that the website protection and optimization/DDOS protection
service, where DDOS-GUARD acts as a reverse proxy to the
actual site, which would be hosted elsewhere. Even with that
option there could be various degrees of hosting involved
depending on what services the operator has selected (caching of
static content, CDN). However, DDOS-GUARD also offers
actual/traditional hosting packages as well (Protected Hosting), so
DDOS-GUARD could be the main host and not acting as a
reverse-proxy.

However, we have found that the website’s hosting details has
had 1 change on 2 unique name servers over 2 years.

SCREENSHOT TAKEN FROM DOMAIN TOOLS

# whois.domaintools.com/serienstream.sx

*{a DOMAINTOOLS PROFILE~ CONNECT=  MONITOR =~  SUPPORT Whois Lookup Q

IP Address 1846.2.163.191 is hosted on a dedicated server (g
IP Location [ - Rostovskaya Oblast' - Rostov-na-donu - Ddos Guard.net

ASN e A5262254 DDOS-GUARD CORP., BZ (registered Dec 05, 2012)

Hosting History 1 change on 2 unigue name servers aover 2 years r
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